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O TPeople’ s Republic of China State-Sponsored Cyber Actors Exploit Network
Providers and Devices] (5f1446 A 10 B.A&K NSA, FBI, CISA)

https://media. defense. gov/2022/Jun/07/2003013376/-1/-
1/0/CSA_PRC_SPONSORED_CYBER_ACTORS_EXPLOIT_NETWORK_PROVIDERS DEVICES TLPWHITE.PD
F

O TPeople’s Republic of China State-Sponsored Cyber Actor Living off the Land to
Evade Detection] (S#1545H 24 H2AX NSA, FBI, CISA %)

https://media. defense. gov/2023/May/24/2003229517/-1/-
1/0/CSA_PRC State Sponsored Cyber Living off the Land v1.1.PDF

O  TNETWORK INFRASTRUCTURE SECURITY GUIDE] (#1446 H 22 H/A%k NSA)

https://media. defense. gov/2022/Jun/15/2003018261/-1/-
1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE_20220615. PDF

O  TPERFORMING OUT OF BAND NETWORK MANAGEMENT) (#1249 H 11 Ha%& NSA)

https://media. defense. gov/2020/Sep/17/2002499616/-1/-
1/0/PERFORMING_OUT_OF BAND_NETWORK_MANAGEMENT20200911. PDF

O TAttackers Continue to Target Legacy Devices] (#1244 10 B 19 HARB Cisco
Systems 7@ 4")

https://community. cisco. com/t5/security-blogs/attackers—continue—to-target-
legacy—devices/ba—p/4169954

O IRERL—2—OAFREFAICET HEEMEICONT) (FMNS5E3H 28 B 248
)
https://www. keishicho. metro. tokyo. lg. jp/kurashi/cyber/notes/router. html

O TYAN—tFaTARBEHA FSAVEXEY—IIL] (FM5E5A 31 BAK #&F
EXE)

https://www. meti. go. jp/policy/netsecurity/mng guide. html
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