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° CISA’'s SBOM Guidance

. CISA’s Cross-Sector Cybersecurity Performance Goals

° Guidelines on Technology Interoperability

° CISA and NIST’s Defending Against Software Supply Chain Attacks

° The Cost of Unsafe Technology and What We Can Do About It | CISA

) Stop Passing the Buck on Cybersecurity: Why Companies Must Build Safety Into Tech Products
(foreignaffairs.com)

) CISA’s Stakeholder-Specific Vulnerability Categorization (SSVC) Guidance

° CISA’s Phishing Resistant MFA Fact Sheets
° Cyber Guidance for Small Businesses | CISA
NSA
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° NSA’s Cybersecurity Information Sheet on Memory Safety

° NSA’s ESF Securing the Software Supply Chain: Best Practices for Suppliers

FBI

° Understanding and Responding to the SolarWinds Supply Chain Attack: The Federal
Perspective

) The Cyber Threat - Response and Reporting

° FBI's Cyber Strategy

National Institute of Standards and Technology (NIST)

° NIST’s Digital Identity Guidelines
) NIST’s Cyber Security Framework
° NIST’s Secure Software Development Framework (SSDF)

Australian Cyber Security Centre (ACSC)

° ACSC'’s loT Code of Practice Guidance for Manufacturers

The United Kingdom’s National Cyber Security Centre (UK)

° The UK’s Cyber Assessment Framework

° The UK NCSC’s Secure Development and Deployment guidance
° The UK NCSC’s Vulnerability Management guidance

° The UK NCSC’s Vulnerability Disclosure Toolkit

° University of Cambridge’s CHERI

° So long and thanks for all the bits - NCSC.GOV.UK

Canadian Centre for Cyber Security (CCCS)

° CCCS’s Guidance on Protecting Against Software Supply Chain Attacks
° Cyber supply chain: An approach to assessing risks
° Canadian Centre for Cyber Security’s CONTI ransomware guidance

Germany’s Federal Office for Information Security (BSI)

° The BSI Grundschutz compendium (module CON.8)
° The international standard IEC 62443, part 4-1

. State of IT-security in Germany report, 2022

° BSI practices of web application security

Netherland’s National Cyber Security Centre
° NCSC-NL’s Mature Authentication Factsheet

Japan’s National Center of Incident Readiness and Strategy for Cybersecurity (NISC)
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° Japan’s National Cybersecurity Strategy

Japan’s Ministry of Economy, Trade and Industry (METI)

° Guide of Introduction of Software Bill of Materials (SBOM) for Software Management
) Collection of Use Case Examples Regarding Management Methods for Utilizing OSS and
Ensuring Its Security

Cyber Security Agency of Singapore

° Technical Advisory on Secure AP| Development
° CSA SingCERT Vulnerability Disclosure Policy
° CSA SingCERT Incident Response Checklist
° CSA SingCERT Incident Response Playbooks
° CSA Security by Design Framework

° CSA Security by Design Framework Checklist
° CSA Guide to Cyber Threat Modelling

° CSA Cybersecurity Labelling Scheme

Other

° How Complex Systems Fail

° The New Look in complex system failure
SEEH

[1] https://csrc.nist.rip/publications/history/ande72. pdf

[2] https://www. cisa. gov/sbom and SBOMs references in TR 03183-2
https://www. bsi. bund. de/dok/TR-03183

[3] Juran on Quality by Design by J.M. Juran, 1992.

[4] Mullainathan, S., & Shafir, E. (2013). Scarcity: why having too little means so much.
First edition. New York, Times Books, Henry Holt and Company.
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