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Title: World Writable Execution - Temp
ID: d2fa2d71-fbd0-4778-9449-e13ca7d7505c¢

Description: Detect execution from

C:\Windows\Temp

process

Background:

This rule looks specifically for

execution out of

C:\Windows\Temp\*. Temp is more broadly used by

benign applications and thus a

lower confidence

malicious indicator than execution out of other world

writable subdirectories in C:\Windows.

Removing applications executed by the SYSTEM or
NETWORK SERVICE users substantially reduces the
quantity of benign activity selected by this rule

This means that the rule may miss malicious
executions at a higher privilege level but it is
recommended to use other rules to determine if a
user is attempting to elevate privileges to SYSTEM
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Investigation:

1. Examine information directly associated with
this file execution, such as the user context,
execution integrity level, immediate follow-on
activity and images loaded by the file.

2. Investigate contextual process, network, file and
other supporting data on the host to help make
an assessment as to whether the activity is

malicious.

If necessary attempt to collect a copy of the file
for reverse engineering to determine whether it
is legitimate.

References:

https://www.elastic.co/guide/en/security/current/pro

cess-execution-from-an-unusual-directory.html

Author: ASD’s ACSC
Date: 2024/06/19

Status: experimental

Tags:
- tlp.green
- classification.au.official
- attack.execution
Log Source:
category: process_creation
product: Windows
Detection:
temp :
Image | startswith: 'C:\\Windows\\Temp\\'
common_temp_path:
Image|re|ignorecase: 'C:\\Windows\\Temp\\\
{[a-fA-F0-9]{8}-([a-fA-FO-9]{4}-){3}[a-fA-FO-9]
{12\
system_user:
User:

- 'SYSTEM'
- 'NETWORK SERVICE'


https://www.elastic.co/guide/en/security/current/

dismhost:
Image | endswith: 'dismhost.exe’
known_parent:
Parentlmage | endswith:

- "\esif_uf.exe'

- "\\vmtoolsd.exe'

- "\\cwainstaller.exe'
- "\\trolleyexpress.exe'

condition: temp and not (common_temp_path or
system_user or dismhost or known_parent)

False Positives:

- Allowlist auditing applications have been
observed running executables from Temp

- Temp will legitimately contain an array of setup
applications and launchers, so it will be worth
considering how prevalent this behaviour is on a
monitored network (and whether or not it can
be allowlisted) before deploying this rule

Level: low

Title: World Writable Execution - Non-Temp System
Subdirectory

ID: 5b187157-e892-4fc9-84fc-aa48aff9f997

Description: Detect process execution from a world
writable location in a subdirectory of the Windows OS
install location.

Background:

This rule looks specifically for execution out of world
writable directories within C:\ and particularly
C:\Windows\*, with the exception of
C:\Windows\Temp (which is more broadly used by
benign applications and thus a lower confidence
malicious indicator).

AppData folders are excluded if a file is run as SYSTEM

- this is a benign way in which many temporary
application files are executed.

After completing an initial network baseline and
identifying known benign executions from these
locations, this rule should rarely fire.

Investigation:

1. Examine information directly associated with this
file execution, such as the user context, execution
integrity level, immediate follow-on activity and
images loaded by the file.

2. Investigate contextual process, network, file
and other supporting data on the host to help
make an assessment as to whether the activity
is malicious.

3. If necessary attempt to collect a copy of the file
for reverse engineering to determine whether it

is legitimate.

References:

https://gist.github.com/
mattifestation/5f9de750470c9e0e1f9c9c33f0ec3e56

https://www.elastic.co/guide/en/security/current/

process-execution-from-an-unusual-directory.html

Author: ASD’s ACSC
Date: 2024/06/19

Status: experimental

Tags:
- tlp.green
- classification.au.official
- attack.execution

Log source:
category: process_creation
product: Windows
Detection:
writable_path:

Image | contains:

- "\\SRecycle.Bin\\'

- "\\AMD\\Temp\\'

- "\\Intel\\'

"\\PerfLogs\\'

- "\\Windows\\addins\\'

- "\\Windows\\appcompat\\'

- "\\Windows\\apppatch\\'

- "\\Windows\\AppReadiness\\'
- "\\Windows\\bcastdvr\\'

- "\\Windows\\Boot\\'

- "\\Windows\\Branding\\'

- "\\Windows\\CbsTemp\\'

- "\\Windows\\Containers\\'

- "\\Windows\\csc\\'

- "\\Windows\\Cursors\\'

- "\\Windows\\debug\\'

- "\\Windows\\diagnostics\\'

- "\\Windows\\DigitalLocker\\'
- "\\Windows\\dot3svc\\'

- "\\Windows\\en-US\\'

- "\\Windows\\Fonts\\'

- "\\Windows\\Globalization\\'
- "\\Windows\\Help\\'

- "\\Windows\\IdentityCRL\\'

- "\\Windows\\IME\\'

- "\\Windows\\ImmersiveControlPanel\\'
- "\\Windows\\INF\\'

- "\\Windows\\intel\\'

- "\\Windows\\L2Schemas\\'

- "\\Windows\\LiveKernelReports\\'
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- "\\Windows\\Logs\\' Allowlist auditing applications have been observed
- "\\Windows\\media\\' running executables from these directories.
- "\\Windows\\Migration\\'

It is plausible that scripts and administrative tools used
- "\\Windows\\ModemLogs\\'

in the monitored environment(s) may be located in one

i I:\\W!ndows\\ms\\ ' of these directories and should be addressed on a case-
- “\\Windows\\OCR\\ by-case basis.
- "\\Windows\\panther\\'
- "\\Windows\\Performance\\' Level: high
- ""\\Windows\\PLA\\ Title: World Writable Execution - Users
- “\\Windows\\PolicyDefinitions\\ ID: 6dda3843-182a-4214-9263-925a80b4c634
- "\\Windows\\Prefetch\\'
- "\\Windows\\PrintDialog\\' Description:  Detect process execution from
- "\\Windows\\Provisioning\\' C:\Users\Public\* and other world writable folders
- "\\Windows\\Registration\\CRMLog\\' within Users.
- "\\Windows\\RemotePackages\\' Background:
) :\\W!ndows\\rescache\\ AppData folders are excluded if a file is run as SYSTEM
- "\\Windows\\Resources\\' L . . .

. . | - this is a benign way in which many temporary
- "\\Windows\\SchCache\\ N .

application files are executed.

- "\\Windows\\schemas\\'
- "\\Windows\\security\\'
- "\\Windows\\ServiceState\\' Investigation:
- "\\Windows\\servicing\\' 1. Examine information directly associated with this
- "\\Windows\\Setup\\' file execution, such as the user context, execution
- "\\Windows\\ShellComponents\\' integrity level, immediate follow-on activity and
- "\\Windows\\ShellExperiences\\' images loaded by the file.
i If\\W!ndOWS\\SKB\\ . 2. Investigate contextual process, network, file and
- “\\Windows\\TAPI\\ other supporting data on the host to help make an
- "\\Windows\\Tasks\\'

assessment as to whether the activity is malicious.
- "\\Windows\\TextInput\\'

. . 3. If necessary attempt to collect a copy of the file for
- "\\Windows\\tracing\\'

reverse engineering to determine whether it is

) ':\\Windows\\Vss\\' legitimate.

- "\\Windows\\WaaS\\'

- "\\Windows\\Web\\' References:

- "\\Windows\\wlansvc\\'

- "\\Windows\\System32\\Com\\dmp\\' https://www.elastic.co/guide/en/security/cur

- “\\Windows\\System32\\FxsTmp\\' rent/ process-execution-from-an-unusual-

- \\Windows\\System32\\Microsoft\\Crypto\\ directory.html
RSA\\MachineKeys\\' Author: ASD’s ACSC

- "\\Windows\\System32\\Speech\\'

- "\\Windows\\System32\\spool\\drivers\\ Date: 2024/06/19
color\\'

- "\\Windows\\System32\\spool\\PRINTERS\\' Status: experimental

- "\\Windows\\System32\\spool\\SERVERS\\'

- "\\Windows\\System32\\Tasks_Migrated\\ Tags:
Microsoft\\Windows\\PLA\\System\\' - tlp.green

- “\\Windows\\System32\\Tasks\\' - classification.au.official

- “\\Windows\\SysWOW64\\Com\\dmp\\' - attack.execution

- "\\Windows\\SysWOW64\\FxsTmp\\' Log source:

- "\\Windows\\SysWOW64\\Tasks\\ category: process_creation
appdata:

roduct: Windows
Image | contains: "\\AppData\\' P

User: 'SYSTEM'

condition: writable_path and not appdata

Detection:
users:

- Image | contains:
False positives: gel

20 APTAOIZ T 27 R A U — I EMSSA ELT LTV 5 Fik - Hii



"\\Users\\All Users\\'
- "\\Users\\Contacts\\'
"\\Users\\Default\\'
"\\Users\\Public\\'
- "\\Users\\Searches\\'

appdata:

Image | contains: "\\AppData\\'
User: 'SYSTEM'

condition: users and not appdata
False positives:

- It is plausible that scripts and administrative tools
used in the monitored environment(s) may be
located in Public or a subdirectory and should be
addressed on a case-by-case basis.

Level: medium
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TTP

Initial Access
71190

Exploitation of Public-Facing
Application

Execution
T1059

Command and Scripting
Interpreter

Persistence
T1505.003

Server Software Component:

Web Shell

Initial Access / Privilege
Escalation / Persistence

11078

Valid Accounts
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MITRE ATT&CK -
EH T RXAPTA0D k L —

K777 b

Reconnaissance (TA0043)

Search Victim-Owned Websites (T1594)

Active Scanning: Vulnerability Scanning (T1595.002)

Search Open Websites/Domains: Search Engines
(T1593.002)

Gather Victim Identity Information: Email Addresses
(T1589.002)

Resource Development (TA0042)

Gather Victim Identity Information: Credentials
(T1589.001)

Gather Victim Host Information (T1592)

Gather Victim Network Information: Domain Properties
(T1590.001)

Acquire Infrastructure: Domains (T1583.001)
Acquire Infrastructure: DNS Server (T1583.002)

Develop Capabilities: Code Signing Certificates
(T1587.002)

Develop Capabilities: Digital Certificates (T1587.003)

Obtain Capabilities: Code Signing Certificates
(T1588.003)

Compromise Infrastructure: Network Devices (T1584.008)

Initial Access (TA0001)

Acquire Infrastructure (T1583)

Compromise Accounts (T1586)

Compromise Infrastructure (T1584)

Develop Capabilities: Malware (T1587.001)
Establish Accounts: Cloud Accounts (T1585.003)

Obtain Capabilities: Digital Certificates (T1588.004)

Valid Accounts (T1078)

Valid Accounts: Default Accounts  (T1078.001)
Valid Accounts: Domain Accounts (T1078.002)
External Remote Services (T1133)

Drive-by Compromise (T1189)

Phishing (T1566)
Phishing: Spearphishing Attachment (T1566.001)
Phishing: Spearphishing Link (T1566.002)

Exploit Public-Facing Application (T1190)
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Execution (TA0002)

Windows Management Instrumentation (T1047)
Scheduled Task/Job: At (T1053.002)

Scheduled Task/Job: Scheduled Task (T1053.005)

Command and Scripting Interpreter (T1059)

Command and Scripting Interpreter: Windows Command Shell
(T1059.003)

Command and Scripting Interpreter: PowerShell
(T1059.001)

Command and Scripting Interpreter: Visual Basic
(T1059.005)

Command and Scripting Interpreter: Unix Shell
(T1059.004)

Scheduled Task/Job: Cron (T1053.003)

Command and Scripting Interpreter: Python (T1059.006)

Command and Scripting Interpreter: JavaScript
(T1059.007)

Native APl (T1106)

Inter-Process Communication (T1559)

System Services: Service Execution (T1569.002)

Exploitation for Client Execution (T1203)

User Execution: Malicious File (T1204.002)

Command and Scripting Interpreter: Apple Script
(T1059.002)

Software Deployment Tools (T1072)

Persistence (TA0003)
Valid Accounts (T1078)

Office Application Startup: Office Template Macros
(T1137.001)

Scheduled Task/Job: At (T1053.002)

Scheduled Task/Job: Scheduled Task (T1053.005)

External Remote Services (T1133)

Scheduled Task/Job: Cron (T1053.003)
Account Manipulation (T1098)

Valid Accounts: Domain Accounts (T1078.002)

Server Software Component: Web Shell (T1505.003)

Create or Modify System Process: Windows Service
(T1543.003)

Boot or Logon Autostart Execution: Registry Run Keys / Startup
Folder (T1547.001)

Boot or Logon Autostart Execution: Shortcut Modification
(T1547.009)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

Hijack Execution Flow: DLL Side-Loading (T1574.002)

Valid Accounts: Cloud Accounts (T1078.004)
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Privilege Escalation (TA0004)

Scheduled Task/Job: At (T1053.002)

Scheduled Task/Job: Scheduled Task (T1053.005)

Process Injection: Thread Execution Hijacking
(T1055.003)

Process Injection: Process Hollowing (T1055.012)

Valid Accounts: Domain Accounts (T1078.002)

Access Token Manipulation: Token Impersonation/Theft
(T1134.001)
Process Injection: Dynamic-link Library Injection (T1055.001)

Valid Accounts: Local Accounts (T1078.003)

Defence Evasion (TA0005)

Create or Modify System Process: Windows Service
(T1543.003)

Boot or Logon Autostart Execution: Registry Run Keys / Startup
Folder (T1547.001)

Boot or Logon Autostart Execution: Shortcut Modification
(T1547.009)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

Exploitation for Privilege Escalation (T1068)

Event Triggered Execution: Unix Shell Configuration
Modification (T1546.004)

Valid Accounts: Domain Accounts (T71078.002)

Rootkit (T1014)
Obfuscated Files or Information (T1027)

Obfuscated Files or Information: Software Packing
(T1027.002)

Obfuscated Files or Information: Steganography
(T1027.003)

Obfuscated Files or Information: Compile After Delivery
(T1027.004)

Masquerading: Match Legitimate Name or Location
(T1036.005)

Process Injection: Thread Execution Hijacking
(T1055.003)

Reflective Code Loading (T1620)

Process Injection: Process Hollowing (T1055.012)

Indicator Removal: File Deletion (T1070.004)
Indicator Removal: Timestomp (T1070.006)

Indicator Removal: Clear Windows Event Logs
(T1070.001)

Modify Registry (T1112)
Deobfuscate/Decode Files or Information (T1140)

Impair Defenses (T1562)

Indirect Command Execution (T1202)

System Binary Proxy Execution: Mshta (T1218.005)

System Binary Proxy Execution: Regsvr32 (T1218.010)

Subvert Trust Controls: Code Signing (T1553.002)

File and Directory Permissions Modifications: Linux and
Mac File and Directory Permissions Modification
(T1222.002)

Virtualisation/Sandbox Evasion: System Checks
(T1497.001)

Masquerading (T1036)

Impair Defences: Disable or Modify System Firewall
(T1562.004)

Hide Artifacts: Hidden Files and Directories (T1564.001)
Hide Artifacts; Hidden Window (T1564.003)

Hijack Execution Flow: DLL Search Order Hijacking
(T1574.001)

Hijack Execution Flow: DLL Side-Loading (T1574.002)

Web Service (T1102)

Masquerading: Masquerade Task or Service (T1036.004)
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Credential Access (TA0006)

OS Credential Dumping: LSASS Memory (T1003.001) Unsecured Credentials: Credentials in Files (T71552.001)
OS Credential Dumping: NTDS  (T1003.003) Brute Force: Password Guessing (T1110.001)
Network Sniffing (T1040) Forced Authentication (T1187)

Credentials from Password Stores: Keychain (T1555.001) Steal or Forge Kerberos Tickets: Kerberoasting

(T1558.003)
Input Capture: Keylogging (T1056.001) Multi-Factor Authentication Interception (T1111)
Steal Web Session Cookie (T1539) Steal Application Access Token (T1528)
Exploitation for Credential Access (T1212) Brute Force: Password Cracking (T1110.002)
Input Capture: Web Portal Capture (71056.003) OS Credential Dumping: DCSync (T1003.006)
Credentials from Password Stores: Credentials from Web
Credentials from Password Stores (T1555) Browsers (T1555.003)

Discovery (TA0007)
System Service Discovery (T1007) System Information Discovery (T1082)
Application Window Discovery (T1010) Account Discovery: Local Account (T1087.001)

Query Registry (T1012) System Information Discovery, Technique T1082 - Enterprise |

MITRE ATT&CK®
File and Directory Discovery (T1083) System Time Discovery (T1124)
Network Service Discovery (T1046) System Owner/User Discovery (T1033)
Remote System Discovery (T1018) Domain Trust Discovery (T1482)
Account Discovery: Email Account (T1087.003) Account Discovery: Domain Account (T1087.002)

System Network Connections Discovery (T1049) Virtualisation/Sandbox Evasion: System Checks

(T1497.001)
Process Discovery (T1057) Software Discovery (T1518)
Permission Groups Discovery: Domain Groups Network Share Discovery, Technique T1135 - Enterprise |
(T1069.002) MITRE ATT&CK®

System Network Configuration Discovery: Internet Connection
Discovery (T1016.001)

Lateral Movement (TA0008)

Remote Services: Remote Desktop Protocol (T1021.001) Remote Services (T1021)
Remote Services: SMB/Windows Admin Shares Use Alternate Authentication Material: Pass the Ticket
(71021.002) (T1550.003)

Remote Services: Windows Remote Management

(T1021.006) Lateral Tool Transfer (T1570)
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Collection (TA0009)

Data from Local System (T1005)

Data from Network Shared Drive (T1039)

Input Capture: Keylogging (T1056.001)
Automated Collection (T1119)

Input Capture: Web Portal Capture (T1056.003)
Data Staged: Local Data Staging (T1074.001)

Email Collection (T1114)

Exfiltration (TA0010)

Archive Collected Data: Archive via Library (T1560.002)
Email Collection: Remote Email Collection (T1114.002)
Clipboard Data (T1115)

Data from Information Repositories (T1213)

Data Staged: Remote Data Staging (T1074.002)

Archive Collected Data (T1560)

Exfiltration Over C2 Channel (T1041)

Exfiltration Over Alternative Protocol (T1048)

Command and Control (TA0011)

Exfiltration Over Alternative Protocol: Exfiltration Over
Asymmetric Encrypted Non-C2 Protocol (T1048.002)

Exfiltration Over Web Service: Exfiltration to Cloud
Storage (T1567.002)

Data Obfuscation: Protocol Impersonation (T1001.003)
Commonly Used Port (T1043)
Application Layer Protocol: Web Protocols (T1071.001)

Application Layer Protocol: File Transfer Protocols
(T1071.002)

Proxy: External Proxy (71090.002)
Proxy: Multi-hop Proxy (T1090.003)
Web Service: Bidirectional Communication (T71102.002)

Encrypted Channel: Asymmetric Cryptography
(T1573.002)

Proxy, Technique T1090 - Enterprise | MITRE ATT&CK®

Impact (TA0040)

Web Service: Dead Drop Resolver (T1102.001)
Web Service: One-way Communication (T1102.003)

Ingress Tool Transfer (T1105)
Proxy: Internal Proxy (T1090.001)

Non-Standard Port (T1571)
Protocol Tunnelling (T1572)

Encrypted Channel (T1573)

Ingress Tool Transfer (T1105)

Service Stop (T1489)
System Shutdown/Reboot (T1529)

Disk Wipe (T1561)
Resource Hijacking (T1496)
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