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. . Risk Management .
Architecture Description S.E"zlfeg Organizational Inputs
Mission/Business Processes qy Laws, Directives, Policy Guidance

FEA Reference Models . Strategic Goals and Objectives
Segment and Solution Architectures Srarting Information Security Requirements
Information System Boundaries FPoint Priorities and Resource Availability

Repeat as necessary

. Step 1 .
CATEGORIZE

Information Systems
Step 6 FIPS 199 | SP 800-60 Step 2
MONITOR SELECT
Security Controls Security Controls
SP 800-53A FIPS 200/ SP 800-53
RISK
* MANAGEMENT *
FRAMEWORK
Step 5 Security Life Cycle Step 3
AUTHORIZE IMPLEMENT
Information Systems Security Controls
SP 800-37 SP 800 Seri
Step 4 eries
ASSESS

* Security Controls *

SP 800-53A
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1.6 21 2.5 10.6
Software Hizstory & Licensing = 2 2 3 .4 11.4 13.0 109
Development Process 3
Management 1 3 4 9.0 5.0 9.0 9.0
Software Security Awareness and ] ~
Training 2 £ 3 9.0 5.0 9.0 9.0
Concept and Planning 2 0.0 0.0 0.0 0.0
Architecture and Design 3 0.0 0.0 0.0 0.0
Software Development 3 0.0 0.0 0.0 0.0
Testing 4 0.0 0.0 0.0 0.0
Software Change Management 4 0.0 0.0 0.0 0.0
Built-in Software Defenses 2z 0.0 0.0 0.0 0.0
Assurance Claims and Evidence = 0.0 0.0 0.0 0.0
Tlmellness_. pf ‘u’_ulnerablllt'_-.r 3 0.0 oo oo 0.0
Mitigation
Security Track Record 4 0.0 0.0 0.0 0.0
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SCRM Stakeholders

SCRM “commercially
acceptable global
standard(s)”
must be derived from
Commercial Industry
Best Practices.
J *Potential ICT SCRM ISO Standard

*Development 2010-2013
+Adoption 2013-2016

SCRM Standardization Requires Public-Private Collaborative Effort
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Building A Cyber Supply Chain Assurance Reference ModelkY)
RN DR R

Technology stack with the necessary and
sufficient components to support
complimentary product providers

Supply Chains
$pLC

: " Platforms
Product-oriented Building

Blocks

b Operating
Networks | Applications

Platforms Framewaorks

Applications
Networks

Operating Systems
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