YA 13—¥ 2 T4 HR - EFEEEHS
D—X 77 N —ThEsesEE

~RREDERRRF hEEESE 5
EFEIOVATLOESE~

TM23%F113A2512H
YA\ —tFa ) T BEEEE
S e
IR - EFEERER T —% T




B R

-3 I A = < . OO 1
I B 5 N — TR 1
1. 2 FARBAFKEREOME - HATRAREMEAE E DR 2

F2E BAEOHE IS A T A DR R E R E R o E R e 4
2. 1 BESEOEREEIE A o 4
2. 2 NI R T AR E et 5

2. 2. 1 BRI s 5
2. 2. 2 YY—FF7IRA2F (RA) BEOAMEREERERIE. ..o 6
2. 2. 3 HEANEEUHEIEEEFORRRIEIEE ... 7
2. 2. 4 RERIZESTOFYIVTNRAROBAMLEEF Y ) TERZE oo 7
2. B BB D ITREIE ..o 8
2. 3. 1 HIREZAICEAT SHEREOEZERIAT. ..o, 8
2. B 2 R T U R s 9
2. 3. 3 HREWAFERIEDTZOD T A FTA e 10
2. 4 BRBROS AT ARIRDER ..o 10
2. 4. 1 TP T A T DB e, 10
2. 4. 2 HERIERE A A D EEE e 11
2. 4. 3 TA—T4 VI RXEEUCRRGEHAREBDIM. ... 12
2. 4. 4 ERERE B R BB oo, 13
2. 4. 5 BREHDOHEFRBDFZODEER. ...ooviiiieeeeeeeee e 14

FEI3E HAEDERA - RT oo vI)LERERMGTRIEIZSEIT T, 15
3. 1 A EDFEAE TR T L A Il 15
3. 2 E BT B s 16
3. 38 HUMEOREFEIEIEDEIR. ..o 18
3. 4 BYHOAREEZHEATRBEDERG....coor 18

AT ST T U G B D B oot e e e e e sereeeeseseereaeesssessresaeesssasssaaaeees 20




E1E [FLHIC
1. 1 BRRUER

P ANRN—X2 T IR0 LT, EXx2VT7400FLEb0W)) BT 70T
2y 7 RAENEBRICE R L TWD, by T AT 7 L ATORm R FREIL . 2000
FICH LR 450 EE 72D 2000 A B EREIFR S OB L 7> TBY, BRIREZK- T
UIREEKE T DO T D1,

EBIZ, THT I v I RRICH T, 7L —Y—F, avta—FP A A% EHE
L T &2 KEEERFICE F B0, Microsoft, Google W2\ o 72 A T L —F—,
Samsung, Huawei & Vo 7o AR 3EORRNE D KPEDNZE LT, 2010 F£RIZA
ST, I 7 b—Y—0ERELERCOE FIFEMN SRR Ea R v — a U IERITIE
TR > TN D,

RN T2 A - IT R - A o Z—Fy bERPRE SREEEES L, fx D
FEEMNA V2 —Fy b EIZBITLTEY, T VX VEIROER A —tx =2 VT 1%t
RO —RMESCHERIEL L D RS 2o T D, BIEIRDBO L FIEL, A NN—kX=2 DT
AR DG - FRERFEOICHEMR LIRS DA, T2bb T hT I v 7 7 B5ens,
ZOF EFBERHEA LR TRROMEIRO—>Th D LHES h, EREELZ G TR
L—ya UBNEBEL TS HEDEEZI BN D,

EREICBOTHORBEOHENRROND, RBEOKFEEDT U5 3 v 7 mHF5IEEIT
WS DER R CHEL CR SR B IR S T A0S, ASEICBW T, B0 ER
7R OB, 2010 FFRICA- T, BEZ 2458 LD 800 A A8 % 2 BBk
RLTWAHZENRFFEINDS, £z, EEEMRT 7 7 L2 AR S D i SO &
IMEIZ B 5,

ZHNCE, ESGLZLTCEEDL, HEMIC - EOEWFERE R LTV DEHAE O
WD I 2 =7 f DFEERH Y . TOMGRAITA—T L REEE 1 & A%+
5250 B AR~ DRk 2 723 B0 6 OAFFE AN D ORADEER & LTCHETFLNE S, Zhid
o T, MHERAROESHFEICEESLT., 2 2 10FE~20FE T, A N—EHZDHL DX
A N—=ZEEDPIER LTV Dk e Fettma xige & LT, e et ez snhd &
Il » C&ETe, HLMARTWBIIES I E S 25,

AP THLNCRS T LD, HAEDOT VHTEEORTH Y F A N—Z%E
B OYER & FZE2M & ORAE PBERIIC B RESHED LN LD E LTHAHHFT, 5% bAS
B ~OHSHEFITE< D2 LT THIRLS e d Z LT v, EEMICH, Brgik

U EHEBEMICHEATT AT I v 7 BREROE L LTEREBX DN TWAHELESE BT 7L R), A3~
X2 U7 414555 Tlx, IEEE Security & Privacy, ACM CCS. USENIX Security, NDSS @ 442> %I
W= 51FD, D ) BIGSAFFEsE Tid, Crypto, Eurocrypt 28E4, T OHDH 7 7 L A TIE, sl &R &
N, 7L Ea—THBIIWERINTZLODOLBH/IL (Fa—T7 4 7m0 & LTHFRREREIND,

2 RS Tarta—Zexa )T 420 RY YA (CSS)) TiE, 2010 £RAFHD 300 ABS, 2019 4R
132 f5LL LD 800 ABITHIM, iz, BAHEWERTS MG LiEHREx2 )T 4R UL (SCIS)) THHEHE
IZHENL 2019 4E12 800 ABICHIN, T4 1|, FIFRESNRESNS,



WS EX 2V T RN LV EESZET BN EZA, THT I v 7 W
T8 D% B ~OHIFR LR,

R, WEE20194° 5 B DY A N—tF = U T 5T - BT BRI BT #8036 i L 72
BURME CHLEFHFEEO I 2 =T 4 BRICONTH, fEICE 2T, 707
T OXRCTF Yy —lERZTI LD, ERICEFEEEOREFNEEINTND LA, HnE
IZBWThH, TUVXNAEMEERALIZE R ALZOEX2 ) 7 FEITIEKRT 5 2 &1
o THii/hT2Z LT, EFEFEEOKSERT vy LTINS BhnEZEZ bR
Do

ZO X YT, HENEFEOEE Y B AT, £, EYEEEZGD ., LV
ik B 7R BFZEAY B~ & IR T DR T Vv LV EET B IS IBWN T, DN & E
P ORELZ AT T HEE IR AT S Z N EE L OO T, WFFEEH I RS E Y
HEXO TR =% 7 7 —7 (LT, WG) #2020 47 AIT&EI I,

HZF, ZLT, ABREEMIZD, BBEOME I 2 =T DI EES DR 53
BART Uy L EREOff T, EEREICDE 2T a v AT AE T 5 728 O B 2
ThbHEEZDY TREEBEOT VX AL L RIFFIT THEE RIX R 2R, £ 0RO
T, F#REIToEMREIEEREL LTE LD,

1. 2 HIRARBEORR - HWMARIEAH & OBER

BREOY A N—tF 2V 7 ¢ FSEBAR NI, MFEBHR ZET - #EET 512725 T
DERWREZ T Em R L, (5% (D) BAENRY A A=k X2V T 1 OF
BT —<IZOWTHRFZAT O 2 EARMISZ B k) 52 T0ndan, K
WG OfFHE, 77 Iy ZiefEdhne Lo, 20K bo—BER 5,

Flo, P A=t F =2 U T W58 - BT BGLGEHT T, BUR O BGH O BAR{E & Ovh
ED T MMENRISNTND 036, KWG OREHE, FTmftEo L > L L TURS [PESR
BEEHEE O - HINBER O 2 I 2 =7 4B OWIERY TH Y, ZZ TiRwbhv /o [PESF
B ORBRBREDESE L, HEOBGLOEHRILA L RIEENC BT 22 M 5720 T a v

32019 4 5 1 HFEBRFE RN EMTE S IRE,

4 mav AT AR, VAN X2 U T B - BRI B S TIE. TR OBMRE 2N L. ME OB
WA REBIC BT 2EEEZN D] bOLINTND, ARE T, THT Iy 7 RFEELPLLE LT, EYE
PEHE L, AHAICRVREEZ RITLAEVRA L, IIELHESENERMICER T S, EBEL T EE, —EoLk
BRI T2 DE N,

5 20174 TA YA S—EF 2 U7 BEATRRE, RAEDOFROY A S—tF 2 U 7 ¢ OFFFEBIT 2R - HiE+
LDV a b UURESI, & 22 BICTERNREZTOH R, # 23 BICTHTRYMABRFON Y nx
PR, TNHEHRRTHED LRV O LRI N D, TN ITHES S BIEOHIFERFE OHEEIZ >V TiE, L [
A NR—FF= T (B (2018 4 7 A MERE) R0FA N N—tx=2 VT (BT - BATBREBGE 2H B - FRd
INTVND,

6 SHoOBMEILO G MEE LT 5-TioWREN, OV T IA Fx— U AT ~HIET D0 DA — VxS D
rREARH O, @QENEEOTRK « FIRITH 7o RO, QU - /04T - A EBR oML, O 7%
DEMERITEOEHE, QFEEEHEEEDOMTE - BIFHREDO 2 I 2 =7 4Bl L 2> T 5,



AT ADOFEFIZAT, B LR H 2 ET5) L2 HELEBRFITH D,



F2E BAEOMREIZI AT ORREBFTAHEERE
BNEICBITDERSEOT 07 I v 7 o5 L EFEEEEDN, HAIZRWEEE 52
DORIETHDICEBEL B ONAHES RE L TIIRT, el 72> TiE, #F9EH
FEE IS B PR S TR EN A RIEENCHOWNWT, ZROOERICEL S>>, THTF Iy
U RWREERY B EFE O AL AT ARESEOICEE L B2 b s L LI
BEiTo T,

2. 1 BHRISFOERREM &S

PANR—EX2 VT AR DDEHDO Ny TH 7 7 LU AT, RS BN
L, HRZEIT-HDLVIEEFEOEBREZB X722 7R L — 3 UBNEBRILL TV 58,

ZOHLE LT, KEOKRFENE D SHEFITEHWFEEKEZR L TNDNR, MY -7
TR e AL REL NS TERINO R FPENENICR SFEE AT LTWD, £, BT H,
VU AR—N HE, EE, A AT ZAORFHEOFIEEDGRD DL, FECPE ORI
WAE 2R LTS, AERT: - BHEHER OFERIIRER Th 223, 4. ik
XEIMERICH D, B, VA= Xa ) T IR HO L, WSS BT,
Ny 7P H T 7 L ATERBEO—EDEWFIEENRD 5 b,

COTATI v I RIEEE X2 DAL LT, KETIX, fixlhTr T 0 v O
BNTEAE L, BES B oS FFFE % .0 9 DARPASC IARPA 28 & % = U 7 ¢ B0
BEOWFET 0 77 Lhai@E L TWDHIEDN, 2XBFEME (NSF) 23, BX=2VU 7 4 58
D FEREF I MEIL S BT HAET 1 7T MTAER 50 (& RO TR 2 kRIc FE T T
52 ENEESND, KINIZBWTY, EU @ Horizon 2020 7> & [FIFLE O TR IZ X 0 #k
BEIIC NS T 1 7T KN EE STV 59,

EHI, ANRETIE, BEX=2 U7 4 0B CTHCK Tl LRRREAENR TV 2 A &
Tk E b T, T —T12 L > TOEBERFFREIIIC/> TV D 2 L BMER S
NTWD B0 ZADEKD IR EET O RO S 5 — 2D M & > TWDH HD L
EZ bbb,

A N—tF=2 T R TIE, PANN—ZEMICBITDL VAT A (B a—F,
Xy FU—7 . BEgEL. TALEEO T LT Y X80T u han, bV R
NI - AT 70 s bR —E AR EOEKH L WVITEA) ITRDBLS - FhE%
RLTDHENZN, ZLT, VAT LOBRRHEHES AT L O, 15 O fRHToxt
WWFFRICBWNT, avta— 4P Ao AL, MEITALLCarEa—4%H

T WFEBARHIEHMTHA SR ICB WV TA WG S B SN2 14 BIRA0EH 2 2M, FHEREN T LY 31U —RERA
#i% 50 HFEEOFA - B & Fhi L 72 BRI D e AR B ORI M) 7ok 2 ZedE & H6 9

8 405D kv FHr 77 LA (IEEE Security & Privacy. ACM CCS, USENIX Security, NDSS) Ti&, Ek
FAsCOEIRIL 43% TH Y | EFEHEEERSCOEIA T 20% & 72> T D (2019 FEOEIRFHICIZ-2UV T NISC 1Y),
B2,

9 WG % 3 BISAEE 1-3 RO 4 BISESEER2 L0,

10 BFZEBH RIS BT A S TR SRz 4 RO o (5 14 MISAEE 2 O 1 21),



W a 7T I IREOBATHRAE L E LT b ON S ME L 72D SR & LT
FTohs,

Thbb, ZWMARENTE, BREOLLEWRHFOHEK - 7 urT 2 v 7 RE 2 BYf
TE 5, BFR M) RDREIRAER SEHLI 0 EF 25, £ LT, BCKTIE,
Z O M ERKBIZEN LR EEEZ K> TWD b0 EB 2 b5, WbiE, ZRIERIC
ESL PIMOFREDO T T, —AHDWID ANETF—LOFE - HEDOT AT 4 7 L7
ANHREZEZB/LEVIBETHD, ZORIIERROMESTFTHREEEEE Z BN
5. Flo. VAT AR DWFRIT, RRCIIFRRE A TR el e FEo A 2358
B UMM e 2 D Z L THIBT A2 L LB D,

s EBIh, BenEaasn, zoEe% TN ITEAL T, EEED S, 5L
DHTE-T TA] B, S HICFMEREI S, RO V—T 52 ED | EYE
B A HED | RO T 5,

WOk DBE TS & L0 RSB OREAE 2 UX. 29 W o fEERIC L i JeHEdE
XD ZEDREFICEETH D, KON EIaI =T 413, HaIa=T 41
Z, A3 a=T 4 2KE L TORRBE NN OB TEIEEICHD, LT bRk
Bz 72T, R P AEORBINWIN L e D | RBLEE PR F v — R EN
IR, T T4 v IREATE TRV LSS BENE T LN TWAR, O
AT AITIR O AT Z &3, SRR L 20 | = a v AT AR BT 58T D DO TR
Wi, KWGIEEI EZ D,

B, BRT7 7T 4 SO 7 T 4 N 2iE, IS, DR E o A BRI
KO MMREIET D200 (BIEIFeEBIR FES) . 1) B 5 EHI S S UFeiEm s
EDLNZTOHFTHIEENRETHH O, i) FEPED LM ERE T =27 "R3B D
DN, RHETIE, i) 28BS, I a=T  ORBAREEEZ I DICEDHITITE ST
AT LW W TeBE PO RGETE1T> TV D,

2. 2 ANIZEREIRE

RO EF T, R CTEH R AMPRELLFREERSI /L0, R Z NICERET
L. Tinbb, HREEEZRKCES AELRERZESCHA RZ ICRKIBIZEA L THA
N, ML ERSELBENEETHD,

2. 2. 1 BIHRERLE

BRCK K22 T, MRt AN T e Y 2 7 SO 2> Tnb, — T
EDOHBE RPN G ORE S bEETH D,

— I, EEER T, TR THT Iy VRO AR BT BEEATL DL
T AR OLRRYG CIER T 2 MM OERR Y INTE T, T72bb, THTITT

11 Principal Investigator (EALAFZEH), WL N—TF % FETHEE T, KFECBWTIIEIRE L 2 5,



XA B, AL RO R I E O FaflE & 72 DHFTERR 2 A L, BEER CldA
J RXR—=va VRO Z O HDVEL EFHE O TIXEFICE 2N DO 4
REMH LR EMAET D) —F—RDHEEZERTH I EBHFESRLTN D,

PAN—TFa VT 00T TH, M8 & Rk, BP0 B om0 i & 58
HELTHIZMTHZ ENERE DN, EROAMBEZZTHIZ, —EOMEL DFEH
SRR AE L, BRBROWBIIN XM E MBI N %2 TS ZEREETHDL, A ¥ — v
v 7 RELORFEE, HBRARIZ—E DFENT 4 Ah v g ORGSR EZ D
N, RELBERRERSTEREITI>IZ EBEZOLND,

ZORE, A N—EF 2 T 4 RRITOE CSIRTIZE OB BR DI W FEAIITZ R
(ZRN DS ERIN - SR L. 7 2 2V E OFE R DX AIZ D KO BGREER D 72
FAEIIIENCHN DS 2B - IERT D7, A N—tXa T 0 TV XN
i OVE R OME A G ORI « TEREK D 2 ENREE LV, HFEESKFNO BT
W CREREESCENEE A MR T L LN ETEIONDI N, KEEMZ IR E - B
FEALRR O JRHGEEEIZ LD . T X A E A - IHRT A b EZ LD,

2. 2. 2 YHB—FF7LRA2F (RA) BREOAMERELREZHIL

LR A~OEFREZRET 2FIZL > T BRFHED T3 THLNE H IFTHEER
HIWEZ TH D, THH - Bx 2V T 0 RODEFTIX, WIFEENERST DT T E
HED 2 B, Moy B & [FERIC AF IR 5 D~ — RIAR DB JEE D% < Oy % F T
HZENEBIIRAMELHLLOD, V7 b, Db ERREYEY, RARE %
T O ETHREOIEEL HOTIIRKR & LTl 52 E TREELIHERH Y |
R DONFITIE U THEE ZHITRBIRTEX 5 ZENGHNTH O, 2o, WS Bl
DHBIZETDHEEZ LN D,

Fo, BHR- X2V T 0 ROSHTIE, AIZOERED H Y REEGEORGKER—
RENZE < 2o THY, BHERAMEZHELRBRICHZ 5121%, BRZ Ao BED
KRB CIE, BLENRRENA VBT 07 L LTE R NnWE Ex N5,

ZOEH, ZAHREFIZBWT, RARE LT U LT DR E ) 3R O R4 Fikiz
RE - HEATEDLZENIEFICEETH D,

B, NEFORARZFEN « 4/ _R—2 a3 U2EICBWTH, THEsh L R, 4
a2 EETHER EE] L LThifbh & &0 ) B OB LB, 18 L%
AR A ORFSEIEENC R 2 Ee i O N E S VTS T 2 & & bis, ATEm T
DL E T D ERMEICH BIAD D K5 Eazd T &2 Eh - Ikt 72 &
SINTEHB, ZohmaETxTbs,

12

13

Computer Security Incident Response Team DHf, T2 Ea—F X2 U T (124854 T v MIRHLT 57
D OO (—AEEEN B AR —P— MFiES) .

RERFEAN « A 7 _X—v 3 25 50 [ (202047 A 16 A) THIFE 5L - #FHIRE BB E /Ny r—v)
DHERARIL, BRI & A %O FPEL Y,



2. 2. 3 HEANEZELCHELRBEZOKRALGRE

INETHRAEERRICZ Aol E LT, RECHEELIZEEREND
fo 5 2 Z P RFBUCHETZ L AERE L, TOeEES Tl 2 WO TBER D
%, LT, 5%, KO CHRENERS LR EL TN ICRATDHZ ENED
XL B RERE L 20 | BRI R Tokk & 7 PR A RS AN DNTE LR DN D O
BEhEEGOHREE D,

ZiE, EH - 77 T 0 TN OEST AT e = b, RENLEST
% PEF LRIV T L, RERFEC LRI R OB RARRE O EIR 2 FlkIC#
E L. ZOMEBBANT, RAREOXGR L 72 2EFH 21 L% RS A2z A,
EEEEFEREEZ DLV IBETH D, BEHFRAMEZHEZAND 2D, FOKRFEOD
KR T e 2 MR DAMATEEZIRITI ZEbEx b, LR~ DAY
B HITOND,

TR KV, BRI TR, KPS T < B EEM S IR T e A 215 TIF R A
RELEDDLZENTE, AMMITLSTIE, 7AVZ A LA TOEFHRFOLN BT 47
D X O RRFHENE LN, RAEMONET 1Y =7 b REFLFRFIE~ DS
TREMNRRE - RBIEE > TERBEEZEOND L L BIC, BUNBHFICE ST b, F
YU T T v TORRENETLENI AUy ERHDH, ZOL I, EFHOT Y
AT LADFEMANTIER SN TS T ENREFE LU,

INETEA/ETIIRON RN STETH D0, ADBFICIILETH D, AlHE i
Ze 7 N — T BRI THFFEHEE & AMBEROEZILT 5 Z i kv, kiic e » Tk
N F X VT RRAEFR L TN ZEREELEXOND, 2, HEICHY 7= >T
X, e r Y ey MREFESEICHE RS S 2 L b WS RS E D B A
TEOERE E DM ST DENEWVNS T2 REOHBEO T IERIC OEMEaI =T 1 &
LCHmERODZENEELEZOND,

2. 2. 4 RERICLELSTOFYITNRDBAREE XY ) TRAXIE

X2 VT 4 BOM LRI U TA R 2 I10R L7 HEE S SR I, B s
AL SO MRIZE > T, HERRETHOX Y VT T > 7O RMEE&ED 55D
EEZXD,

Feh, 2. 20 1 CORULEZ, BERERICE T 2 ES Tl L 72 ZAE SR BSO8Rk
BR ORES OAIH - JERIE, BERBREENRTOBROX Y ) T &2 BRI, A—=2F 5720
Zh, FOMBEEFELOR Y NU—7 ZHE - fitRf L, L AM~DF v U T ERK
TAIENTTZOICHEHE L B2 b,

ZHIZOWTIE, AOWICB T A EAME ¥ U TEASEERKO—RE LT, —D20

U REERBR, b, AP & R 5 R3IC L o Tt BT SERT 505000, B -7 AR
PROT Y=y METHNRY —F— LRV BHEND A v FbEX LIS,



FIEEE - ISR E 5 3, EERZ G I 2 =T ¢ C, JREEEZOfo )
HBIZE Y, AEHICIVa =T ANICERY 2 LB RAp-EEES 2, B
EOBHNLEEND, T WoltBHHOHF T, i ABM ORLD D723 0 OBERL, TS
£ ANMEREOVE bET AMREILOMS Z Al - 1EKT 2 Z LS b Hifr SN 5,
5T, WL WO BLE TS 21E. SecHack365. enPiT. &% 5282 81T B1%
WEX2 VT A\MBERFE, EF2UT 1 - v 7, SECCON D AMEHR T 1
7T LT, BHE RIS E T TR EZIATTWAEN, 2oV olzdnbh, 77y
7 ISR A RS | Y - EE - BT A E AR D L CHRAEOEFE O
TaAVATLANRIHICEENRLDIZRDE VoAb EHEELEZ LD,

2. 3 EFEEEOWEN

A N—tFa VT 4 HBICBIT LRI, A NN—EMIBWTEE END Y AT
LA, TN Y—EREOEX2 )T 1 BlG - FREXNG LT LD, FEaIa=
T A2 & o T, EFEOHEHFITEBERICZ N,

N ETHEFEEIIITONTWDN, My LRk FRERETHE Wz b BEHD b
DY REMNS RAVTRT: - A & Oax s v a gk, V27— h, HEO
WHIEE D LIT v T LN ST ARRFERIZEZ S 2> TS D EBEZBND,

— ., WA TITEFZOAM BN L D200, Imy=y MOGmIURR LD K 5 7ok
ISR DT — 2 OB D% ) A AR FER SN TN D BB, THTIT
R TF Y —RENA NI NoDHZ Ty MIEELZHAS o5, Ziulid, K
KORKFETROND, R CTEH LR AMEZ DI AN, 2 K& D HFED
Lo TVWEEBZLNLD,

2. 3. 1 HREZANICEATHIHELHEEDOEFLRRR

EAEOEF2 T 4 5B OEFEEHEICE VTS, RRTEHRAMBKRE S BF%E
RS EELD, B EE NIRRT 2 Bl OFEFILRIF RN S BIGET S 5~ &
EEBEZD, TOHE, FERE LT, VETIE R HISBR O E LI FMIEIC /e D L AEE
SN,

T UA AL DX OHERDIRD SNDZEMAEICEBWT, 5%, TV X AEMZEHA L
FEYRRALEZOEX 2 T A TREIIIERT HZ LT ThMi/hToZ L1372 <,
BRI TIL, WEHEE, ITN VA —0%, EX2 VT A _RUF—REOMAZ, 44—
X MEESCDX il Dkkx S L e s, BELZHETLHOBEDLTOL S
728 A D OITERY 7 = — RG ZAG DN EEIC 2 D LB b D,

(GE BEAR T Je A ORE B DI IEN) 70 = — X))

s REOEERNEEZH S TWND, LEIFHKZTND a7y A7 A0, FEHN

15 IR RIS R,



2, 2= PR XFEOW RO, T A AN—WBEOEEL - b bERH > TH, B

FMEE R TDHD,

s T AT AR DR, BRI E S X 2 U T o Bt A RIRRIETT Y

WA L7200 BrEECmd < BN - 747 0 7 ORI AT T
D BT 72D,

s REBRAETLT—HIONT, ¥X 2V T 4 OFHECEFTOMEICE S o &

CRANEECE- AN 3/AY = 1% (WWANTAV/EN

Z 9 W o T =— XK 25 DR RT: - BRI D IRE SN D T E N EE
TH Y., RFFICBODTHEEI N T DR 22 2 B AR ARl « v~ R A b
BERE 2T H L CREMICHEMN IR RE Il a=r—va vz T52 6052005,
Fo. REMO=—RTH L, KFEED T — FRNR 2 D10 SNFRE L T —~
By FUTTHRRS T =T 2= —HEOIEAL AR TH DL EB b, Hrlik
HRINIRENDZ EREIFEE D,

Z 9 L7z BERSL RIS Bk 2 IR SR 32 ¢, ASCHESR 2 TR AT
EDREZHTMESCZ UK T D REEND OFEREE-> TN ZEREEN D, f
21X, BEOVATLEIEDL Y A7 OR % 214k« ERAL, FA =X 2 VT4
%t R O A LM O BRI YRS S SBREEZAT 9 PES: LRI TR 3R S e
FTIE, EFRFICRERAY v bEELRBTARENR D D, REOREEIZE 5T,
HOREEF 2V T A AROBGEMES~OWTNIREY . BHF =2 U T 4 RO E D
I N D LD R L T OERNEE N H16,

2. 3. 2 RuFyv—ig%

WFZE AR O ZERE IR 2 T R TRBLT DB, N F v — D HERERR L 2 D,
WA TIE, EX 2T 4 0BHOT7THT I 7 CTIHRIETDERN., KEOMZEREEZ X v b
V=7t %a 7 BRI L TR Fr—2AIEL, BEICK > TENRER T —4
ERFTHNL, TAHATITTHRREET EWwWole, 7—F RUT U077 r—F DN
YF v —  EFHEBEOREFN RO, WAETHEZBIIRDLLEZADLND,

THT ITREXTF v —iL, kxR0 CENEICBWTHEHERER S L—F—L 2o
THEY ., TR F v —RIHSHRICEY M KFPES, 29 LERFPEEFLET
HRUF =%y X)L GEEEFOEE L RLOND, EX 2V T 4 0BFIZB T
b KT - WFFEREE & 3 & DA RETT 5108 Te > T, ZOMICHLT T I 73
R F v — 0D R CHENN MR 2 U » NETENT 2 & T, K% - HF e
MR T y—ZH U THEEO=—XZLVIEZA TN ZELAIEEEZ L LN, —DD

16 BLRR TN A S I TSRS 2 RPEI R OMEIC SV T 2. 4. 28, H7o, B T~ & e R
RO BRI L LT3, 4 JONRAERO—FI A 22/,

T TEEr s L 2 EFBFTEsRib oo T A KT A > SBAHR) (2020 4 6 A, SGRERE - ROEFEEEY) p.7 Ot
B,



I

FEETHEEOREL LTEREIND,

ES WA, RETIET VY b7 L=y THEPMTOILD L 92725 TWVDH D,
WA DT LR, — AP AT —LDT AT 4 7TRORITIAP MR L L2 55T
B, FAEOERNFEILN LU CHANRTHRUEY R EOBRMLARNT LI bEELEX
biLd,

ag,
s

4\\

i

2. 3. 3 HRWMAERELDI=HDDHA S 1>

PESE I FIRFGE 2D 5 T AR ERE O 51 22 Bl 05 OFEE N BB B
WL IS, RERTOBNC IR © To BB 72 WA TONTZ 0§ 5 L W o 7B & 5,

ZHICBE LT, BRETIC LY, EFEEEIC X D ILFENERIEDOTD DT A KT A4
VISPRIRE SNTEB Y, IR OIEH % JE 2 72 i B0 W, F¥EbE TEAE
L 72 BRSO T ENR SN TV 5D, £72, WHEMOTT LR EL L LD
7o — VIORBIH AL, K5 - NHOFSEREBE R D FIA R, BRI RIS U 7250
(I FEME OB NEDET A REN TN D,

ETo. KIA RTA TIE, FMEEDSMNC S . e & L TR S Lz m~o0
BT, AMZEER - IREME ST D700 HE - 7 a AT HRA > b A2 MlE O H
55O BE SRR RIS B 1T B HLERIERE & A A— RICHED B T2 D D T E R ST
D, EBHIT, RFFEADWLFERT T, RFFLEEROWE 2%/ — h—
& LT, EERMTORE b ICERILE TN D,

BOREOEX 2V 7T 4 5HIZBWTH, AV A RIA UEER L. RS2/
PESE D RZVBIMEE Sy, EFILEFEAMERE S D 2 L3 IR S D,

2. 4 BEAI2=T12HOHE

Ao, HHOTWL 0L LT, R aIa=T 42K L LTORELZZ D
IR TXHRVERICHD EEZX LD,

WA ASh, Be&nEHsh, To&4e&% TA ITBEAL T, HEEiED D, R
OHTEHE-7Z TA) 2, & DICEMERESE, IR NV—T 2D | ERE
HEEZ D, WOFREEET D, 25V o IR ZMBE LTz,

2. 4.1 27oT4>VTDER

2. 1 Tlh7z i) EOFHFHIHED SWFRHEBENE O bNZE O CHFEE P RET
L7 7T AR BTy T 4 BT O RBENIE IS e 2=
T4 DR AL BEE X2 O LA duUE, ERRBEREN LIS T Y, F

18 TREEEIC & 2 EFBFTEMILO T DT A KT A ) (2016 4F 11 A, GRS - SIFFEEA) KO TEAR
(2020 4= 6 /1, SCERRLA - MEFEERER).
19 2016 FESURF A ZREHTE TR T 2 MM E~ 1 2 4 > b HPIFESIEFBITER RO BB OLE D J7 2B
HARGE) ICBT D T&8< 6 =) (AART v /3= h - V=% v b)),

10



7oy ARBESNERICY o TR AR AT T — 0 a y TENRHEBESNISELH 5,

OV Ty T 4 T OB REEMR I =T ¢ S LTEHA L., B
JEREAR & KB L, PRI E S L —T 2 R L T 2 EREETH D, £ LT,
Ty T 4 VT OERNEID, I 2 =T 4 OIS & B ER M SN D FSAE
BEFBEOMT T ZERERLEZEXOLND, I 2=T  OFEIZANT T,
Bk 2 72 SRR e Sy, AFRIRER RSN D T EREE LU,

BB, EFOFRT, KWG & LTE, AR FREENR O E AR Rt & LT,
LUF & 2 Tt 217 o 72,

(PR RE D RO Z AR R EFE L LTE 2 BND H D)

- [ B

Bl 21X, BRI A7 7 LOATHERT L, RO~y T LV EZRT 5,
MW G DTN —TREDH D,
- NMHE R

Bl 21T, ROMEMRZHS EEERSENFTO b O,
c WIZDRDD

Bl 21X, EEROEEZFICH OISR % . RERBEORI L, EFEFESCN
Ty —EEAZEENCAERNT SO, BERARNIERE e ey MC(ET
7)) ICHELED X O iR A eI AR T b O,

92 I 2 =7 4 ORBIZEBWT, PIEIE OFKRIL, BB REREGVEFRFOEE
REUH & 72D, BAEOEBNZRELE 2 wiERICTE—r L, TA] BEE - T
B L, WFeiEE R mA 2 I AT R—R LD, SRS LICRFEZIED D
REXThDHN, TOREL LTI, TANRN—ZEHERNHRE L TWDHHRESETH 572
D, EOREEENLT, PILEESR Yy NI — 7 BOHLETER E —FED PLREE 59
BRSO NA T Y v RROEK R ENBLZbNL S, o, RELEITTRLA
HIRFZE R B B 2 Ff > TRAG T A B b E G2 &L B2 bhv b,

2. 4. 2 REMNERFLEEZDESE

AROYE T, AHAICA S TH A N—ZEHENE SITHERT D TREICHE L TV 5 H
WHETHYD Wb LK R BEERCER W RARE L Vo o b OB R TFEET
D0 TV, BRI SR 2 U 7 4 PROELSITE T 2 FEITILN
LH—hblEZDOND,

BAEORNIDEF 2V 7 ¢ RRICBN T, BHPINTHESL S+ 0 (S BE S 7= i 3R
X, fh O 72538 - SIRICIRIET 2 0A TH Y | 55 « SEIRSCSURICEA O H OB
ZWEeEBZOND, £, P LOFEEEN 2 2SR+ HRIES N TE O, A%
PP RENBEINTORWEALH D EBZBND, 20 K9 lexHERIERN TR A
) (B 2—URT ¢ v7) ePEE #ET 2ERCE(LT 2 BRSCHBICH LT, &

11



T CTE D VAT LEMFFT 27201234+ - R T, HERMGFHEZ RE L LGS
=1 A

T, BlEFE, BERNEREBEL W ZENEETH D,

Fo, MEaia=T 40l oT, MFROHRLELT, OV IE, EFEFEEDO 2T
Rl —a ryOMFE LT, kkx ZIGHR MR - Frta & OBARIERT 5 2 & n
HEI L, THOMAE - B2 b, KoBEOT T I v 7 R L H#HT5 2 & T
I HIF TE D, BHFEHFESRIETE 2 MEO O8I, BFEL TH 5
IMEMITEEA D,

IOy, ZTRETHEDIL, AEIN, BE LTS ERFNERURIMEE — A
FEAL T DEELAUT OB ATz, ZIUTOWTIEH =2 A oRESE L &b
REEN2bDOTHD, £, ZORPHEBREKICOWT, ZOM - HE5E - BEL
HE L CHO M EGRA R FRIL S DICEE IR > T D EE 2 L5,

(A N—tF%=2 T 1 FRORFHELHE)

1LY A7 A EFHETHEICEWT, BREEEMNICHET S HIE, X207 4028l

TE P RE 72 B CIRAET 2 71k PhfEAE & B 5 2 2h R - 2h AT 2 ik
28X 2 T RUVATLAERHTIHERICBNT, VAT AN TREEXF2YT 4O
Btk & R AFEAATRED D WX EBAICHRGE /TRE & 35 ik

BMEIERIA ) RX—=a VIR EFTICAEEND T 7 ) n YRR LT DB I
Lo THRUGLIERE TR T D, H2DWIERRIH S HIE

LB THOWONAV AT AZBTL2EX 20 T4 =TT 4 - TT7A4NN—ITH
T 5. @A -k - fhE O R, WSO L OfTENRBR A BLE T 2 7 D O MR
5L

L EDFEE, W bR RO S &R s, FENCHEEER S 5T
FITEShDHRETHD,

il

2. 4. 3 TOY—T4 UIMXEESCROGHREREDTM

WFZe OfZEFEREE LTSNS b0 & LT, il (P —F L) TORmIRE
(Ux —TFgms) EMRES (W77 L R) TOWRIER (e —F 10 T
) NEFETONDLIN, Tar—T 4 T SIS WHAERH D L OfRfEN &
%21,

TRy —T 4 UTmE, ARt T4 — Ry 7 - BHERE TH D Z LD, S
DOHEE D HMEH - EF 2 VT 4 RO BB O THIGA 8 EL . R Th AR &
TRl OmWS DI, EE@HEDOH D78 FEEE S d 2 & MR, EEE, ATk

20

21

KEEFRY A S—t % 2 U T 1 HFIEBH R RISV T O RPER B OO EIENEDNL TV D, WG 5 4
E=E2EEE 2 KOSEEE 3 2, ZORANRERIMEE., Z0oBESEL LUNEEELLLD
Th o,

WFFEBR FE MRS B PR A S TR SNTchR 2 20080 - (5 14 IS AEE 2 OfUE 2 2 1),

12



Ny DT T 7 L A TORmSIERDBFN S AL, TFEITH ANS G EERD 7 7
VURIZEBIREND T 0y —F 4 U TR A TE TV 5,

—J, =T 4V THRIAPEETHDH I L, MOBHONIEAI 2 =T 4B
P LB EFEIICS W, FRBEORBEEICBV TS, MREERKITY Yy — T LmLTH
D2 EDHIRTH LD X I LG ABIDR RSN TV DHEFIDFET H, Ak
i, WF2EFEREAE O LS ICEHMBIT 2 O oW TEZERENDOME D I 2 =T 4 ITBW
THIB ENDREBDTIIH DN, FIHEH - EX =2V T 0 ROSEF T, AHfET
Mt 2= A NTHLIHMEOBEmWT 1 o —F 1 7B Ze3ERE & L CRblicidd
HILD T N, HEFICE T, SHITIIYKDTHOREBIZE 5T, MOTEETH
%, Fio, TOFEOH Y FRDEHEONMIAGDL DL L5, FBHICKRET HILERD
Do

DD, MEFER X2 T 4 ROWIESE TIX. 77 T 4 o THEBEEICR T DT
REHBEEICRNT, Tr =74 U bIMRERICEEND BE2WMlT & T
b %22,

2. 4. 4 EBREXR-BERERH

W 2= BERFEREL TN BT, #HRDOEFERY NV —7 O—AITNALE
o, FEEERLTERBIZORT28A, 72, HROMETY AL, EHEHS
7 & 80T DB D WFFEESOIFSERERE o [EBEASHTE « R Bl 27531217 H & L 039k
WICHETH D,

Z D7 WA TOREEITEZE D EHENITIERE T 58 T 508 O F R EER 4L H
e DIRBIIZER Y T, B PIIEEBIREE 2 S0 7 7 7 ¢ v 7 BEBE O EEE RO
SR BE OTE DN S0 2 1E 0, SWFFERE B 3817 2 BE S| EE S5 O3l B o B P ARY
REFHEOTEM RIS ND, 1T, MBEEMFEOT 7 7 1 » 7 HE THEER
LR FROILFASE (Pa A ba—) LLFESRPERE L T2 HlEsIE, W
EEHE DU — 2 2 a y TEDPRME S RO BERIER LIS 130, HFEEOILFEFFE
BN EWD HMAR B EIN D20, HEOA BT ( TREF =Y 3 V)
O AR RS HEEE © & D, B ZRTE IR S NS L LbiZ, ZOXHI BTy
YT A Y TOERENREICL, a2 =T 1 O EMFEMBEZRE O T TS 2 L
WEETH D,

I HIZ, BURTIR, HBEMNEaI 2=7 4 OEBRNR A7 7 L ADT 0T T 4
FERFEITEEEOEE M ~DOBALIT D22V A, SR 28 O - F RO F, B
BB 7y L RAEORNBEASOWE, EFRA 720 EE M % (2 FHE U723 EFIE =

22

23

BARIICIE, B0 07 7 o7 ¢ VBB DU PO HEEE - MABFHICB VT, MEH - E% =Y
T AN TR R —T 4 o 7@mLbEBL LTEL) Voo HERERE S il 2,

BIAIE, MEE ORI TE Bum S AT 7E B e HEEdi3  (SCOPE)  [E PR vEMAS OB A EA IRBLERAS  (JST) oD
HERS L [FEAFIE 7 v 7 & (SICORP),

13



ST A DORBLMAMARERICE S TEETHD, 5%, ZNOHDOEBZHOTH
HEITHIEEHIT, MR I2=T 42K LTENZEUICTML bR EA2 K
BLTWSZENEETH H24,

2. 4. 5 REWMOHARIBO-OHDEHE

Mz T, A 2 =7 4 BIFFRIEBI O Z LT 212086 U, #/iFl o720 22 1
W=t X2 )7 (FREHET D010, HRICZHEIND KO e mErEE 23 22
L2 D%, PIZIEERLBEEFE R Ea—F X2 VT 4R YT AIBIF BT
X, THEFETAEHO —o & LT, YA N—tx =2 U T 1 HFRICH T 2 MR AIEE
DIEDDF =y VAR, FwSCERR RO IR E N 2300, R 22 fh
PR BCE AR SCE BT LTV D, e, AN S ICEE IR IS 2
CIXEETEH DD, MELMELEOS O FIZERFTEE A~y 7 SE 5 L RESIC
75 LTS HRETh D, LENIIE [FHFEI R 72Dich . SRk ORE
J& % G| Afx 2riamoTh B A U CERAR AN B AR S A, Y7 (B ELE A 5
BNRIANAHZ ENEEND,

FTo. 2020 0 O a v F U A NV AJRGYEDREIZ LY | FEEENICB VT
WA X2 NOBBSEICHFINET TWDR, — T, A2 T A4 I K DB 261K
AT AIa=lr—va U R ORZBC o m N B Y Rl a=T 4N
DORFNT S & L0 FEFPEEECEBERN 2 R a =T  ORIBIZORN HIEE
ICBWT—EDOARELZIAT CND EF x5, VRIARE OT VX VEROIE AW ELA
R NEDONAT Yy REBERE, T4 AFHOI G2 TRIZEY, REHOH
FIREZ BT HZ bR END,

24 I AEBEOEEWA~ORMTERFINCH IR b D LT B0, ZEMAMCERSNG ) v Rty b T
—VHEENE A 2 =T 0 THRETINR O R END,
25 WRRE ORI S TR AR - U — R T ONGBOEOERbREREL D,

14



EIE ENEHDBRA - RTUIvIILEERMERIEICHAITT

TN E O AGBEOMEF R 2 m, ERRENREEEREAE L, EYEOSL—F—L 0
TR —va VEERBL THA =X 2T ¢ IR DEAD IR & HEAT 8 & A AT
LTZDIIE, THT I v 7 RO E R R RIED R R0,

ZATIE, AR O S EOME - BFOME~OFGRRENEZ2oNb L LD
2, Bt a R 2 =7 ¢ OFEFRENEE&D, Hx RFTREESCHEREN S, TAY
MWE L, PRI SCHIIE S V—TPMELN T WL K 9 el A RH L, fffEaa=
T4 OB ENRFEEE T EME > TEHANRMERK OGNS Z ENEETH D,

3. 1 EFEDRAERTUI YL

FREAFZERE A BT 20 . EPIEERAE O BHAEOEBRN RN HALE IS B L R
TUVRNEREZDZENEETHD,

IO, TNREOME SFEOMBESTHRITONTMEE Yy a2 Tho T, MELEH
R ORI 2R . BB A NA—EX 2 YT ¢ OFRSFO L O % — EOFER
DF & FEVEBICHEBENICEIEZITo 70, B, MPEOESHESEIX. by T H 77
L A CEBEMICEDE WA R L TN D,

Z OWFZEREMOEKIICIES & KWG TT HTF 2 v 7 W58 L~V OE R el D 434 {E
ExATv, BUROBEPEO @A L L TR ERORSR 21572, 14 DG O FEsE O
5 H, 1FEAEDOHEETRED D VKA IRV, ToT ¥ = U7 ¢ HHREES, 7 —
X2 VT 4 ROT T A N —RENEEE R & KBICH T 28803 H 0 | EHER
7% E 7 PRNEOBEE L IEE) - RS R A TV BRI E S _EFEAIC H D EE
FET 5,

—J7 . MPEOWE= I 2 =7 4 OFMEP, B VEEFORMELEZEEL T, X7 v
¥ L& L TCOERBEOBAIZIT, LTRBET 6NDEEILND,

(KT vy d LTORMNEORAR)

- ToT =° H B H7p KRB & A N— & D@ A FE (Society 5.0) 1%, FesE & L

THRB DO ANNDTZD, ZOX=2 VT 4 209875, IoT X = U T ¢ WF5EHH

WM HBE X2 U T AR S W o A N T UL AT A (CPS) 1245

HEX2 VT 4L, BROBBERDRT Y Vb5,

- NE OB S RIXEREAIC 2L T HIRAE /L TR . B SR OmA %450 L

et 2 U7 o 5flh - U A7 FHEASEREE (AT 208 F=2 )T 4 RGEREF 2 Y

T ANTNERD B D) o, T2 X2 VT 4 ROT T A 3y — (R 7etak (EA

T — X OFEAERET D 2O O THEMFR DT — 2 it (BN - RERHA

(N FR—=FT A 5HERE)) 28, BROBRERDRT VX AR B D,
kX2 T R RT AOMERIEMN ~OREIC b BN S SR, FSE

DB RHEEEDOREO—D LB bV, TOEELIZ, 74— Ny 7 B/( 6N

15



DA REMEN D D NI F =2 U 7 ( WFERRIIT, HARDHRAR LR DT v v VR
b5,

3. 2 ERMLGHRESE

FREOBBERT vV EEE 2 B E & O AGE - BREREE~D & 523
REWEBZLNHHRERIILL FO®Y THDH, TOMMOEE, BURTIIEABLT L
HRO LN TH, FIZIETANR—LIREDERICKT 2 EF 2V T 1 Lo do, flifE
NOFEEDPRENVCDBIEZHDRNE O, MEIKFET D ZENEE L RV oH
fbzXs~~xb0b RSz,

BBREOT AT R v 7 R EOACIZIT T, ME, S ek A SEIC, BgEa
Ra=T A OAENRBRE LTS TEHAMBRBEAK OGNS Z EBEE LWV EEX
Do

HH A, BT
—tX = U7 1 O
oRA

2B, 2. 1 TRz ) HRF OB RRRBICESSHRESEET L7 7T 407
(BHEWF B B 2E55) ([T K D201, 248 - 8 - o — X OJFUR & LCThd TEET
HY ., THUOHEEBIZR ST, EHx OWEEOHRRBMRICESE, FlEE s
HRELDTHD,

53 B D ke A 72 IR B & [E] BRAVAERE OMERF - 7] b, SEERAY 72 H A S
SYEFORTEL DA RV RZ 522N D ORE OO THET

(HE A Y 7 e fE k)

BRI INT AT 0 ICAFRBEIR D O B, AN D VAT ¥ v LAME~DFFE R K Z W0
WFFEfEI . BLR CTIERAN LT L HRO SN RNE DD ERT v 3 ¥ /LR~ Z5 573
R EWAFFEREER, 58538 OfE &2 OBFFEREENI Y TIXE LRV S O ORI R F ik - 7
To—FE L TEANRBERNEELEEZX 5N RELLFOMY 21T, £/, Th
L& 3 - ODOBENL T N—TIZTEE L T\ 5,

(224 « LTt e )

TR FLE DA - RO IR S SR A 3 % 2 W S ik

s TVENA 7T (10T, 5G, 77U R, #ii OS%) X2V 7 1 IT4R D WFJ0HEIK
FRIZToT & = U7 ¢ WFZEsE IR, WORIZHTE T2 ADH 5 L L & 3l
S, ENOBREOEHESENORT oy Ve LTOI LR 5MAELH D
EEZOND, T HIZLDET DT VX INA T T ARG E A5
HHLHRELEZIOND,

W T T F =X U T g WFSEREEL
K [ AMENL TEAUTIR SBRIN & RIFREE D L~V BRI b T AT 7

16



TOMERERIINNDLEEZEZLND, HLWDHERICEMRL, Hi%) 27
DRFEBM 722 EMEICES IKFTE Wb H V155720 BRI
kML~ ELEZBND,

s T =X VT 4 RS T A N — RN FERE I
BRKIZHEE T 28ADH LD LIV ERHish o, /o, 7T — X I3EE - 2
HEOFRTHY, TITA N —RBIEETH L7720, HAITHEEZX
HRELEEZIBND,

s REE XV T (=R U7X T 0 ET) HRERE
BRI 23 7 (S BEAL T AUTIR OKRERHE & RIFRE D LAILIZhs | F2ERBE D
TR U T AIRDHIELE LT, FROEERH Y | RBDH HiE SHFIEIS
HEEL TRy, EAicmbzMo T LEXLND,

Dok 2 FLR 2 CTHU D e~ & 537 ]

ok D R F IS A R 2 T E AL A X D~ & WFE I

Al X 2 U T o BRI
K 23 FF AL TRRMNIZIR S L TliEdh 2 23, TS - o by Rid b
FEMICH D, AT R E SNELEICEW THREENEDR -0, &
R bZERHRE EE 2 LD,

- BBV EE X o U T o WFEREIR
RROK DML TEIUCIR S L AULTER | RE L EIFTHDOWTWRW, HEhHESE
AR EIERS . FEE LT E AN D EEMEN & A N — & Ot A iHE
i (Society 5.0) THV, FAT Ty LE LTOMAENRHL EZX LIV, E
R EER D& LB 2 LD,

(M BE BN EB L ETFETO7 71 —F]
PAN—=tF 2V T ¢ BRICHEEEITIIOER & R TIERIRARBAER H DA, K
B EDPERSNTOLHEZEZ DR IET TR, BF 2T o TRRITH T
TWL 72 DICEE E B 2 5D OIS0 5
CWEOHENSMAESD (72T X2 YT ) B
W ORI > T, U A7 OMagstE 2 e L. x5 2 wF%E, Bh
DDV T 7T 4 TIRME TR B 6 M - RHICED £ TR A

26 s IBRLASHT ORI 51T B EEREAESRITAR D IFTEREL, MEENIR R THAR DI RE, Rds, TYUHNA T
T X 2 T 1%, AW BT AR TIE R0, ToT 28T, REHESE XX DEENT XA T
T ExIG L LoD, EOHTHIGER OtEER « BIFIHE~OFEORE WS O 2 EAMICIRI S5 2 L 3E
L OBEDD WG OB\ TBIIENZ b D,

2T e TRDSIHTI I THEBE S 7= & DORFZEREIRIC 2 T FE B 2RV 72 ik - 77/ —F & L CORIESHET
HY ., WG IZBWCEANZRIEEA EE & #Ein S L2 iF%E,

17



JED D MEFIMEE N LART D7 a7 7 7 ¢ TiirgeE. kT 5 BRI
HPLT D7, EAMICERZ XL RE LB N5,

- BT — Z OB - SHTICEE S S WFgTHx
AR P E R 2 BT ET —Z OB L ST L L LT —% R
T T T a—F O, YA N—ZEMOERBRILE IE L < BE LR 5
FACE T D72, HEANICIRIZR I RE L Z2 615,

- N EFE X = U T o W fE
PR D3R5 I CEAUCIR S LoV 158D - il o b Lo Rid EFE T
Zh D, 2—FRAMOFH, =—F A ¥ T =—A FTAK, Y=yl
TV =T Y UTRERE . BRICBWTH ABEZROZENThh TE -
25, Society 5.0 DEHLL & HICANWEBE~DOEEN S HITHNIE LD LER
bILD e, ERICRILEZMIRE LB X b,

S BT, BRSO - HEEE - FERITHL Y M BERRAY 2B JEMN 4 TR 4% 4 TR BV 2 Y
TLEZDND,

3. 3 MYMTAEHREED &N
B fTe ~E WA O BB L L TUTRRZETF NS,

(v fTe~ = WFFEREAR D BAARA5])

CEH D LT — 2 OIEMEFEBLT 28% 2 U 7 ¢ BRHEIN (DFFT2BIE )
TIAN—EFLRHE LSOOG T —F HIERT 572008 X2 U7 41T
B9 2 B Ofesr 2 B 153 iF 7oA (GLART &R IR)

- ANLTHEEX=2U T 4
ANTLHRE (BrE) NMRETLH2HBICBW TR TFE X =20 7 11T
5 IR EIR O 2 B TOTEEAR GUAIR RS R)

3. 4 WMYMTCREEFHRTRBBORHH
I e N EEFLFEFEEEOBMAEE L L CTUTRZET 6N 5,

(HR Y fH o~ & P IL[FAF JERE AR o0 BARHBI)

= 20EF a2 VT o BT SR T E DML
RFPEOHEMBERFL LT, A ¥ —2y MEESDX 2D 52— P s
DI B W LR GRAR TSRS )

CPEH Y 7 N U = T OREFHE R & B TE O NI

28 Data Free Flow with Trust (EIEMEDH 5 H 72T — i),

18



RFPEFEOEERFL LT, V7 MY =7 HABEEZ SISV IR
B GHERTERZR)

U AR TORPEDOEF 2 U T 4 U ZAZEBUZFT 72087 « R ISR D 0HE
REFEOHEIERF L LT, X2 )T 4 N0 ¥ — e REHIC B I ILREF
JeHEAR GBLAIRTEBIZ )

R OWF AR D BARGIIT . SEMRE S G DRk RS 2 o) EFE O RRA 72
AT =T RN —=no, BBEOT HT I v 7 B RORBICHFELIT>TH 65729
DEARFE LTIRARLIES DO TH D, RIWUTIE CHRFY NS4 X « ARy FENHFELH DT
B, HETERRICBIT20l+L LTRTHDOTHD,

WA E X, 29 LEEEERGNCIRS T, M oB LWVIFEBIE RS2 2 =7 40 b
AFENTLS DT Ex5EE - L7z,

19



BA4E TITULSEROEE

Frilan UV AEGYE CLY —BRK L o lcBBEOT V¥ b E T HiRfE
TIiE, HEMRZRFIENE A BRT2OH2 5T B4 - BLBNENINRNnWZ &, T772bb
WE 72t X2 VT A RO R EEEPFECTH D, KAWGIE, 2O LX) EROF, ¥
AN—FFa )T FREBOEEHS % BT 5 2 LR REREHETHD L otm
RIS BRI A EBLT 57200 RE LA Hm ., B Lz, Zodubtik
HEY a VNIEFEZIVATLAOBETH Y, BRNRGRIIFE2EEEITWITR L
HBD2TH 5,

FHROBFHI Y 72> TX, WG EENTOIRH R, 47— ORI A 7%
FLoBERZH, 2 L TERBEORRMZRIFRESDA N FEFH L2 I 2=7
4 TORBMIREREZBL, EFRETIL AT AOEFRIANT AR T LFME L
TWh, FH1IETERZEIIZ, KRpFOMEaI2a=T 41 FHENaIa=7T1ThHV,
I 2 =T 4 BEROBBIANT B 2 KIBIHRER CTE DRI T RN T—=URH b, K
WG O Z ZonTE LT, A% bFEa I 2 =7 1 L LT O + B RAH AR
IZIh T2 &, ZLTAWG BRET D HFROFE L LK, FFEEH D L
MR ROT AT Xy 7 RIS T 28 FOE 38 2. F7okkx 2235 TSRS
ACPE P LR B S, BPEOEFHEOTa v AT AREBENR S DTS
L, EHIZEORRE L TR OEBEBF IR RVICHEEST L Z & 2 HfF Lz,

AKWG Tix, BHRBREOBIZHES &5, AraeRfR Y EHMED S W ER T HM L7,
BARMIITEFMEORN ., V=X VAT 4 7 2 VI Em A7 E WA E . FESIC
BIILAET7 0T 4 T7EREVWERFME T, 2L T, AWG OB AHZIZIRY K
D, MIENVTHLEELEETHDLEEZD, HWVPER, KRWGDRELZHFREIRY K
S THEEIC, MERICED IO RFRNERERINTZN £ L TARR L TWERIITTEH
STENERLNITHZEITARTHD, TOXIRIRVIEY Y AR— 5y —1E& L
T, =% 7T N—TEHBMENFIRDIRO 7 y 0 —7 v 71T LT Z21F%L
Teo EEFBETATAT AOMELIZHIT T, 2OV —=APERILD L) THIUTEIOEVT
oRA

29 BRZEPHIE NG B A A TR SR A R (WG 5 1 MISAEE 1-8) 12O\ T, T v AT AEICEE &
EZHNDLEDETLE LT, SR —EREMND - L3 CEx/meELD, 2055, 1, 2, 6, 7. 9, 1012
BIL TIEARST TR BiF. 3 4 ICB L TR OBEE T, 5 ICE LTIt 2 =7 ¢ RIROFKET, 8
CBILTHSB3ET, 11 IS LTS 2 =iz,

20



EEEE

1lE Sf24ETH29H

(1) V—=F o 77 NL—FZo50T

(2) BFFE - FEFE O HEHE T RITMR DFmIC OV T
(3) 78 - kIR DI DV T

#H2mE 24 8H 6H
(1) WFge - FEFEEEDHEE T R IR D ERICHOWT
(2) % .« fEEICAR DRI OV T

% 3m AF 24 8H 28 H

(1) BF7E - FEREHEE O HEE T R ITIR Dikamic D\ T
(2) 738 - fEHKICR Dk amIC OV T

(3) Zoflh

¥4l Sf249H 10H

(1) WF%E - FEREEED BIKIR D #EmIC OV T
(2) PG CmTT

(3) Z oAt

5l Sf249H 29H

(1) WF%E - PEEHEED BIKICR Dl DT
(2) PG CmITT

(3) %ot

el SfM2410H 12 H
(1) FEHRERIZONT
(2) o

A 24E 10 H 29 H
W a I a=F 1 LOERH

S22 11 A 25 H

PHEE LV ELD
(BIF 72 B 28 M B P A AL (2 T - aam

21



W7l ST 24 12 H 23 H

(1) BRGNS 7 im

(2) Zoft

¥ 8ME AT 34 1H29H
(1) FHEmEizmis
(2) Zofh

B9k SFfM34FE3H12H
(1) EERERIZONT

22



B

#Hiin

2PN

FHK

[ 3¢

gl

M

B

oK

ot AR R IR ER
HR - EFEEEERO—F LI —T7 ER4E
R R T R (FMAEERER)
NTT % 2777y b7+ —LB%EFT LR HBIFER

AV Py AT A X IT X 2 U 7 0 FHEE Soliton-CSIRT

AN AVZE I S

BRE A F—Fy N =TT 4T V=T IP=T

MR B SERYERT BRI R

At ALY R4AD (WFZERFEEHM) =7V ¥ —F v —

AL R EXOBEIIEAT 2

%)

RIS SN S S P B e S5 €53

A& 4L KDDIRAWIFERT FFe~ 2 —Y ¥ —

MR [ SE R PR FPBEBR BTG At et « Joimfl P m S sele e 2%

(E&ELLFLAEIE, SFRg)

23



T BN

AN 2 Y T B -

PESFE IS W G i i 22 (1)

* VANt F 2 VT 4 PGRICHR D EBRAY b FEEh ) » ¢ ¢ e e e e e e e e
EH T T A TERED T s T 4 U TITONT e e e e e e e e e e e ey
AR AN G TR EE R O 2 RTERE - R RN |
CYEIMTISIT DPESEEED ] « o o o o o e e e e e e e e e e e e e e e e v
- BUROTRA W DI DO OWF LR DFEIIT DOUNT + » ¢ o o v o0 v o e 0 o ix
T HT I TR L AL DEPRLLES « ¢ ¢ ¢ o o o o o o o o o o o o o o ¥
N N Oba ) b A e A NG I T T T 1
« BWFZeEAE D BARLE - i ]
. PESF LRI RE AR D BRI - e <

A N—tF1UT (AR - EFEREEEWG RIEHRER] (BF)
~HRAROEBR PN ERES Y IEFEIISATAOBE~

18 FUBIC

| B34 (2021%4)38
IR EFEE IR G

(1 {—F U7 (EBEAED FAFURAFIBE BF AT R

BNV TV SRR EF
BRI N TN TP Y AND GRS A20004E(CLELF 4 800 L.
HNE T, 2010FRICERARERAODSINEEN 2 B EICKER.
(P A= 22 DOIER EFZER L OFAZ 5, EBRIIAFEED OB ST =7 Ok ©
H—T IR RS S LA 4 12y BB OBFFEN A OB, )

ISR =3I IEEICTES
-ERREYIC, EISHERY. EFEEERYMEA TS, PEOFERIE2EK,
T IANEREEFIVTARO—RENNRRD, TFIVT(HRBTHTVIRIATIN
EVENEEHHTRROMIRO—DEIRAREINTD,

>|

SREFEICOEZIIIZATLARBEIZERN / BIEICHSIE7T 5 IELRIFATTEDIHE l

$28 BRI EOHRIZSI=TDRIREEHR L HEES R

> mszrsemcesrEzoms | T

IPoF43Y

HMRIZIZTAORE
TR RN TOTH/ P Bl

Eb‘j)l/i*( AT%H’E?Z?ADTL EEQATRENC,

.1 RRDEF
D&K‘C(Jﬁiu%
ADEF T BRI DBFEER. RTESRIAM INKEEARZEREEES.

(A a— YA T REIGE L, T T3 7 RTINS LB L2 2% IR, )

2.2 Alc A

BIRIETE ADEHTE. EPIDEF O - 5IEROERNEARLIN,
RENEE,

(A= RFEFIRRARY, B2V T4 OBIRLT VAV QBB O fi TR ORI - TERAZELLY, )
UY-FFSRIVN (RA) EREOBMERL FIRERFIENEE,

(FFRT ey =7 MOPES: **F!Eﬁ 2T, RARRF CEFB M LR 2 A2l 2 CREIE A
Felk 72 BE B AIER \CEE, TOTDD NS, )

-RARREDEAT. ?iA)k’&aU\%:t;%ﬁfn_—?—@ﬁ/zBH;‘%?E_J E(Co
(S5, WAL TOF Y TSRO ST 1] &8 A O U T TSR (RO ML, B8R 282 T
Y =T AN T ZE DR O T, )

—EORHR

£, RO,

sk

2.3 i B e
EIEARTF BTNV BCKTRABIGHIEDT — AR E OIE 2 5 H EIA T,
HEHETE, AREE NIRATIEZHERFTNSEIRETTENINE,
(BIEFEE TV — ¥ BXa) TR — R EITINZ A 2=y MEESDXE D
DR % Ip A B AR LU R E M DWHEN R = — RIS X GO B AR S, )
THTITREASFv—6. —DOEFBEEEOIELLTCEEINS,

2.4 RISI"TASHORE
IPITAV) O UAREDERNER
(HR7 7 T4 7O REL R Y T2 | B2 =T A ORBLEI A B EX HNHZL T, 155872
R D RINOT VO, ADBOWIETI2=T A OISR 4 IR E R OO TS EAEE, )
RIFNEBOBE, T03-T1 ) X e EORERATREEOE
(fﬂ_zﬁi‘% KA L OB CTRER TR CE DML O ORI A S35 L, - X =U7 1
R CHEBERT 0y —F 47 WI& Trr T4 T HEE TSRS NS B eI T &, )
-ﬁﬂn%ﬁﬁﬂn?&ﬁﬁd)lﬂﬁ it ERRBEEF(CITOENEE,
(‘H&%ﬁ#ﬂ%ﬁ%ﬁ%t@rﬁé%mﬂéﬂ‘%&'fﬁﬁ%ﬁwﬁ'h&i'\“P;‘%J%IEWF%EV%%;E!%&:EM%H e, )

(PNILN0

SE3E BRI EDAH - KT> vV EERINBIABICHEFT

IOT'U:FJUT{’(‘JT ’i’GZF:L'JT{ TN —REREKFRIC LB S BHAFLIRTN S,
-Society 5.00RZEfM] - B N\ - OFIS SRR AT RIS, BESAROMRSZENUL
TAFTRRIER(C (S, AT SvILEL T BN B.

3.2 ERN) BT

- EEARE R KMEER TS fiE - EEEBADT SHARENEE SN L0
HHT, ERIRRENRISNSENEEULFRZT RIS T ED,

CRBIEF O B AR IE SIS | AR B o — RO EL T SHes L, )

BT FIINATF (ot 56.759k%) TFIVT  BISAFI-tFaUFqe
HRBH FHEFIT TN —RE  BECFIITA (k@)
il Al BBFECFIY7
WEESBMEEL WRORANSHRZSS E7—HOBR - DT PNGOE:ES
KFEITO7PIO-F (A7 Tt+aU74) B [CEOGART Fa1)71
EFBORLBRAT IR NS> TE5s. BEAfIEIRR.

G4 IR 232 ER Y hSN35,
3.3 % 8
ODFFT (EEs3BRF-5ER) AR

fICH B e AR VAE F T BT LA LR - L, )

o Y—E2DF1UFTSREFHEFE

HEW - BENT -G - DRER KFE X 29—y MEEE/ 1-Th%E
8 KRRy — 53 - DA
C FUBIINORE BE( * VI NI IPERELFEROEMIETR

KF x YINIIVRAFEEEE

& ATHEERFIUT(TAR
A HIRFBOCIAML
B M EOTEIT (HHIAOIGH

< iERFIBEDOYRVIERAT
KEF x TFIVFAN Y —bE

i
i
H

AT DIV ESEROEE

[ BAEOY A — b1 R BR ORISR S WA U B, EFEIISA5 A
DIBFAROE ST UT, RERRETIRG 05 RE S FNCm. B,
AWGOEMEE-NFEUT. St BRI HI AN LR,




YA N-EF1VFARKCFRSE RO B HAFTE

EREIIZ4DDh T7L 2 R (Top 4 conferences) NER T, BLVBRFEDT . BEHRER T, MXERERLHS
oo, £z, LEEMELFDSE . BEHZEIZ DL TIE Crypto | X5TEurocrypt I E £ .

- BE. mXBBRHEAEMLTSY, HERCHIEM,

EP S LT AR X8 (R 1R) E[E 0
Mumber of Submitted Papers USA

GERMANY 100% Geographic Distribution

UNITED KINGDOM

1 1 (- Il Il Il 1 1
2%00 2002 2004 2006 2008 2010 2012 2004 2016 SIMGAPORE [R44
o, B o L = =,
OZOGO 2002 2004 2006 2008 2010 2012 2014 2006

A4DMDHYIT7L U ADERIXFERENFE (2000-2016%F . 77 H A FSystem Security Circus v2.0&Y))

N N . .

42DHITFLU R IEEE Secu rlty & Peracy IEEE Symposium on Security and Privacy. (IEEE: Institute of Electrical and Electronics Engineers)
ACM CCS ACM Conference on Computer and Communications Security. (ACM: Association for Computing Machinery)
USENIX Secu rlty USENIX Security Symposium. (USENIX: The Advanced Computing Systems Association)

N DSS Network and Distributed System Security Symposium

H%%Eﬁ%"{, Crypto, Eurocrypt (IACR: International Association for Cryptologic Research)

(%) DY I7L U ATRARERRTOL—T AT RN EREN D BETRREN D,

ESLVOTLHFR AN SEL TWSh

- ADDAVITFLUARTIE REBOKZDHFERNEREITES ROTERMDKE, HFFT A RASTILOKES,
- POTTRIAR=L, PE., BEEOREEEOHFERLHEILOD . BEADFERIRER,

e s 3 [E-p& 2
Affiliations PR 3 28 (A (& 3> E i SHRAR)
Rank Name Papers Coverage Size Country M’J‘N
1 Carnegie Mellon University 174 83.8% 162 USA 181i iﬁuﬁ ETH Zurich (532K)
\,
2 University of California - Berkeley 154 92.6% 129 USA 201 ¥HSaarland Univ (5174)
3 Microsoft Research - US 138 601% 103 UsA 254 {AINRIA (477K)
4 Georgia Institute of Technology 102 64.7% g1 USA ;i_?dhs::rr::tsg:?:;nzé?7$)
5 Stanford University 100 77.9% 110 USA
6 University of Illinois - Urbana Champaign 81 63.2% 86 USA 1mi'mﬁ
7 University of California - Santa Barbara 80 66.2% 70 USA 421i_L hou TV of Waterloo BOZ'K)
706 ARSI JLBar-llan Univ (154)
8 University of Maryland - College Park 78 51.5% 69 USA 4 X5I)LTel Aviv Univ (152F)
9 University of California - San Diego 77 63.2% 79 USA fiCarleton Univ (154)
Q University of Michigan - Ann Arbor 77 58.8% 81 USA 80 A RZT/LTechnion (142':)
Legend: FF
coverage : percentage of venues in which the institution had at least one paper 536 L UATR—ILEILR (232'_()
size : number of Top-4 authors affiliated to the institution 601 HE-JLFRK(17K)
PE-EEK (175F)
704 EEEKAIST (157K)
90fi AERZEE (117K)
=N

208iL IBM Research, Tokyo (374)
244 KDDI R&D Laboratories (274&)
336fi HILK.FFEX. RERK. BEK. BIGK, RREMmA, LMK, ERPEE (1K)

A DDA IT7L U ADERILHE R ENE (2000-2016%F , ' T H A kSystem Security Circus v2.0&Y) ii




EED R >R

. 4DOHUTFL Y R T019E 5435 A DA TR 0 HEBR/XDENEIF43%THY ., EFXEHE
BXDEEF20%. BADWHAEHMBENSENDHIILSAK, (2018%: 2, 2014%: 2K)

- EFEEER XA ZLWSENIX SecurityZfll=EdE. LLTDEY,
S FEHEEL TS, EEEEERHIIEZLZ TS,

[USENIX Security])

20144 20184F 20194

SEHI ST FED
IEf; E3 SR T iEfz [EaE= A e N&fis [EES S [T
17AUH 4672 | BO.T% 1|7 AUH 60.44 | 60.4% 1|7 AVH 59 42 | 62 6%
2]y 1025 [ 15.4% 2|k -1y 1228 | 12.2% 2|1y 1334 113%
ahta 211 ] 31% 3@ 577 | 58% 2= E 962 | 25¥
HAZZTIL 167 | 25% 4-1FI2 233 33% 4AFUR 7.38 ij
HETH 113 ] 17%| BlASE 308 | 31% 5|F5% 381 | 34%
(il e { 100 15% il rabsed 214| 21% [i] =& 267 22%
6| 212 100 15% = 08| 21% A2ZTI 327 | 29%
6|4 —2F3UF 100 15% 8212 160 | 16% sl@E 214 | 19%
9|lF 54 065 | 108 9|~ JLF— 143 1.4% g|lF—ArUF 207| 18%
10[/ v H— 050 | 07% 10| T4/ 5k 1171 12% 0] HR—IL 178] 16%
R sk 033] 05% H|A2UF 107 1.1% N5 114 1.0%
12|1F )+ 020] 03% 12|24 100 1.0% 12|83 1.00 | 0.9%|
12457PIEF| 020 03% 12| 100 1.0% 12| 7422F 1.00 | 09%
14| F AT s 014 ] 07%) 12125 T 100 1.0% 129t F )2 100| 09%
WEWE  aF AETE 1.00 1.Us§| 15|47 079] 07%
16|74 —2+UF 050 | 05% 16|F=1 050 | 04%
17—k 040 | 04% 17 L — 032 | 03%
8Lt g 033 03% 18| —R3 U7 029 03%
19|F=0 020| 02% 19|21 022 02%
2014 —2-3 U7 018 ] 02% ITT7SET7] 014 01%
HEETH  100% 21|45 | oos] o1

o 1sE
% SRS | 257k | 25% EEE T rd S

2% [ Esmtsmnr | 1976 19%] Emavd D)

Microsoft 64, Intel 2, RSA 2, Google 1,

SAP 1, NECK 1 %

Google 44, Microsoft 2, Symantec 2,

IBM 1, Samsung 1, Huawei 1, NECK 1,

Cisco 1, Siemens 1, GE 1 £

Microsoft 34, Symantec 3, Google 2(+2),
IBM 2, Samsung 2, Baidu 2, Barracuda
NW 2, Intel 1, Huawei 1, NECK 1, NECI&

1% (RIZBIERX

(%) EEHED T U A MEREYUNISC BRARBIEFE LY L—TH e AN IUMNE, EEBOFEHBEEHELTEILTLS,
BARSERXITLUTOEY : BX(HIU/FS)[IEEE Security & Privacy]. MPI-SP/CryptoExperts/Sorbonne/Rennes/ENS/NTT(71 7 <)[ACM CCS). EEABR(AT £/)11 A& 5)[USENIX Security].

TU Delft/NICT(F £ 5)/#E X () 5) [NDSS]. NECK/Columbia/Princeton/H 4 /A\—F 4 7> ZFH(AJLY /8L )[NDSS] iv
‘ ~ "
IBSED MLV R (Crypto)
- BEMRIE. 4DDHITFLUREEADNELGS, (BARD—EDHFEEINHERTED,)
- BE. BRAOHREETRLE<SELTLADIENTT,
(Crypto) > EZFEEERXIIELZ TS,
20145 20184F 20194
SEAIE SET SEO
Ef; B ke | JE( [E3E) a7 ).ziind [E3E) EE | T
1|7 AU 2500 | 42.4% 1[720H 3344 4z23% 1[7AUhH 2905 425%
22T 126| 1239 21251 905 115% 2125 619] 717%
3lEAY 407 | 69% 3|75 565 72% 3|84 453 | 56%
4|5 375 | 6.4% 4l 483 6.1% 3[5E 453 | 566
517972 238 { S51% 5|Fw—% 368 | 47% ] s e, 360 | 45%
B TFUA 22| 418 QAIES 363 468 6|k 346 4%
;‘F%j o AT fIEEDS: 316 | 408 15522 330 41%
9 ",zf.fx, : ] 08 ] o 8|1/ 308 39% g #?1fﬁ 308 35%
L, 1.08 1.8% 9 fP@ _ 259 | 33% FIEES RS 1721 21%
TIFZS 1ol 17w 10 Al | 158 ] 206 10]-1oF 145 ] 15%
niTar=—= ool 1 7s 1 ~LF— 127] 16% 11157 140 17%
=T Tool 178 12[5E 114] 1.4% 12|~uLF— 123] 15%
1458 095 | 16% 13|12 095 1.2% 1304 120 1 5%
BEET 0611 114 13|18UF 095 17% 14] 212 113 14%
16[F7—" 053] 1.0% 185|454 070 09% 1514 =237 | 100 1.2%
e 050 | 08% 16[F—2UF 063] 08% T 080 ] 10w
18lh+s 032 | 06% 17|15 057 07% 1A=L 063| 08%
18|18U7 033 06% 18|02z — 0.50 U.U‘ﬂ 18] 21 r 050 06%
2004—2F3UF | 025 044 18| FILEHIL 050 | 06% 18|45 050 | 08k
20|~ uLF— 075| 04% 20F—2+5U7 | 033 04% 20|5HET 033] 04%
2|20 z—7s 020| 03% 2Ltz Fns] 031 04% 20|T2R=F 033 ] 043
22|85 020| 03 22|73 025] 03% 2|8% 025| 03%
eelork=7 | oi7] ozl 23|z~ 020] 03| 23] /D - 020| 02%
HENE 99 WRVE 9% 24| —2UF 003] 01%
ey e1iF
B | k] 54 [EEFERT | 4] B
FESSEET | 134] 22% ESEESAST | 2345| 28K
IBM 47, NTT 3, Microsoft 3 & NTT 5%, IBM 4, Microsoft 2, Visa 1 & NTT 4, Microsoft 4, NTTK 3, IBM 1,
Visa 1, Qualcomm 1, Deepmind 1,
Fujitsusk 1, NEC 1 %
(%) EEHEV I YA MERIUNISC EARBIEE LY L—THEE, DAV EEEOFMBHELEELTELTLS,
BAABERID 13/17 (ENTTASE. T )L—TFELTIL, BRI, NEC/B K. NICT/BR/MBE X, TX/EHRF,
NTTOHZHELLTUTARONS: RIKX, ERH. RERIK, NICT, K. KU Maryland, ZUCL, R4 XFHNW, LYt TILYK, X)LF—imec, 1 RS T JLBar-llan U,
ENNT, EN-#EETBAZEAT. SV AR—ILNTU, REHZR. hE-BEREARHE \%




&l 774D I7 o742 I(CD0WT

WX 2 =7 1 DFIRE
EEMEE X BICE DS
P H 5D TITR 00

* GBS C T
(AR 2 H )

B DEBEFLEIC

RO 57 (FiihrF) IR BT T BT

RN TR fy T
A
BRENEBISHRREERE  EoAHCESEHREEEN RADEDBHFRARTOS I

EHoh. EOPTHREISRE
JSPSHHF £ TSTRR I Fll s B 20 Mt o2 SIP, #&¥5#. NEDO %
(CREST/ & & 231 %)
P S LA i RO R FE L M R S
#5744 SCOPE

vi

HEANZEOCETRIBEEF ORI E

nn‘ﬁ_-'f%
TEND
R HEA ik
SHRETH TEA | KER TEA
£<RSNBH sy
ERBIRH HEAWLRE AR RETORROHEST,
FUTTIID
AhEtE
\ E-T7o T \
P N
- ] Taf 3
$HEB-1 ELRENSES  mp. A P ) —
Bt F-1% ST L KERR FTHhTs
%1&&"}7%}%0) E X o ri s BEH
(SR GS) e
: ZDHth
s %iE
N3 RAREZ (E70)
RAKEZ: (FESE i
X X
HRE
o, ELRENSES ‘ B A FLE S
fizhEB-2 ® Bk A% B
= Fr-=1Z T 5 = (= T=
SEHYIDHLD Y77 i:‘LBE Py -
(BEhS R S) 1Bt + %
ZDith

Vii




BIMCHTHEF RIS

WEBEHFRIT HAHEHD

D I'aSt FYRT—HtH 1Y TAHE,

O 20114, XK KRZDOFEEIANTHRIL, 3A
DEYT—otX2 T4 TILIT R
H-BBIZTOWTORE., 2RSS I 5
S BHUFE, BRICKYESHOE
SAvAMELNTUNVD, (HP&Y)

Kirda Kruegel Vigna
O 2020%8R.VIrVITAUERFD /—AI—A% UCSB  UCSB
VMwareft IZ&YB I (BIRZBIEAFK) . REHER iR ®i%

~F ZHD

VTP WEA LIET—22H2LS

AR BT

O 20175 SVHVKRED A A—FR YA X T
IMapDIARF—LD—
A TR, AIfRIEE) T ILEA LT —ATHEE
SFAHIEEFIVIIUELTIND, (HP&Y)

O 28, DurumericBIZUE D4 L AT RV TR
S AvastE EEEED X RIMEELER., (Avast
{RET—42% L \SENIX Security ‘19 THR)

Zakir Durumeric

EMMANDBREELE rooor—rRem%

(BRI HBEITAUKE)

J. Alex Halderman
SRS HE

®  RABEEMICEKDITIILITTREBLED-HD
Bmmlum IVRRAVREITES

*5 lan Pratt Simon Crosby
N EUTUyUKE BRI
B5E H E3i]
(R u) (B3 485)

0 20045, VTP KFEAVE 12— LRI D Pratt £ #REEER (X,
CrosbyEEEMO% % F & EH 2K XenSourcett 25831, RIAKFDHZETO
IO CRELERBIEVILIZ T XenEHENDHHIUE—TS
AXBRIZT D=0

O 2007, XenSource?ili KCitrix Systems L 1Z#95(%
Pratt K (X B DB R IZFE,

O #7=. 20114, $9140{EM DX EZEZ 1+ TPratt K [EBromium#t # &% 3L
BTAL=T i) R B (R /0B ) ERW =, TILoT
RBREFMHUETEIVRRAUCRITO YA —t X2 ToERERE,

O 20194E9 8 . # HP#EIZ&YBromium#t A B U (BUNZEIENRK) .

FILTREIREN,

intrin

FEECH

B,

O 2019%8A.

SiC
Bz

1E%E 12 &Y. Intrinsic

David Mazieres
ARV TA—RKZ

s

ORI,

S

H—NLRBEEDT7TIDI7AIVE~ADTY
T REEE X T IR DT

Deian Stefan

YI+IL=FKE

5T+ ITIR(UCSD)BIZK

(BRE)

0 20155 RV T+ —RFRFaVE 1—4FE R MazieresBiR EF DH

O Intrinsictt Tl&, —/\LRABE L TEMETZ7TUMN. ERBIZT7MIL
ZIZ7IERTHLIMRTELIRERZY I 7 TR,
NIFREVITH—RRZIZBITBRRENTRI S
LX) TARBHOMBEDRE, (HPLY)

YIRS T FRUA KFEDVMwarett[ZkY BUR (B UNEEIE

::5
=K

RULRT

O VMwareft ELTIX, KRB UIZ &Y, AWSOMicrosoft AzureFE DR T
5959 —ERICHLT. ThEXZHE
WEREZHLER T IR B DA - B A/ TEEL TS, (BELY)

BHTRHADEF2 T

viii

BROBAZHD=H DFREHDEEZDINT

BHAEOHERKICE
SBESEMOBFIERBEFRESLEREFLYTIURIY L(SCIS) | RERMIES &
58t1/3/l B, 120, HAEA—

,,Esst//su%q:h\*i 490)71—7\511LL0)/J\§1“;EI

T ZEEBERELTLUTOREEM.

SWTBESEISRITONEYavTHOT, RBMLGY 41—t FaU T OHEAFOLOE—EOEBOFLFYEICRENICER
TAVE2—B4Fa)TAIURIIL(CSS) ID158yiavhb, fiitzyiarv A TREDLDERSE
ENBNFEBRERLTWDMERRDESHESHERVDLDOHHER,

BRUHSABICEREE. £ B R o RALIT DY i}
BROBB AT OT-HOWE S OBE D A xR E)
g W PRGN o () HE
rEnER T - TSR] STt sRERA SRS eSS R E U E]
mENZ i FERE OFERERA AEAES AEAERE
O YT =X TAHE FETIER OFETILREH TETZI RS TETFIRRARE
FIERRFYND—ItFa) T4 DoSK & DoSIX B 1R 4 DoSEE T @DoSHENI T
ElEr A O FLE R AL A B AL O @ EIEF A IR
2T O ILYITHERA O IILIIT AT O IITHE
) R s omAi
SRR RN E? R = FEMAEEA FEMAEBARA S i ol
P
S o— 1= 1= e 1= |WebIi B2 WebZ B2 50 @ Web BT WebZ B3t %
AVEa—BtFa)T+1(Web £F2UT1) B OWebtzFal741 B ALRE B AL B TS AL OB AR
onEE
EABIESD)
FAF AT B BT ozt BYTELKER Y ELKER R YT ELEIR s
OATWANIHR
@PKI
0T U RE ToA T HRA S T e T L T A Y
F S F A T A RUTIA N — TR o EAEHER [N EAERRRR EABRRAS EABSRANE
CEDEST EVESSE ST EVEIE S EE LS ol T
A Sl AMBERER2ITAQFIN R | Oz KB FTRAH TSR TUVELEE DAL, DHTETORBENRLT S
o= g 1 e T N—ROx7tFXa)T4 N—F)T7EEY N—FT7EEY N—ROT7EEY N—ROT7EEREN
Bes Gl @0StEaUTs OSHTBIHE OSREIEE OSTTIERE S OSREIEE %
@YY 7 F¥aT4 DPISPEYd e e VIO I7IH KR [YIrIIPIBBMRENT [T OB R
kol T RET R O uFaT RE
@457 (5K TR ®txayF R @-LFaUTAE @-tFalT i
[ — %) T HETE AT HE
SRl TP NTIES T BB STHRENT omHEHR
@R HEHE ZY R IEH @URIHT UL EE
a5 ] aEEn e HE T BEAE
ot 4N, DEYS: - = I i
HENE  ALXAVTEE s REOBANSHR EF—SOWA- 517
[BBELF1UTHE @EFELF1T4 /B (ATTTT IT&IKHR
B IAF T XA UTA TR O Y I FT— b FaT1 LXITOHR
oY —t XA UTAHRR Ot H—tF¥al)T«
ENANEXIYTAHRR QENAINEFa)T1
@FinTooh %2074 CIBOTRIISE (T — KB ETEAH DN TUEN LR OB, P EETORAENRET 5.
(@ oo TR T s
YR UL,
O ETUE:
OEEFH AT LEF2TA
O x a7+
@A —)LtFa)T4

EVOBRFRRDBA DT EIT oI5 RIBLEL

KEERE LRAREEEERSEPHE MY REOER

O LRRDEYBESFHMTRIFON 58ty Ay

HRMAZEBEMRERF 4ARETORBERFRAAH AHIOBEHIQ) EE IR

L AMBREF LU THRBEEDETBERI I7LU ATy avARESNTEY  WeIEETRESNEBME Nz,
2 AHERCHMESBYAHE0. THROFIBHTIHEELDSE. —BHRISTELN 213D NH RN, FATIVILREDILEHYEEEL D DSociety 50BENEDF TEZRY SHTHRELT=,




EENRYAN-FIVT(ORTRDE

W) RYET—H XTI

Ry NI - EREARERIREUICF VT ZIAFTT PRI

o

INGYIR:

WERTY N =X T o ESANAST2C ST - N B ¥ T POy 3

RIE@E e [FHT FR

T RARIY N =X 20T RETIEA FfEn RO FxR

DoSH# (il vy CES ¢ TR CIPS
BMERACMRES R RobT [RRESR

T

ML
VR

Al - Hﬂfﬁﬂﬂﬂﬂt LTHRESND LD,
. AHEl OB B E T LA

HA O

BRGHEA, NTT, Aﬁuiﬁijn NICT7g ESEHEBED 7 7 L
AR, TLEBARmEL, 5% b HIfFCE 205
D—>Th2% ToTtF=2VY7 1 -WebtFxal 7 LEHETS
#sydv) . NICTIZ#1F 5NICTERS°NOTICEZ: &', NTTIZH
I HHENE R A A RN A M CAR DAFTESE, EEAOIMA
FEDSHEFEAIZHE D DL TV D,

K ©

iz, HRE2 ) —RNL, FEEBEI > 77 LU RAICE
WC b EEIIC %éﬁ((/ﬂ%i%%ﬁébfb\é PEEESFTHIR,
NSF°DARPA%: ) & B 5 7e e B AV SN FET — F KB
FEEELLT — & % AW CHE M C b B C b SR 72 A8 A3k
FEICE STV D

KM ©

FHEEED 7 7 LU ATIKEOOIII LT W00, #f
TEHLRECRRE R A BET D L PERPHAL D iR, R
W<, BHEEEES T 7 LU ATHEERTHIRV,

Z DAt
wm | ©

FHER S 7 7 L ATE, TE (GFEKRE) 2O OFE
JERE LTS, BMICHARLVE TV —RFLTWDHIZ, X
E & OIFEWFFEIZT TR, BIOBR B\ TE T\ D,

(BRZTRRI D]

ES I\'J U (BAKRED-BUEEARAD) 2EFELTIE, 1995FENSEFETIH N -t
FIUTAORTREOERZMRDEF CTHD. EBEFRN> I7LACBNT, ryhI—-It+1Y
FAlE T TYSAVMFIET BN 2000~2005FED LSRN LMD, 20205 TlE
1oT/Webtz+1Y71/Phishing& Lol EA S EFAILAL TWD,. Ry NI =, BEEEL 122344
T(EH3h'. DDOSHERMEDLSCEIRBANVEITARSRCTER O TV B I8, SOk I 2R
TNTHIEEZISND.

SO

(iR 0 FHCEEEBINES) - RENRATVS  O: BEREE-HRIRITVS
A BEEREH -RREARITORBL  x: 5EE) MRMFEAERITORN
(FLUR] 7 ERMERE —: BRHEF N TIEm  (EA2FREORR)

THT 2V IIRATRL NIV OEBRLEE

()avEa—8+tXa)T4(FRTS5LIRE) HEESE

IE1-YRARERRELIEF 1T D5 E1- 52BN T 5 L& TR AN SIAF 24T

4 N5
FurTIRHE Av=T RS A [
FEMIEA Wb BT, RIEAEH . L
ELTE2N N T

[ - ik kv FE - MR ORBLE LTRES LD B O,
L R B, FHIEOEIC S ET LI RHL

<V = TR Tk, NTT% Hi iz Tier2[EEE A o~

77 LA (ACSAC, RAID%) ~OfR72 EFERE LD

A4 A 7 | 2dH D, R, 20194 FACSACTORIRN2MEdH - 7=, MkFin

RSN TOEIMWST —4 &y hOTFELH Y | FRCENE
RRTRHELOWER 2SN TND,

Fuzzmg& E a5 U Egs MR il o mrge 23552 < A1 bd,
Y — VAR - FIABHEA TWD, <D = 7 AT IR DS
FRCHRLS . A= F 2 )T 4 FROIETHIFFTE T > 7272
B NES| © — | B, FEERED T, IR O EFEFTE TR 13—
MOFEHEL TS, F£72, Lastlined X 577 h7 I 7R~
Fr—bbo., WANPLEE~FETHAF—LBHESTND
LEZD,
N = T B BARIEKRR RIS . A N—EF 2V T o
WFFE DI FE T o 7212, AR R Do Tz BRI - K
[EDOH I KFOEIDOWILED 5 L H1SecLabh 20054125 2 L
TLUk, BUEBREE L T~y = 7RI 9E D £ E 2R 7RI
iSecLab?» b R Sl Tl v, FlohickEcRES N
Lastline H,iSecLab % i & 4 2 A 524 12 L » T L7z,

R O -

(FRFE PRI OD4F ]
JIIITIEOEOORFTRERSESNEO D OHIENRTH, TOISMEELEVSEX
FIDBIHNT7— AI17 - 0S-CPU -\~ ROITEARL A A DS LRIV I PIRFRICS T
LTLB&3ICRDNS,

&H#}Z—vﬁr VT4 a— S F )T RDBF MR Cﬁé&*h{yﬂ}(ﬁ//}ﬁ*w') b, ML RO
[E@iz— /u»nw H»

YT OB B, T
D, 7235, Je53 z
VIR FRL AT DN T [« M O 6 8 e AR 5 f\’u‘ BUOTHHHL, 13 TiE,

EBRIORIA) ~CF1ITHORARSE  FHTISWILREAZE LA O E PR ES
B)aLEa—FtXal) T4 (WebtFal)T«) HEEE

IE1-9%AREHFRELIEF 1T DI5IE 15 LICHEEENzWebY 1 MOZOFIA%ZST 3B RN S

REATOMEI
aksETH IINGY R
WebEF=U7 1 WebB [RIgE RIS [R5
VR AMER AR FoHT R
I - g N AE - HIORIE LTREINDS O,
itk - K KO, FHBOBIZ BB LRI
NTTZHNC EEEBED 7 7 L ATRESND L 272>
TETBYH, TO—>2>DONDSSSTierdHEE 7 7 Lo &
(DIMVA) T20204E1ZBest Paperx = Z & (NTT - H
A o A | FARER NTT « BTREINLK) o RHCBERRFJET RO ASER A3 T
Wa I oiclbnsg, Webnb OBFBE BT —%
\ZECAR L CELIMZAT 9 WarpDrive 7 1 ¥ = 7 kA3 &
NTEY, TORRENITier2EES 7 7 LA (RAID) TH
B,
Wk R FDFFCRON B CTH Y . WebtF = U7 41285
7= M)uxfm Eombix, ARL VKD ARZL L Fio T
KE © — | 2E91Bbins, (REEICENT, R Y EWebT
77#&7 2 OBRATHY . FHe b OEFKERFES L
BB SN DO TH LD, )
WK KF DR IRV B ChH Y . WebtF = U7 12T 5
TS OURR EOFRIL, BARL D BCROTTR3Z < Fo T
W © . éut HEb D, BN TIXEU— T — & (BRI O M Tk
Webj:fm7°74/\/—rﬁ§ll BI924F%C (Web b7 > %
’/ CookieDHHVN, 7T A N —R Y o — DRk HME
iﬁéhfb\éc
[FRFTIRISD4F]]

Webt 31U Tld. NDSS%E(FUS. EBEEH> I7L VA TIFBREA TN B VT Y THD.
KEZFINIFEET(Fcensorship (EIZRICEZ1%E) toweb browser fingerprinting(cBd
3T AN —ERENSOMENE A

MR

[BR] 0 $SCEEENES - MBENRZITVS O BEEXEH-RENRITNS
A BBEREE - RRARITORN X SEEN RERNFEAERZTLRW
[MUUR] 7 EREE —: RRHEE o TRMER (ER2EEEORR)

W TFATUT1T4EE - BT R R

APRIEHRITDTAT T4 T1EARE TJ%&L’%{D%@’(‘-’M SEZAFTY BRI

HoEE: oY HR:
FORE a0 TTELECE WA RN IDEEE EAGRGE ERREES T) |
2—PRRIE. A TARN Z A PKI

[ - ik v FE - M ORBLE LTRES LD B O,
g | 7" R RO, FHEOBIC S BT LRI

Tier2EED > 7 7 LA (AsiaCCS) 121, W57 « FRAER DR
RN RAZ L ML D, EEBIETIE, [zl SIZHNEC, H
ERN @) — |3, HE@EOEERRNM FEERES T 7 LR
(IJCB) TH—EDFMHERK, #l2, NECIINIST = >~ CHy
TOMR—ALZEY feld T b,

KF, BEOCTRHIFFIER T, HRAEZ Y — R LET WD,
20204E D EHEREH 7 7 Lo A (IEEE S&P, ACM CCS,
K[ ° _, |USENIX Security, NDSSO4RZ7#) T B R SC120 D
O LAERKET, EHRl by T THD, LK T [AERICER
ry 7 TH %, GoogleSPMicrosoft!ZOpenID Connect<°FIDO72
CIDHE, RAEOHERRE T b HEMITIEE L T 5,

KPS ORFFERENER, 20200EO EHEEH > 7 7 L
A (ARZR) CIIRRFEBER L 120: D 5 LA, AR
FECIE. (AEIDEMIAZ: EFEERM TR E oy = 7 & FoEn
B WFIEIHER BILR,

R O i

20204E D FHEBED 7 7 LA (ARSH) CIERRRER:E R S
zofm| o ~ 120£0 5 BB ET, EHR2MLTH %, HFEETSensetime
(D) RERCT vy —RENER = A TEVEELZ L, IJCBTY
IR AE ED T 5,

[FRZE Bk OD4F]
IDEIET(E. MicrosoftREKEREZRLCHIEID /B S EHEIDORTNNES.




ERNOBIA ) —CFWTHORRDT  FHTSYIRFAFZLAJL O ERREEE

B) T—=2tFaUTA RUVTSA NN —REH T L

T=ARUT AN —FT —YeARE N FRELI T+ 1T 2 AT I SR

4y NS
IR~ TTA SN R FSET T
N T Nt R AT
FUVRE A FUYRERE R A R

(6) AMERF2) T4 BFR TR

AOTEIPDIBIREE D AN E R ZZ BULTF1UT 2T SR

TR INGYIR:
ANBERZEX2) T4 (=P T tXalT0) 7L

[ - Bk kL FE - M ORBL L LTRESRD H O,
s ) v R B O, FHEOBIC S EC LT RIL

FHEEEE A 7 7 LA (USENIX Security, ACM CCS,
IEEE S&P. CRYPTO) *°Tier2[HEEN 7 7 L &

(ESORICS, PETS) IZHH-RESTEY ., 20164FEIZACM
CCSTBest Paperz 4+ (NEC) , £7-HANSPETSO 7 1
77 LEELH L TEBYFEENH S, EANTY, ELINTE
HPWS Cup CORGFHSCSCIS « CSSOEEM O &, g
IRIEEATOI TS, 7T A N — R TIINTT & NECAYE
FlL. B Th 2 REFRITEHE T &7,

EES © 7

= - ik % A - HIERORIL L LTRESND b O,
Hg | " R B, FHEOBRIZSEIC LIARIL

FHEES 7 7 LA (ACM CCS) CTier2[EE L 7 7 L
B o A A (SOUPS, ACSAC) e LlicBIRanTnbd, £/, ¥4

N=RTIERVN, ba—~vrarvta—2Af 0277 ay
SEOFEEE S 77 LA (CHI) THERSATVD,

K © B FHEERE S 7 7 LA (USENIX Security 7z &) Tik, K[EH
- MHDOFERPRFZ HDTEY, BMNBZIcki<,

W © A | EEEED 7 7 LR (USENIX SecurityZ2 &) Cid, KA
MHORENIFEEDTEY | MBS LK,

#1—*%F— A1 KCyLab Usable Privacy and Security
Laboratory (CMU CUPS) ®Cranor###» = —H# 7 /L% =
U7 1 OF—AN#E, CranorBdz3Tier2[EEED 7 7 L v A
KE © — | (SOUPS) #2005%Fi2th, ZaLK, KEEZ P2 —HWT
NF a2 )T B L TIFER A LTI TV S, CMU
CUPSOOB/OGHS KE D FFEK P THRAELFL, 2 DHT)
WRITN—T R EENTND,

(BRFTARIS D)

TN REREOWETE. WD BRI OB - REGHIN CTEREF THFNCH

BILTWS. Fz, L OEIZTAMSOE N ERFRIRBEN Y MEYIEL TREREN
TWae

SRR

(iR 0 FHCEEEBINES) - RENRATVS  O: BEREE-HRIRITVS
A BEEREH -RREARITORBL  x: 5EE) MRMFEAERITORN
(FLUR] 7 ERMERE —: BRHEF N TIEm  (EA2FREORR)

MEOEBOMETF — 2 (Mathew Smith, Sascha
Fahl/Yasemin Acar) %2, Y 7 bv =7 ONaditk & BZHE
WZH B LTS EHEBE S v 7 7 L AR a—v v
VEa— A AU BT a VO EREREL T 7 LA

B © 7 (CHI) T&#xEINTW5, R, Sascha Fahl & Yasemin
AcarlIz—H# 7t x =2 V7 1 38 DOF (John Karat Usable
Privacy and Security Student Research Award) %#%2E L T\
%,
[FAZT ARk D4FE]]

IEERED ENOTUWRHEFTHD. EEEBEN>I7L A (USENIX Security) Tl 20205
[CHBFO Y>> NE&IFBN. ADE DR 3/FH'Distinguished Paper Awardz=Z&UIz,
IYRI-HEWRICUAREG TR, BEMESS M2 EATUEIONEV I FFEDITENR
HOMARLICEBUZAFROE TETWS, B, AAFRMBIRIC(E. 1-YRAOFE, 1-5
A2971=A ’SAN V=9I U T RIBENEENS.

ROMFFEX TRESNAMA B OIS MR D
[ElZ—E D FLE LT
TUaL, JST/CRDS [HIFFEBH 58 DI 5

EROBHA X WTHOREDT  FHTSYIRFAFZL AL OERREEE

NEELX2AUTA(N—FIz7EX21UT1ED) FEEE

N\=ROIPTORERVYINIIY, OS, BESEIOREZITIROTF1VT1%2AFTT BHRI%

oK /NGYHER:

(RS i SR T D [FOHT xR
N=RY2TEF2VT 4 N—FU7 IS FRg RS R
0SEF=U7 4 OSfass T B FfEn R RI%EHR

YW =T X2l T YT =T IR WA RO kR

(8) ¥ ol) T4 ET{Hi- R VT AR 2% L

22T LD—EPHRVNERACHIBEFIVT VRV ZTHE S B FEZ AT S SRl

B % K - MR E LTRESND H O,
sk - R RO, FHEOBICS BT LRI

oy sE: /N RE:

CXAYTARE EF Y TARERG EF VTSI LR 2VTAM Cx )T I
BF YT AR A X2V T R
TX 2T xR A X275

YAl MeasH M [ 2 [/l 53 BT [EESEN
YRy Rl %0 R 5347 Gik=g:
R [F A2 [Fl 53 A7 [Fi)5cf 3R

ES[E N FE - MO E LTHESRLD B O,

e | PR RO, FHIOBICEEIC LI

TEEPEH 7 7 LA (USENIX Security, IEEE S&P.
ACM CCS) 7 LIt biREnNTBY, —EOHERNRH D, K
SIS LR X2 )V T L FEEERE T s L
A A @] — [~ (CHES) TBest Paper Award% 3% 54 % 72 & A AN EHESH
IC—E DB EFIEL TN D, ENTHE EHRERE TSI
N=RU =T X2 )T A FRENFERET D7 ETGRLOMEmN
NRHND,

ARG M B 2 BRI OFER A TE TV D, R,
AIA E— I —~ DL HEEDLWeb— B A ~DUEE R &8 T H[E K
J1v7 7 LA (USENIX Security, NDSS) THHE I TV
%o 2P, BF¥ 2 )T 4 Al OEEREIZONTIE, HANBHISO
[EIBHEAEA L A8 X 22T ISOMNEC27017 (7 7 7 R¥—E A48 5
txa T o HERE) NHESNEEEND D,

HA A 7

AR ECHBIL A BHEICEE > TR Y FSCRARRE - BRI
L OWIMHMA R oD, FHI, N—FU =7 hbrA 2o
TR SN TV D, Flo, Rl xa V7 rcfdL
feU T — b ERATET B,

Kl (@) 7

ARGy BN SBFZEE BB O CHF| LT & 7=, $¥1Z. Spectre
LMeltdown |2 & %% L 72 CPUDMEFFMEIZ DV Tl BRINOAFSE
gl © = [FEBLICEAHES L, RGBS TV D, FT,
BE o IC B L2t 2 U 7 11220 T, ECRYPT 10
EUZn V=7 NOBENE - BE IR ESND,

KBRS | BRI 222 X 2 U T ¢ OFRESCREM 7 £k
ROTFARFZEE L TEMSNTOWDEISRNH D, THEES
77 LA (IEEE S&P) TiL., KEKnHar v a—~<mifloT
A IR T DEROEF 2 U 7 4 KIRERN E S HDHREMNT
DUNTHIERER D207 S dL, BORHATIZBE 3 % Tier3[EEE A »
77 LA (WOOT) &KEROFERMNIZFEALETH D,

=@ | o | -

IR TET SO AT B E > TH Y . RO - IR
jf%ﬁ o | 2 |BErewmEEsRONS, BiC, CPUDHEEEIC ST,
FTEERED 7 7 L ATOREN—ERD D LML TNV D,

KER3GR < | FHCKHBE et ¥ =2 U 7« OFRAESTHINZ2 &1k
BROFFDBFFEE LTEE SN TWDHHIRN S D, FEEED
77 LA (IEEE S&P) TiL, KKnd =y a—~<mifloT
B AR T DO X 2 Y 7 4 RELN E I B D&M
DUNTHIFERER D207 S 4L, BOREATIZ B3 % Tier3EE A >
77 LA (WOOT) bKREKOFERMEEAETHD, BN
T2 U T ¢ SN BT D AR IR ) A 8|2 FE i L AR T
W5,

R O -

(BRZTRRIOD ]

NECP=ZBHEOEMICLOY A RFrRIVREEL2000F AT CBATHRDEALLRDN
3. A RECF1U7 \=RI17E+1Y71) DEFFEFRNHEAL TR MR TER

ELTWS. CORERIFAI-TITINZZEBN>TrL >R EBEBN> T7L > A TORSER
. SMBERENIANTENML TVBIENS R TEIND. OSFS THEREWRICAOTHED. TO
tF1)T1EEDHIAFRFEIENTNS,

MR

[BR] 0 $SCEEENES - MBENRZITVS O BEEXEH-RENRITNS
A BBEREE - RRARITORN X SEEN RERNFEAERZTLRW
[MUUR] 7 EREE —: RRHEE o TRMER (ER2EEEORR)

(FRFE PRI OD4F ]
HERROBTFIUTEHELOD, FEOHIARELTIRARZITV., TNEERNICEF1)
TAE_LOORFBEVWIS FUADFATR NS\ BATIE, RIRATAPEMCH T B5HEIEZS
NBEBICH N (2L, AR S B A TIBICL DINERESEFNIRIATEHS). B
IETEEUBAFMIBER, JWSCEDIE, EMEN3IEMEXTETS.




ERIOBIA) ~CF1VTHORARSE  FHTISWILREAZEL AL OE PR ES
(9) Al )T B ZE SRS

Al REVIEEF 1T RUAINFIE RSN+ 1T 1 2R S BRI

Ry E:

AltF =271

N¥E -
Sy¥E:

2L

(10)loTH¥a ) T+ EiE

= -
Hig

>

%
VR

AE - ORI E LTHRES LD b O,
KOV, Al OB B E T LR

A

ZZHFEATE X 2 ) T o BT B B AT AR EE S B
HEHACH D, WA ROFEER D 7 7 LA (AAAL
KDD, IJCAI%) TIFHEA - B 21X U & LT, ENLD
DOIFFENEHIEFIR SN TNV D, KAoBFIcBiFsEx= 1
FARDEREL T 7 L ABT HERMEED T LY R
IV, JUN RSB R AR Y $LA TV DY 7 L A
FRIEICBT e gl e ER AL, AR BIERT D &P
ns,

K

20134EEH LV . Google<CApplelZ T IE 3 HAFFEH & H M Hi L
VLS AR A RE SN TE R, R BEVNTRHIERITIESE
T, EF¥IMicrosoft/s £ 35 EK, BAGH IO EE OFEHN
KETH Y, MENTRE CTHKEIT IS, RENTERETIE
AL, HMEEROERES 7 7 Ly AR BT, &
X2 UT 4RI T 7 L ATHT LB ANEND,

R

PAGH O EE ORI OUIRINCTh D, FHIT 7T v a
TrA 7 TRR, =17 FREFUODMEDOT LB 2R
IV, EEEBDEORFIERERITEN 2 iS5 5,

(BAZE PRI 58]

ADEFFRERONY MIARDEFO—DTHD, ECOEEHEZANTVIFRFENHLVDEFT
BB, FBEBFNSIrL O ATHEROTYS I NRIIENZENEA BET-I3avT

(AISeciE) BFMEENTWS. t+1UT(IZ1ZT1OHFR5T | HHFBAFTIZ1ZT4HHR
SIS TR EICBI S BIATTEENHICEIEL TVZ,

SRR

(iR 0 FHCEEEBINES) - RENRATVS  O: BEREE-HRIRITVS
A BRERER ARRARITOVRL  x: B BRENFEAERI TR |+ By 1
(MUR] 2 ESRMEE - RKHES N TR (EE2FEEORR) | - 5o

B S IF7E 5y

ToTZMHREUIZEF 1T 1 2R S BRI

hoyHE: /NGy HE:
loTE¥=2V71 72L

[ - ik kv FE - MR ORBLE LTRES LD B O,
L R B, FHIEOEIC S ET LI RHL

FHER D 7 7 LA (NDSS) (23T, Tiers[EEEH
77 LA (WOOT) IZEFHETENTIEIRSNTEY | Aii#E
I¥Distinguished Paper Award% % ¥ L, %& L@\ 5 %%
HoTWnb, ENOBMKE (NICTONICTER, JPCERT/CCOD
HA @) — |TSUBAMEZ: &) 2LV, Meggthsg i DIoTT /A AD55HT b
BEANATON TN D, B Ch R SR mCE LT 2 Y
TATHARPRRADH 5558 ThH Y | FIHPHIR S5 8 &R
B LT OEEEDSB TIHEBMRAN R A TN D, SEBRTR
JHERIZRIC B WD TR R COMIE M & L0 VW Hooh 5,
ToTH A N—BBERHEEIZ Y | ZOBRFEREOB, ToT~ /L
7 = T RHTORT R OB e M T D X 9 il o tn, WEEDFIA
LI DIEFEORI, MEFTEDFRR L 72D Y 7 vy = T RIS
B DR L B L R D HAICBI T 2R b A TV D,

FRIEDBANIKENZLL D 23, IoTH#R DB ¥ = U 7 ¢ EHEOH A
R4 VEEEPMYLLTREL TS O LH Y, FERET
Ly el @) 7| == AR IR T D AREER D D, KEH - TV R v
AR, e BT =l P A — b U T 4 OFEFEERN
HATND,

Kl (@] 7

(FRZE PRI 5]
MiraiF0szE6H0 T, CORETEENSVEIETHD, FBEFI IrL VA CBWTEEY
SAUMBIFFELTWS, =T WAWBRT—IMERUIZREEHD. 122U, IoTEENS
TIAZZEERETHD, SEHTET/(R (BENEIRE, HEMS, ERREEED) O
ULSREN I TR RTEE NS (LD,

2Y TR Ea—
TN T 7LV R)
CHAL 7. {73

RESNDHMESBOIL | MR RO

SV ELERS .
1, JST/CRDS [ BF e Bz o i s 25 2 5 5 LXK IV

EBRNBY(/—CFIFOREDE  THFIWIRFFZEL AL OE B2
(1) BSELX)T+HEESE

BEE (AN -ERLERENZ O EENER) 20REVLTFIVT(ZMFTI BRIK

ThoyE:

HE X270

NG
72l

(12) Y FS5AFz— XY T1HEEE

Huiak

%
vk

A - M ORBLE LTRESRD B O,
B, FHEOBIC S EC LI R

AA

BEIRENL R g E QS HAEHIEE R » b U — 7 IZBT A MR FIEEZ W
H, X2 U T 4 ORI 7 7 LA (Black Hat
Europe) Tid, MEESNIK - F I ¥ N FERE, EEROSHE
(Escar) Tix, AARO—EDFHERKD Y, HARDHBELS
Z v N7 4 — L Autowarel LEFEHI 2 FEAM & VO,
ISO/SAE21434 CHENHE DT A N—tF = U 7 1 OIEHILIZR D
UNBHIZ ED X D ICEBT 205 HET 28U ERERTH D
B3, Z DR A & HEE,

Kl

IVHUR, TR Y ARG EPFERLANO X 2V 7 ¢ jifbdl
#ff (IDS. Firewall) % SAE Technical Paper7s & (MR %
fio, =a—3—27 R, $ VAT =X MFREFTR O U H KL
SRR ORI Y b —F T a7 "NV T R =TT v
T NI OERE T L— AU — 7 Sk, SAEFETHEE
Ny FT AT AN & E i LAY BB OB X2 Y
T4 PR A iR 2 BV EA TV B,

M

Fraunhofer SIT% ORMFIEHT e K FEEB A EVITAZ E D H
BHEE X2 VT A WFERRE T e Y =7 MBI, CANA »vE—
CRGEA R, EHLANO X 2 U 7 ¢ el (IDS,
Firewall) . "—Ro =7 tF%2 V7 4EVa—)b, BHERLR
HHMEE BT 5 Ex 2 U7 ¢ BHERR & OB Off
JeFsF, ME, (LE, 3EEE T0ICISO/SAE214347HE( L 4 HEitk

(FRFTARISMDF#)

BEETF1UTOMRG—EHRFEI SN BEIPRBV FBEENSTrLOATEYS 2%

HHFENBTEERL TROBE BB TORFUIPLDRENTEEHD. RHNTIL—LAT-IIREEIC

SAUTEBERICLENB L, ROSNEEEVTERERTHS. L. S, BENEILOTY
RIA—LOERMEDE, TF1)7ERBENEEZICRDPIREMEND 2. AlEF1UT1PloTE+1Y
TAORIEZEDTzsH. DEFHERTEIMEIRTHD. SEEKR THD.

MR

[BR] 0 $SCEEENES - MBENRZITVS O BEEXEH-RENRITNS
A BBEREE - RRARITORN X SEEN RERNFEAERZTLRW
[MUUR] 7 EREE —: RRHEE o TRMER (ER2EEEORR)

BI51F1-> BATIZATL-Y-LRACEIZ60) Z2MREVEFIVT AT T D8I

oy INGYHR:
PFIAF = tFal) T L

[ - ik v FE - M ORBLE LTRES LD B O,
g | 7" R RO, FHEOBIC S BT LRI

THFITTE, V7 IAF=2—r X2l F 4 Z20L0ONRE
BEWHI I, ¥4 F 2= X2 T 4 BIROTZDD
WREINNEEE SNDHZENE N, ~N— Ko =T A K
SEDOEFRHMIESITOR TV D, BARTORRMIL, BRFEE
BOFAN— e T4 X2 T AR T L —LT—2
(CPSF) L SIPTOMFZHEEN D D,

FHEEED 77 LATYH, ¥ 774 F == Rk EXIR L
Lictxa 7ol no L0y, + 794 F2— kX
VT B S BRI (V7 by = TRGESE) ORFTEAE
KE O 7 | AT TS, DARPADHISE T 0 7' T Wb YT T4
Fr—rXa )T A BEIRSNTNWD, HA RTAVRE
B &7 ay s Fo— i © ORI & FEii LT
W5,

FHEREA 77 L AT, ¥ T I F=— 0 BlkExtG L
LieXa VT4 RE VI IS, W T I F=— k¥
Ly el A = | V7 BT S R (V7 b Y = T RREESE) ORFJEAE
AT TN D, BINEREREY L— AU — 27 OFRE (]
fb) %% LT\ 5,

pk| o |-

(FRFE AR OD4F ]

SIRBYT SV - DMSEREETHEL T, BREERET BN —MMCRD, HT51FI->0
TFITAOEBHENTEITNS. BRIEL TR YT 72 REVIHA N -TEZRICLD, 15
ROTE. BEMAORIERYINIITDRA EEEFHELLE - IHEBEOBRENGHD, BT 51
FI—->OtF1)574(F, IFEICERICBOTVS. Fle. YINIIVEBGRER THSHSBoMZIRIED
B BIZAMEIMARCSS. Y T5(F1->tF1UF (3, IoTP/\=RUI7, Tr—ADIT.
OSRERRA B EFCBIR T ZIATTIRIL THY . BIEBR R EMMOTRFT RIS TOIAFTL B
EREA U N

DIFFESY B LT
s e

F4255 57




ERNOBIA ) —CFWTHORRDT  FHTSYIRFAFZLAJL O ERREEE

— > —
() oo —tF1 YT AR HEE (14)E AN EFa TR EE
T -PEIY - RT AR RELIZEF 1T 12T S DRI BT IAZOTNA Ny N D% RELIZEF VT 1% FRFTS D081k
Ry E: /NGy HE: hAyE: /Ny RE:
trY—txalTo AL EAANEFR2DT 4 R
= - g % KE » HIRORPLE LTRSS H O, = - Bk hL KEH - HIRORIL L LTRSS H O,
Hidk R KON FHBOBRZSEIC LIl Hitdek VKR KOV FHBOBRZSEIC LIl
THEE S > 7 7 LA (USENIX Security, ACM CCS, A== R T A DN— R =TT N7 =T R LIF
IEEE S&P) THFEHNIEEIRA S R O D08, Mt e < TR TBOT, 77— U =TI —RNVEOWIILITE
EBEICHYL > TWD EIEE R, 72720, ZO2FETHRIRS A BT, BRI OBINT — & 2 BE A VR E RS D
A A A 7 NTCEER D DT, LA E Le, £i2, BrP—a0% A A A — T T A N — R B LR, RREH K - NTT%
PR L 5EF 2 V) 7 ¢ 3l 72 ERENSNTRREMB I TE T Ui, FEEEED T 7 Lo ARLTier2 @B 7 7 L X
Wh, "= R =T EXa )T R EOTEDHEL T (AsiaCCS. SOUPS) (ZHIRE A ARDIFIEEIZHIE TV e,
Wwn ElBbhs, NICTZ 5t 7EWarpDrive CAndroid s x5 0 ik EER 2B AA,
TP —OFER Y L —~DIEACT DX = VT 4 OFF Android OS=°Android~ /%7 = 712 B L CHE % .l AFZESS
TIEI VA RRTV hRBRLS , HBEA 7 7 LU AT A, 202040 FEHEER A 7 7 LA (IEEE S&P,
wm | o | o |pEROBIEDLD. BT, U KTHBRSEMET TH *E | O 7 | USENIX Security, NDSS) CIEASIROGRTESIUETH Y
ot —tXa U7 BT, EREREL T 7 L2 (IEEE T7—hUxT | H—FNIREAY— T+ NEO Y 7 b
S&P734ff, ACM CCSM2ff) Z#ELLHMOIERMNZ2INTEY T = TR Z TS EBbhs,
el |
[FABFZERIRZ 25| LT D, 2020ED FHEER I L 7 7 LA (LF80) TIEAMERDH L
FHEEED 7 7 L ATOREHEECA /87 N TSR RN A 7o EsetETh Y, TTY Gl LIRS X2 ) T o
IE - BREIEHE D AT e, —E#, L—F—IXRH BEOFIAIRIL R & OWFFENR N,
1 5 < . 5 N N
W | o | o e DT S R L o (USE AR EORY GEX, LIRS 7oE
v 2 U7 4 ORI 7 7 LA (Black N M o e e e
Hat) CIEBIMSEAR OIS, £/, TERHOELF )T (T ot o | 5 |BECIRTERERY STy L ALSROBIDBRR,
Ny Fv—y 2T A NREEOESROND i WNPOERERY> 7 7 13 % (EF3D) TRARAORX
- BETH Y . B EMEIITEBREOH AL W L b b,
(R AR DEF ] [FRFERRI 4]
Ay 1y NI DIREIRDO) — T I REDBEREATTNHZ— 5. oY -y I-I0fsh Android 7 UDRATRNER ISP EF THO. CC10ETEFENSERL T, BAN-REFTR
DOSIMA— RPN ULIARFEEN D LS (CRZIREEAE MBIV D DS, Fiz. BEIESAS YVINIIT THEROEEEBRN I7L AT Him XIS EFER. HROT -7y MIENLLE
L&D, BB Y -2EVI AT LAMBIMERICHIENS. oY -Z20EDELIEE Y~ B BID. ZAOMBENADECSE, STEH, —EHORINEBEENTrL>
FyRI—5+ 327 AT DBE RUBH ORI SE SRRV T REEN DD ESATA ATHERINFIITHED. FRODEF. RIATIE OSPIF-AVIT7HAPIYSRIE T TOE
ANOBEE(S, IR TIERENEEIW TN B, BARZIRT ST TIEHREPEEOEER F2UFASFAFTNSTNUTETVBEIR, Ffo, FLLW\=ROITVHEEENE TETVS e, SHb
RRENEREIN. EERAFEE THIEBNND, I0SEXREVIAATTEANdroid([CEEADRVATTHNTWS,
SHmDEAE

(iR 0 FHCEEEBINES) - RENRATVS  O: BEREE-HRIRITVS
A BEEREH -RREARITORBL  x: 5EE) MRMFEAERITORN
(FLUR] 7 ERMERE —: BIRHEF N TIEm  (ER2FREOIRR)

(R BRI CRESAIF RGOS HERAD
| HAEEEOEOFERE R LTV, :
=TI, IST/CROSIBZE BB O i 48 2 s e LK VI

. EAY BRI,
FEL AT DN TH [ - s O T5 8 - AR LA WGIZ

ERNRHFRMAECONT

BHE DRI LIRNT 2 VB E A SRR K O L2 RO - B FOIIE ~ D F 5 AR ENEE X HNDHFFEFIRITLL T DY, FAEOT I T
Y Z7RAFEOBARIZIANT T, Y ZAUDHT SRR A S TR, DFIESa =T D B ERRFERES S LA F- THARZRIBIEA SN EREEL,

%ff;%ln FIHNATS (0T, 56, 759K, #HOSH) L+1UT+ YISAFI->tF1U74
=&

Rl T 2 U T AP JEREkI L, ORISR § 250D H L ~LEREfiS AL, KAE DMEAL CEAUTR S ERIN EFIFEEE DL ~LIZA| [FEFERCH T BT IT T
[E N OBLHE DI DR T v /L EL TDOELR 5B L HHEE 2 HID, DOIFFERRIZINDNHEE X HND, HHDDFEEICERL ., Y%YAY ORGEE:
oTHIELDET DT VLA T TEF BRI EH R E R D RELEZ B ize & MENCR S KA CEARW b HV 155720 | RIS X H &
% LEZONG,

T=AEFIVFARUT IS —{ReE*

EETFIUT U\ —Rum7et)TED) *

‘

BRI LA T2 A D DL~V EFHEIS VD, Fio, 7 —F I3 - HERTEE) RIS AL TR AU IR SORERC P E L RIFREE DL~V 7273 SEEEB RE D
DR THY, TTAN—FHITEE THHI20, BRI E S ~EE TFR2UTARDIFIELL T, RO FE RN DY | TRAADHDHME FHFIEIH B
EAbD, LTHY, EAMICREERDREEEZLND,

HDMEDNE4)EF = i

KE DR AL TERRMNZIRS L TEH 225, 35 E) - RO R R R AR BRDMBAL TZIUTIRS LIV KRELSGEE DV TR, A B BEST
I D, AT YR E SNHEAEIZ I W TH RSt T2 | HAMIC PRI FDE ELTh 2 AND RZERH BT &Y A /3 — L OFRE RIS

LEHHREEBZ LD, (Society 5.0) TV, ATy L ELTORABNRHLHEE Z DIV, HAMITHRIL
ZHHREEEZLND,
e T (Wl EORSNSAREES =7 —SOFLA- 7 e
eSOl (1> TtF107 ) R [CEOGAR > -
7JO0-F HEEH DRI T VA7 Rss 2 PR HL BEAR LW E R DL & T KT — X OB L5347 K DIRF I ZABAL CZAUTIRS LAV TERS T E) - ik
KRS DG, BT L OYT 77 4 7 7RIS T BRI T — 2RV T T T a—F O, A RO ERBIICHD, 22— PO,
72 BT HIE - AT 2 E Ol 2 72 A R N—ZE OB BRI IE LU PR L 65K %8 A—PAL I T 2= A FFAD V=TT V=
Y e ) el AN IO S A R A A AT BT EAMICIRIZ XD~ EEEZ B TV XHRRE , ARIZBW TS NHEF DI
13 LT D BERITRBLT D700 12h | ERRYICIR 2o DATHIVTETZH, Society 5.0DEBLEEHIZ A
BlaMB~ELEZLND, BEHRANORLENSOICBELERDEZEZBNDTZD,
HANSHRILE XD NELEZBND,
LIRS OREFN 51T D | SEHER ZEFR I TARD I FE AR, JEENIE 56 53 BRI AR DT TE AR, R P57 B ORKRE 72 R ELL [EBRAOTF TR OAERT - i) LMD TR IE, 72, #
sk LI IHTIC ISV CHRERES I8 2 ORFFERIRIC Y T ESROBIAY R Fik - 77 o —F LU TORSENBEITHY, WGIZEWNT FHER B S LD O B ARSI SHZEE, 648 8 o — XD
AR 7R R LS L iR S TS PURELTHID THE THY, 5l SHSESNLRELOLE BN,

BB, T IINALT TR 2T AL BB EAT T IR CIE22 A, [oTE G T, MFDE XX DRIRNT VANV AL T
ERRLLOD, ZOPTEA~DFL-DOKENEOE BRI 22 LIFEE OB R OWCOHERIZB W TBIMNEzh 0, X Vil




HREMBYAN-tFIVT(ORTRNE HAFEEBOEARS]

EBHEINEHET —FDFERERERY 5tF 1) T+ BB (DFFTREE R 1f7)

HiE T34\ —F2RELOODNBET —HETFRTHHD XTI Iﬁ?é%éﬁmo)ﬁﬁ_ﬁéﬁ?ﬁ'

BE 28T 20OFERAICELTERELLSTIM N\ —PEBRBROREICOVT, DS E-FEINLEREL, RELFE
FHIE, FRTH-OOEBRRMOEIERIET . 7JIJ7L'C\%@J:O&E%?imé‘—ﬁﬁ;b?’lﬁ’l&ﬂ%l\—lﬁzﬁéﬁﬂlﬂlh 3
EREIHBLTHTIVIIIOML, JYBEREX )T A RERK T =ODHARLHE THES D, hIZKY. T4
DIRELFREMIL-EREDHLBEHLT 2B OFFDITES B,

. HARABEER

s TATO/S—HERLEHRITEWNTE, T—20FRIE, I—7 T4V G EDEERG B BT TR BBERMRLE DAY
BEMIZLDAEAYEDEHN, TOBE, T4 N —OEHARERORELZBISELEFBOTEETHS.

* FIT.EABRORKRICEHSE AT TIVNTH—I—DNNEN—F . FEBICZLDT—INFET H_EF)  HEET—20ERA
BEEEZON, TOEHICE, XV TARMICIURHRMICEEST ST R REENTH L, RELI-FE S HE T —2ZHl{H.
EATEACEARETHY, FBELT —FEBELTHEEED. TO-HOERRMOEIZEET

o Ff EOIILGEBEMERILIL DD, YA N\—RBHAT —2TEMATH LT, SAMDDEMRICHBLEBRRT—52%. ER

HOTSA/NN— - RARIERER - FEMAMICHEL . FATIVIARNETV. SYBELAREFEZRET I ENAREEL S0,
hbfE THEET 5,

Y

~ o
B KR aRZE 51
‘t’#-:l. UTANBFOMEEL BHZEOT YA IR HEORAREDISRL—avIZ LM ERENEAFINS,
A TSAN—F4REL-HEN-BFUT 20T - AL B JERTRIERELZREL-FAN—HEEANT—20HEE - niTEE
BAERCTERBESEERLI-Y— T4 0)aAT—ay BREERMFELE LT HAN—REBERT—2IZ DL T, COLBEMEEEL DD, FRIZIBOBEICT—ENED LI
HEM-BRFEWMERLICELT, COXBRMEEELDD, T—RREENB S OFEHREI - MIBINZRENZEERIL. T20O#EEL. LI ELT—E2OEEERTI-HOHE
O— )L CELENEMIFL. VELBEROAERE - DT 5HDEMOMRERET S, EEHT S, T, SHGEBI O A N—RBEAUT 2O EEMEESN IR AUV TATHR

Bl - EAANT—2EBELFE/NA—VFSA RSN —ERPBELERRITENTRATHHR I OMREEET B,
(5YBRBISNS, I BIEHRT5M/3\— | RFEFTHERSS . Contact Tracing %)

TAMAENBEOEREIVIA—ILTESILEFENELIHR (H8- B2 EHEID. Bl S AN—REIAARET B EHENT EEHAMITRITODOT—2DEEILEENELIHFR
JBv-Fx—2 . Biometric Information Protection) TAREEN. BEORBTEITADE - EECECTEDGAL T4 (RBRYICHHFTT

TAEERATAEHUEBMT. T2OMEEREAAELL. BISERATESRE ERMEDT—HDEOHMEE) ERETEDLSITTHILEHNELIBR (A1 FIvIT 51
DEFREENELIHR U A= BiRE)

C HBEMORIEL-SECRUH-LEFEMORH

BABOBET—RCE8FNE, —HHLLER2BO TS/ —ERCIFFMTERELHELFEDTEALEICT IRMEE T—2DRE - FACELT, A BEERLUA LR ORIL - BELER
BEELIT, F-HEFRMOBIEITHRT . ZOBE. BRED T S48 — Ll (PETsHAT) O;F AL EBICHE DD BEITH L THELPETSHIOAIHEBIET ILHET,
<BRE-EAO-HOEBE >

Bl EREEES. BEHE. B ERTS410— (ZITEH)

Bl FSAN—R#ET—RT A= Federated Learning (FL) . Privacy Preserving Machine Learning (EIZ5ER)
< SO T=3 OB i >

i BARELRES . £ O

BETOIMEDED S PIABFHRED A A—THE)
API 54.BPI2-3&.CPI7% EBEHDIWNILZTNAUL

X Vi

KRB/ AN—tF VT DA DEF HFTTETEDOEASG
ANIfgetExa )T

HIE AIMEE@WEE)NZETIHREVTERPE LX) T HEBRMTOEIZEET.

BE BEEEOEEMOSFYERT BRMFETITIML-S AT AICKHT 21EREX1) T DEEIEHR BEME. T2,
R (CIA) DR ZRFRZEND—DET B, F- MBEERMEEEICFERALEF 1) TR OREEANET S,
WIFhLERNSGRAICESBIENLEHRICIYREBRTORIZBEIEY .

1. IRAREER

s FROBBEERMZSEICERTAHRICEVTIE, SBFEEEFALLVATLAEMRIC, FYBELBLALQEXAT1EE
HEENRDOND BHFE (I T 5 EF 1 TIRIEEZEVELEARNEMMICHRINIRO TLEL, GIFENLGEIL—LT—
JOREILICTIEES>TULVELY,

c BRFEZICALEVATLERREL, BBZE(CH T HEREF2UTADEEIER-- P (Confidentiality), T4
(Integrity). BT F1E (Availability) ZFEL 9 5 EZHEL. BN LIS AICESBEMNGEBRRMICET M RETI,

© BRFBEEREDOEF LT OAREMIHL TEEICSALEREBHGETORREAR. RUOWDORYZA T TFa) T4
(RBERRAOHAR) D7 ITO—FIEY, RBFICLHEMFE QEAN G- BEE RIS EBMAERETI.

2. BE{RBITZRRZEH

#EF&—T—*E‘&t:\’-l')T—rd)B}n%0)37T\b—*/azl FHAREENHFEIND BHFE DCIA BELIFEBRRERDLEL., HHZE
BOEF1TAEBADISRIF., SAREREFLET S,

A B E OCAREIL B MHEED LX) TARTA~DERA
<HEE> <>
BHFTARST -2, RUIREHDETVERET HCLEBOELIHZR AT—VIEHMPEBEBEICIEAL, —RMGEF 1) Toat RO REBAZERER L2R

Bl + ETILHHEKE (model extraction)&xts (HR. HA) BENELEHRRTH D, R/SLTILEOZILI T TREICEDTMLOE RS EL A, MU

T—HEHEEWE (model inversion)EX{H  (HEE. 5F) DERITEL., SHEZREDORAHDH S, Fi-, LEHHFTEL THIZEMEDIIIEE. L

C ISAN—RET AU T Bl (B ISA) ERERRLLTES TSN\ —% MW FE TR TESNCET I EBERIEED D,
EUHEAEORWMFE~OERAEH. ICA) ERMRLLTHBHEBREARSREEY | f] - B2 BEEANVIILYTT7OBE - 5 5B
<FELMH> WP EERN BT YA ORI - 5 EEAT
BHFEELALLL AT AICHTHBEENHIANITH T HRELBOELIHRE WP EE AR AR
- BRI (adversarial machine learning) B89 28128 (Fik. i)
+ BtEIH T IL (adversarial example) DER R VR A EICET 2R GBR. 6A) < BB >
<TAE> BEENBECHEMFEEFATSETELIBRICET MR
MLaa$ (machine learning as a service) D L SEMF BT I T VX LD NERBT B0 T4 HIE Bl - BHFELALD ERICIFELLEVER. BIE., F. TXRAMEYICERT HEME
YATLIC BOT FERIT DFETOT—2BENTONEBELL AT LR EERZ T ICRAT HWEFEDHE
BRI DRI DR ¢ REMESNIRET—LIHBPFBEEBEAT I LICLY ., BRETHET YK
Bl - BEHFETILTIXLICHTERELGAD, RE—COFR  BHEN GEA) FrR I BED N RS EDHR

3. METHHAEDHED A PIABIRED A A—SHE)

AlZCIAREIL DT LD EBARE SO EHREDDITED S, B (XISAERLIZED S,
APIS% (Eim4. IGF1) BPISE (BB, ICH4) EBEHIWLIIZTALUL

X ix




REMRY A/ (—tF1UT(OMRNY EFHRATAEROEMKEI
<H—-EX0TF1UT5RE(CRIT UM T EOHEL>

ABRES |

HEATE: >5-RvbEE (FryZ1LBRBEREOY-EXRMEE) | DXTEHZI-TBE
SROFEME: BFORd S AT ACBIFZF1IIT(ZREEEDED

F=I=1 |

BH== |

BEISEEOBENSIVBEAENB XA )Ib: (BIZEEEOEERHPTHISRUR LB R RPEHSFICEHT, FEOE
EVRECHEDIEILERESE (and/or RBET—Y) ZHUERBD.) :

FrySaLRFE, A~ I-ROREOFIRMEZIRH I B> IRy N EOT—EX T}, B4 BREBOY -EREEHEL THRABEZIEML.

ZADBERNEL TSR THIMBIEDSE VWY —ERZIRFTZL TES R RZFREE TN,

D&Y —EREZ XD ATLAOTFIITA M REE A2 BREBDEEZSN., BPHNICE, tF1VT12ZBEBUERETMRISIHEE.
FIVTABRMEENRINBEEZLSNDN PRINBERSNSE, FIBEOSSRBERDEREY —EXDER 2 BEBADILK, 91—
WEOBEAL-I9MEFEN GO TE. FAEBOFBMEFZIERDBVEE, SATLAOEAMZESRTEIMNIOWVT, AHOIMBZS THREIR
FHIBELERVEEEINS.

e |

HERFCIDIIFFENDAR:

1) ¥ERUSBURIISHL TEF 1T RNEYIN ORI Trd L2 EEMTRLEF VT REZHER TERTFE, 2) FIAEDTFAN

S —REZOTF 1T ZERU_ LTI - TREPEEEREOHINT —H2EF17(CHE JEATEZFE. 3) IN50TF1UT38EE

FIRBOFIEMEN/NSZALTVSH I I DFE. LVl —EXDEF1)F /BB DFHIECDOWVT, HEAFKICED. BIFHFR(CEDI<E]

BERPRDBFERN BB EZRREL. S AT LABRNOEBH%SD.

HEAFEOE:

1) REZLHBVT, FRL BY-ERICHE I BEHOVR)ZERFCERBL CIAMEHUDDURIIZ1ZT -3 2R g S5 TEHN R
fifCEIE Y—EAMIIFEI BRI IRIZET IMEREREF I HIE T, URIZEEN (L. RN F1)T8EZHET
DFEOBEERH. IREID.

2) RFZCBWT, BIZETFANS—RET —HIA T REBEDTFA NS —RER MiZ LEEERBURNSIATRL, T—92t+17(CHE-
SERYRFEOTOMAE L % H#5.

3) REZCBWT, I-JEUT1LF1UT1 - TSNS —(CRTBATR TEDNIA R(CED, TF1UTREEFUEENMIZU S AT AERD
TVWSHEDHUHIS 2 FEDBEZR . 1IRET .

HERROAE: PEGEERVBEHOY—ER-SZAFAEHATRIN—T2ORCTENTEDAMZIRML, KFTHTREZEAL THARID

REMRICETET B RUIRIE: 3~44, 2400~4000F5FH/4E. 4~6%

BESNSHARDE: t+1U75Hli-URVFHE. 75+ 1VF RUTFANS —RE ANEREF1UT/

KEMBYA)(—tF1UTOMRDY EFHREATAEROE M
<MEAYINI17 OS5 X REER AL FAOB T >

RS |

HERATES: ITACY-1% (VINIITREFEDE CrF1V7VINOBFEZITIHRE) )
EROSEMY: EFORIM - YATACEFZ 1T BFE LS 3ED

ETE=—1 |

A== |

BEIIEEOBENSIVBEENBR-_—XEL)Ib: (FIZEEEOEEZHPHISRUELRRHNROPEREEFICEHT, FROS
EPEECEDIENBERES (and/or BET—49) EHUECRSD.) :

DV ARV I MOEEEIRY I MRE, BARTHASNZEAYI NII7 OSSN (- IREE(CIHOTERASN TS, YINIIPAY S~
BHIARMEMNFTHRSSIEXIRZL TV, IDESEREN REZRE I DENRDEND. FFCHEFR - Y -ERZIEH T (CER I BN RDSN
BEEADIIICHBVTE BATBYINIIVOBREHPL LN —OEEFOEARINFEEZHNMERCHD, EB(>ISHiETHREMME
HERHEN B R THNSE, REOifERE EICOBHD, 75 EIFICERTESEBESNS,

= |

HERFCIDIIFFENDHALR:

YIRDIT7 DRSS RE PO ROAFTZITO TV R F AT ELOHBEATICLD, BEOHIZY -EXTEREONSBVWYIMITT DRSS+
(VINIIT DEMEE(CARDEDTHIRITIREEOMETHRIZL CUESTBRARE) ZFWHU, MERFEZIRETI 2. TOMAEDJICEDEREA

DERH S, HROBRMEEHDIECET D, 50, WEBE(CLDHEEEEOBARIPIEARIN 0, LOTO7ITIRIIRFED

1RETT B0 B85, EMUARIS I RO BRI RE CRI T AR REREARELT DL CAFRINDI U T1 T2 5R3EEEABN .
(U MBE(CHREBIPHHIOTIRE. HHMRERIOVWTIEME) .

HEAFTOEE:
o RFZCBVTILIIV OEWRRF ORI TN E AU ROAT TEODN B FEO DR N N RFEZFEST, YZ-Tr1l%
FRAURBARIAREDOTOT )T 1 IR RFEREVIO M TEEZ R BB,
(FTRERPROEERIRICT, INEAFZATO CVSI B (CRBREB XL, BHItZEHET 5. )
o REFZCBVTIFAN I AT LAPOSOAHSEDNMN DI EREVWOTZ/ \ = RZDJ (COBNBAXAMHAT TEEODNIZA R2ENL T, ¥
WIIT7E(CLBYINII P OBRZERURD. BANSREIT DRI TOCADRE. SREI7 ) 2EHIEET AL ORER{LR
&) OJOMATEEZHHB.

HERROHE: BENSE BENMUHBARBESZRML. KFOMAFELERETHIEZEMI S
HEAFECETEIZMERVBRUE: 3. ~200055H/F. 2~3%
BESNIHARDT: VIPIITHESEMERER. WEORANSHRZF . YILIIT7IIR




REMRY A/ (—tF1UT(OMRNY EFHRATAEROEMKEI
<imARBITOFABEDOETF 1T URAMRRICENI T3 - EIRICFRDIRFT>

1BRES |

HEMAFEKE: TF1)7TA_"H -1
EHROERAEME: PEEEOT-IEHBUTHFIBCEI{DTZITIE0

ET=r=1 |

B== |

BEIIEROBENSHIVBERENR_—XEAONIb: (FIZFEEQEEMPHISRECR RN R EMSFCEH T, £EDE
EPBECDIEIVERES (and/or RBET—Y) BHUECRSD.) :

TLIO-IDOEREEEICITIRYG —EXFAMER, ImRICHIFDTFIVT RN EERINDLEB(C, ImARFABCHITBTFI)T UK
(CAGTARRODH - IEEOFBNEFOTNS, T T, TFIVTAIAIY—BEMRHU TV YT NIV RROPCIHERDIRFO) ZER IS
ZET IHRBITOEFIITAIRIDBVEIED, IR EIRIFT BN RNICEBORMRRCHEIEZDT - IEETEDLSICL. FIAED
DADZARIRT Do TNUCED, BERKOUZAMERICTS TEDLICYT N7 HRmOBKAEN RSN, FRERMEDERLLHRY -EXIR
HOKR(COBNDSBEBEEND,

e |

HEMAZEICIDHIFENIRE:

TFIVFTARIA - LD EBORIFECHDEPCIHARNSUREUREOI ZIRME I BE T, tF1)T BRI RA2E IR RFCTEFI)T
DZIDBVEIED, AN ARCEIBOR VAR 2R T 3%4% BB, IREDT ODHFEREILS . TOMAELICEIDRTROD

HEEERRILIC DN R READEMZFZELBIC. FHITCRHLTNZ I -T2 ttF1VFTARIA—ELEITIEEBL. ERIB TORIIZITIL T
Exm LT3,

HEREOEE:

o REZFCBVTEDHEEN TV YN\ —F VT AR HOAR TEEONATEI A R 25T, PCIRkORIEDI NS t+1U574Y
AIOBVRRCOBNBEHIRTTEZ DT EERRUITOMIA TREARG M.

o REFZFLCBVTEDHEFN TV X AN EREREDIAR TEDNLOIBF A R2E0 T, PClitROREDT NS DIEMICEIBOF VAT
LHIMTERDINTFEERRLITOM A TER R T 2 A,

HERROHE: BENSE. HARERUVT—IZRMHL. KFCTHEREZERU THRRZE/I S
REMRICETET B RVRIE: 262, ~2000H5M/F. 2%
BESNIHARDTF: ANE=RTF1U71. OStF1)7¢

X Xii




		2021-03-11T11:35:32+0900
	Cabinet Secretariat




