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1.DARPA: Defense Advanced Research Projects Agency
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— Basic Research 4{89FAFJL

— Applied Research 14{E7FAKIL
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Basic Research

Program Title FY2018 FY2019 FY2020
Element

TOTAL 441 12.8 0.0
Transparent
Computing 18.6 9.2 0.0
DEFENSE CYBER
RESEARCH SCIENCES
SCIENCES Space/Time
Analysis for 15.50 3.6 0.0
Cybersecurity
(STAC)
SafeWare 10.0 0.0 0.0
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Applied Research: Cyber Security (1/2)
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Cyber Security Total
Cyber-Hunting at Scale (CHASE)

Harnessing Autonomy for Countering Cyber-adversary
Systems (HACCS)
Rapid Attack Detection, Isolation and Characterization
Systems (RADICS)

Enhanced Attribution

Dispersed Computing

Computers and Humans Exploring Software Security
(CHESS)*

Configuration Security

Cyber Assured Systems Engineering (CASE)

Active Social Engineering Defense (ASED)
Leveraging the Analog Domain for Security (LADS)

Brandeis

262.4

16.3

15.3

35.4

21.2
17.0

7.5

6.9
24.9
10.0
16.7
17.0

255.9

21.8

19.0

27.3

20.8
18.0

13.0

16.2
21.4
15.5
15.3
18.9

258.9
23.6

22.5

22.0

21.5
20.0

18.9

18.0
17.0
13.0
12.0

6.5
4



Applied Research: Cyber Security(2/2)

- [FY2018 [FY2019 Y2020 _

Extreme Distributed Denial of Service Defense (XD3)

Memory Optimization (MemOp)

Resilient Anonymous Communication for Everyone (RACE)
Cora

Searchlight

Cyber Fault-tolerant Attack Recovery (CFAR)

Edge-Directed Cyber Technologies for Reliable Mission
Communication (EdgeCT)

System Security Integrated Through Hardware and firmware
(SSITH)

Supply Chain Hardware Integrity for Electronics Defense (SHIELD)
Plan X

20.4

0.0
0.0
0.0
0.0
17.0

9.3

18.4

5.0
4.0

12.5

9.0
7.0
7.4
3.8
6.0

3.0

0.0

0.0
0.0

5.0

22.2
17.3
12.4
6.9
0.0

0.0

0.0

0.0
0.0
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2. IARPA

Intelligence Advanced Research Projects Activity

* The Office of the Director of National Intelligence

ICR9 5

* 2004F DMEMBELTOFHIEICKOTERIL
SMNT-DNIZZIE T ST H4RT
e IARPAIE. A2 TYDTRAZ2=FT4(IC) D H

BRI EDROERBTERBED N ONIZEYHE
OT=DIZ  INAYRG)INA)BZ—2 D) F—F T

A9 S LIZIERE

o FEIZDULVTILABA (research program(d$10M

BELOERLHONE

https://www.iarpa.gov/

FHlIXA~ER)

https://en.wikipedia.org/wiki/Intellisence Advanced Research Projects Activity



https://www.iarpa.gov/
https://en.wikipedia.org/wiki/Intelligence_Advanced_Research_Projects_Activity

Current Research

Title Description Research Areas
Homomorphic Secure multiparty computation, Secure multiparty computation
Encryption Computing  homomorphic encryption, verifiable Homomorphic encryption

computing, compilers, programming

Techniques with , _ Verifiable computing
languages, automated security analysis

Overhead Reduction Compilers
(HECTOR) Programming languages
Automated security analysis

Securing Information security, signals
Compartmented analysis, machine learning, radio
Information with Smart frequency communications
Radio Systems (SCISRS)

Trojans in Artificial Al security, Trojan detection, Al security
Intelligence (TrojAl) explainable Al Trojan detection
Explainable Al
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Title

ATHENA

Circuit Analysis
Tools (CAT)

Cyber-attack
Automated
Unconventional
Sensor
Environment
(CAUSE)

24d, 6N tEX TR E

Past Research(1/2)

Description

Cybersecurity

Cybersecurity and
information assurance,
hardware assurance,
microelectronics

Cybersecurity, cyber-
event forecasting,
cyber-actor behavior
and cultural
understanding, threat
intelligence, threat
modeling, cyber-event
coding, cyber-kinetic
event detection

Research Areas

ATHENA was a program
focused on computer
network operations.

Cybersecurity &
information assurance
Hardware assurance
Microelectronics

Cybersecurity
Cyber-event forecasting
Cyber-actor behavior and
cultural understanding
Threat intelligence
Threat modeling
Cyber-event coding
Cyber-kinetic event
detection

Performers

Boston University; Carl Zeiss SMT,
Inc.; DCG Systems, Inc.; HRL
Laboratories, LLC; JHT
Instruments, LLC; Neocera, Inc.;
University of Maryland;
Varioscale, Inc.

BAE Systems Information &
Electronic System Integration,
Inc.; Charles River Analytics, Inc.;
Leidos, Inc.; University of
Southern California
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Title

Security and Privacy
Assurance Research

(SPAR)

Securely Taking On

New Executable
Software of
Uncertain
Provenance
(STONESOUP)

Trusted Integrated

Chips (TIC)

Past Research(2/2)

Description

Secure multiparty
computation, private
information retrieval,
privacy and civil
liberties protections

Cybersecurity and
information assurance,
software assurance,
vulnerability detection
and mitigation

Cybersecurity and
information assurance,
hardware assurance,
microelectronics

Research Areas

Secure multi-party
computation
Private information
retrieval

Privacy & civil
liberties protections

Cybersecurity &
information
assurance
Software assurance
Vulnerability
detection &
mitigation

Cybersecurity &
information
assurance

Hardware assurance
Microelectronics

Performers

Applied Communication Sciences;
Argon ST; Columbia University; IBM -
T.J. Watson Research Center;
Raytheon BBN Technologies; Stealth
Software Technologies, Inc.

Columbia University; GrammaTech,
Inc.; Kestrel Institute; Leidos, Inc.;
University of lllinois, Urbana-
Champaign

Carnegie Mellon University; Cornell
University; LGS Innovations, LLC;
Northrop Grumman Corporation;
Raytheon Vision Systems; Stanford
University; University of Southern
California - Information Sciences
Institute
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CISPA - Center for IT Security, Privacy and

Accountability in Saarbricken
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ZINH4RH : Max Planck Institute for Computer Science. Max Planck Institute for Software

Systems., German Research Center for Artificial Intelligence
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CRISP-Center for Research in Security
and Privacy
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KASTEL — Competence Center for Applied Security
Technology in Karlsruhe
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seco rvo secorvo Security Consulting Karlsruhe

3 3 http://www.secorvo.de
security consulting

10/2015 - 04/2021.
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— Awareness measures for password security

|“-IT-S Karlsruher IT-Sicherheitsinitiative
http://www.ka-it-si.de

Karlsruher IT-Sicherheitsinitiative

’I» EEEEEE
Bl 7 | Surveillance: Ethical Issues, Legal Limitations, and Efficiency
http://www.surveille.eu/

RIFASIRA . Forschungsverbund - Sicherheitim &ffentlichen Raum
http://www.sira-security.de

\

=
/A FraunhOfer AISEC - Fraunhofer-Einrichtung fiir Angewandte und Integrierte Sicherheit

AISEC http://www.aisec.fraunhofer.de/

— SDN Intrusion Prevention and Incident Response in Industrial Networks

— Zero-Trust Authentication (ZeTA) with augmented and virtual reality displays
— A European and German Perspective on Data Protection Law in a Digitised World

— HelpMelCS: SECRYPT publication improves Web Application Scanner

— Article on data protection in the mobility sector

https://www.forschung-it-sicherheit-kommunikationssysteme.de/projekte/kastel
https://www.kastel .kit.edu/english/ 14
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