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yoersecuriy Cybersecurity Insurance
Rei Cybersecurity insurance is designed to mitigate losses from a variety of cyber incidents, including

ombating Cyber Crime dara breaches, business interruption, and network damage. A robust cybersecurity insurance market

ecuring Federal Networks could help reduce the number of successful cyber arracks by: (1) promoting the adoption of

rotecting Critical Infrastructure preventative measures in return for more coverage; and (2) encouraging the implementation of best

practices by basing premiums on an insured’s level of self-protection. Many companies forego

available policies, however, citing as rationales the perceived high cost of those policies, confusion

yber Incident Response
yber Safety N - _
about what they cover, and uncertainty that their organizations will suffer a cyber attack. In recent
years, the Cybersecurity and Infrastructure Security Agency (CISA) has engaged key stakeholders to
address this emerging cyber risk area

ybersecurity Governance
Eybersecurity Insurance
ybersecurity Jobs

Expand All Sections
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nformation Sharing Cyber Risk Management and Cybersecurity Insurance +
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nfrastructure Resilience . . .

] DHS Cybersecurity Insurance Working Sessions +
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0 13800 Deliverables
jhat You Can Do Benefits of a Cyber Incident Data Repository -

Following the working sessions and based oh the racommendatians of the participants, CISA continues to explore the benefits
and feasibility of a cyber incident data repository that creates a trusted environment for enterprise risk owners to anonymously share sensitive cyber
incident data. Conceptually, that data, once aggregated and analyzed, will result in increased awareness about current cyber risk conditions and longer-
term cyber risk trends. New analytics products, rooted in rich repositary data, in turn will help infarm more effective cyber risk management investments
by both private and public sector organizations as well as better cybersecurity insurance products. As the culmination of this conceptual effort, CISA will
2im to find answers to three key questions

* Do existing repositories meet the cyber incident data needs of cybersecurity stakehelder groups?

o Are owners and operators of existing repositories open to leveraging external cyber incident data and analysis knowledge and incorporating it into
their existing structures?

« If not, should a new cyber incident data repository be developed?
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