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Innovation Areas:

Cloug Securty
Thraat Dafense & Security Mgmt

Communication Security
security Provisioning [ Monitoring
Communication Sacurity

Physical Sacurity

iRt : Cisco Tech Radar https://techradar.cisco.com
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loTWF Steering Committee Working groups

Vertical Working Groups

O ONONORONO

Education Health Manufacturing Energy Retail Transportation Smart City

Horizontal Working Groups

6 @ B ©

Security, Standards & Architecture, Innovations, Sensors & GTM: Marketing
Privacy, Interoperability Management, Start-Ups Embedded OS New Business
Compliance Analytics Models
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Networked Connection of
People, Process, Data, Things
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Consistent Threat
Context- Aware Control Protection
Threat-Focused

Superior Complexity
Visibility Reduction
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Platform Exchange Grid (pxGrid), Network-Wide Context-Aware Security Platform

| have reputation info!
| have application info!

I need location & auth-group..

| have NetFlow!
| need entitlement...

| have NBAR info!
| need identity...

Single Framework I have location!
o EESSSSSS——_—. — | need identity...
/Ol \ Secured Interfaces ‘

| have app inventory info!
| need posture...

| have threat data!
| need reputation...

| have identity & device-type!
| need app inventory & vulnerability...
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Internet of Things (IoT): Malware Defense

Network As A Sensor

BB NS T v IEREA (NaasS)
FIURIROARYS —iB RERA | SN
e LU 0 o 0
\ Tt o' o0
FETNARFZRI L0 0 N
| t' ; !._: a1 C0 0 ' .

Bt R e Sy

T—ADEESIEND
MNTWST—42%RiE

Network As A
Enforcer (NaaE)
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