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Basic campaign and

More specific

Victim support
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BOTITO TV EMRER T v R—2[ Cyber Aware | Tld. BEEHOSINETROZ(H0, BRY-IL ORIz Eh .
® NCSC (National Cyber Security Centre) T(&. fAfEEA. REYVIBICHAIR (XEPRDHMDPRTVE) ZI2HULT
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protective advice

advice

services

Individuals

<Huio2&EH (EA. F/hER KER) >

Small and medium organisations

&|Na{\mal Cyber
Security Centre
ide

Smal Busingss G

& |National Cyber
CYBER AWARQ TOSTOP FRAUD m‘&acurﬁy Centre
CYBER AWARQ TOSTOP FRAUD 0 10 Steps to
Cyber Security
ActionFraud

%lNalionaI Cyber ActionFraud
Security CBntre  Samcmermr s e

GSP

www.getsafeonline.crg

ActionFraud
ety gt

WA, actionfraud.police.uk WA

,&lNaﬁona\ Cyber
Security Centre

(,y\e"“‘?‘;b m National Cyber
CrimeStoppers. & 2 VA VICTIM Security Centre
Speak up. Stay safe. = ° SUPPORT . )
Hayce Cyber Security Incident

Response Scheme (CSIR)

[https://www.cyberaware.gov.uk/sites/cyberstreetwi
se/files/cyberawarelawenforcementtoolkit. pdf]

Large organisations

<NCSCHH/IMEZERIT YRR - ARUTVSIIRE>

2&3,|Naricna Cyber
ex¥er [ Security Gentra

Backing up your data

Take regular backups of your important
dlata, and test they can be restared, This
will reduce the inconvenience of any

data buss from thefy, fire, ather

physical damage, or ransomware.

mmmm  ldemtify what naads to be backed up. Normally this
s= will snmprise dncumeans, photos, smails, congacts,
- i eabarselirs, hiapt in  faw commen foldirs Maks
backing up part of your everyday business.
Ensure the device containing your backup Is mot
permanently connected to the device halding the
iginal copy, neither physi alacal

natmor
Cansicer backing up 1o the cloud, This means yoer

ﬂ datn in sbared in & separnts locmtion [awey fram
yousr offices/davica), and you'll s b ablo ts
ez it quickly, from anywhers,

Keeping your smartphones
(and tablets) safe -j‘jo
{which are used outside the

safiety of the office and home)

Smartphones and tablets
need even more protection than ‘desktop’ equipment

Sweitich o PIN/password protection/fingerprint
recognition for mobile devices.

Canfigure dinvicis s that when lost or stolan thy
can be tracked, remotedy wiped or remotely bocked.

Wormp your devices fand all installed spps) up o date,
using the auicmatically update’ option if svailable.

Whan sanding sansitive data, dee't esnnoet o pubslic
W1-Fi hotspots - use 3G or 4G conmections (induding
tetharing and wireless dongles] or use VRS,

o) =iy

by

Bapince civice thet sre wo longer Ly
nanUEECTURees With up- te -ate altematives.

Cyber Security

Small Business Guide

Preventing malware damage

¥ou can protact your organisation from the =
damage eaused by 'malware’ (malicious fT-"
saftware, including viruses) by adopting

some simple and low-cost techniques.
Wse antivirus soffwars an all

carrectly - are a free, easy and
affective way to prevent

Using passwords to
protect your data g %
Passwords - whan implementad

andl laptops.
Dinly inséll approved software on tablets and
arnartphisri, and prevant usars froem doiloadg

third party apps from unknown seurces.
Patch ol snftusre and firmuss by prempely
ing th latest softwars updatis provided
= manufacturers and vendors, Use the ‘automatically
u

pedstn’ optice whars suailsbla.

Comiral acces monr ble media wach ny S0 cards.
i Swilch an yous firewall finclsded with mest

t
el USE stichs. Consldr disalfing ports, o lindting
access to sancioned media. Encourage statf to
transfer fili via email or chaud starage instead.,
‘operating sysiems) to create 3 bufier 20me briween
Your network and the Intermet.

Avoiding phishing attacks

In phishing attacks, scammars sond fake
ils asking for sensitive i i
{such as bank dotails), or camtaining links

torbad websites.

Ensure staff don't browse the web ar check smails
8 from an account with Administrator privileges. This
¥ il raduce the kmpact of successhul phishing attacks.

Sean far mabware and thangs passwords s soan it
L) possibie if you suspect a ssccesstul attack has
accurred. Dan't punish staff if they get caught out

= it discourages peopls Fram reperting in the future).

by Check for chuiaus signs of phisking, ike paor
spellineg and gramenir, or low quality versioes of
Tecagnisatie jagas, Does the stnder s smal address
Ink begitimate, or is it trying to mimic samenmne
e

ised people from

accessing your dovices and data,

Mk siiri all laptegrs, MACS arel PEx
e ancryptian products that requine &
paszword to boot, Switch on password!
FIN protection ar firngerpriat
Feeognition for mebile deviees.

Use two factor authentication (2FA]
Fur im werdnites e banki

part ing
and email, if you're given the optioe.

Awoid using predictable pasraords
saich s Farnily and pet narses). Avsid

the mest consmon ords that

criminals can guess [like passwind].

 yois ferget yaur passward [or
thisdk soma by sl hnews it), Gl your
IT department a5 s20n a3 you can.
Change the manufacturens’ defaul
g‘mwnsmldmumlimﬂulm.
ore are distril 1= staff,

Pronids weeurn siorags ws saff ean

wirite dowm passwonds and
them safe [bart mot with the
deaice), Ensure staff can resst

thair awn passwards, sasily.

Consider using & paseord
- IF s &l s e,
ke SUrE that the ‘master’ 17
pavmnrd (Hrat proside
aceess 1o all your othar
paszwards) b5 5

strang ane, -y

v,

wWimncsc

O www.ncsc.gov.uk

[https://www.ncsc.gov.uk/information/infographics-ncsc]
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