B4 —1

TM6E6ATH
REY A N—tFa)T1E252—

EEA IS ERYEBIFRITONT

EEA 7T, EXTEALGCERHSZEXA TS, HEEE. X Mo EDBE RN D
BEEA VIS ITIREERFELATEE L TETVDE,. END—AT. EEM V7T MY SEL
ERIES. A4 N—1FF. BRNEBRERAZLAELLTETEY., EES 075 DHER
EZHERL TV EDICE, BEEM VIS ZMYESIRREZIEEL. BEREERTHAL.
. MEROXBELEETHD, Fl-. BRAEETDHIHAN—AVITURERHLT
BoN-HBREZAFEITLHILE. BEEAVISDEIEZEHIERANCEETH D,

D=, BFYPTENEES VI Z2RYEBSERST BRI S =1 00T
FAaERAGHEONMEEZHET S,

AT
AN F Y T A ERMY B ED Q023 EEEATIRL) e 2
CBEALTSICHH HERAEMRIC DT (023 FEEAMEL) 11

CBSEDA VT R 518 DA B (2023 FREE AU 12



Ap 42

Y ALN\—tF2) T4 YENES (2023 FEF 4 MFH)

(B]
HAN—tF 1) TAHEBTOREGERICEY . EEAUISEMYEERITAE
BEARZHITTOSIREA. BLITEMTHILIERHEIEER B> TEFELI
A|EE, SAN\—EF 1) T/I2HRIENBER. BRNMES. HfTEIMRUYR
VBESHMIZAAL T, 2023 £EE 4 MEH( A ~3 B)D XL ARMEREFLH=E
DTHY . FAN—tF1)T4ERYEBEZDORIED—MET S L BMICIRER
L=t TY,

(FEFIE]
ABEE, ARABFRELEITERLELDTHARMEN S FHROERB/IZDONT
RAETHLDTEBHYFE A, HERDRIFEBE RS0,

1. ESNTAN—tFaUT4BER
1.1. kE

111, ETFKEEIZF—DHAIN—APTUMRIEHAR

O 2024 1 B 18 B, YAM/1\—txaT4-1275tF2)T4T(CISA). ;&
HEEBFBD., RFERETEPAL., LTKEWWS)EI2—MITOAY
TULRIEHAREHREEK ', WNS 23 —~D#GHLEERECEEZL.EE
AVI7ZERITEENLEEZELN RSTREENAHHEL.WWS 2HF2—DH A
N—txa1yT4581LZEBET,

O AHARTIK. HAN—AVITUDIATHAILDEEBEIZENT,
EDEREEAEDHADBEEHEEFEIZDONT WWS U2—DEBEXEIC
SLTHET S, BXEBEIARAMRERRATLHILIZKY . FAN—A22T
UMRER. RED . RERDBEBIZBEVWT. AV TR EZHH
I BIENTES,

1.1.2. NIST HA/N\—tFa)T4TL—LT—2 20
O 2024 % 2 A 26 B. REEIFERMAZRANIST)E, NIST F(/\—tF
A T4IL—LT—(CSF20 &%k %,
O CFS (I EOHBNITOINEHEREEEEEICEE, WD Identify GEAI) .
Protect (ff 1) . Detect (#2%0) . Respond (X ix) . Recover ([B118) [ZHNZ .

" CISAWater and Wastewater Sector — Incident Response Guide(2024/1/18)]. httos.//www.cisa.gov/resour
ces—tools/resources/water-and-wastewater—sector-incident—response—guide—0 (2024/5/10 &)

2 NISTINIST Releases Version 2.0 of Landmark Cybersecurity Framework(2024,/2/26)/. https.//www.nist.go
v/ news—events,/news,/2024,/02/ nist-releases—version-20-landmark—cybersecurity—framework (2024/3/18 [&
E)



CSF2.0 THT=1Z Govern(H/3\F>2R) %10,

O Fh. ATV RADOHRREFRZIEEAL 7T 10L& TOMERBICHEKRL.
YAN—X ) TAHORBEOMDIRIERICEE T RETHLLE
B, VAVIRA—b AR, BBILI-EAES|, SEXEI KRR TESHY
aJ%3Em,

113. BIZEOYA/\—tFxa)T1381L%

O 2024 F 2 A 21 B. A TUX#BIE KEDOMRM. ELZRVEREEHEZRD
REICRHATHRBOBEICAT HIRFEES (ICERAL. BLOYAN—F
BICEEMNTZELRZERELEOHS)DERERIL ‘L=, COXKES
THAN—AVITUOLDRERFELHIEL. DHS BT DR FZEHEIL. ¥
AN—BEZL-0TMHAOBOEEOKM - ERERETELHERE
'95,

O BEFZHERKRIE. PEROMMELEIL—VISHTEHAIN—)RHEHE
BEICEI B LRRERERTPFETHY. BLRRERTLIZEITS
EREERVEREEFH-IREROVAN—EFX2UT(EHEED
Ry IS /N

O NATUBHEIL. §1% 5 FRTEZA TS~ 200 ERILEHREL. XKE®D
BEIL—VEFERNEZEEETIEM,

114, FEERINEETHHA/N\—FH~DTEMBLE

O 202442 A 7 H.CISA_NSA, FBI R U/ \—rF—(L, FEERIZZESIN
1=IZ S )L—TTVolt Typhoon | IZBET DENEEFKEK °. KELD EXLEH
ORENRELERIC. KEDEEAV ISR -HIET 5201/ —KE
[CEATIT YT —VIZHERIIZRALERBLTWAEFFEL, EEA2T
SHARICZE,

O 2024 & 3 A 19 B, CISA,NSA, FBI RU/N—rF—IF £ET7I+—F
pEARENMEOERIIEEZ TV AN—F . EE(I75D)—4

5 THE WHITE HOUSEIExecutive Order on Amending Regulations Relating to the Safeguarding of Vessels,
Harbors, Ports, and Waterfront Facilities of the United States(2024,/2/21)/. httos.//www.whitehouse.gov/b
riefing—room/presidential-actions,/2024,/02/21/executive-order-on-amending-regulations-relating—to-the—saf
eguarding-of-vessels—harbors—ports—and-waterfront—facilities—of-the—united-states/ (2024/3/18 B &)

1 THE WHITE HOUSETFACT SHEET: Biden—-Harris Administration Announces Initiative to Bolster Cybersec

urity of U.S. Ports(2024/2/21)/, https.//www.whitehouse.gov,/briefing-room/statements—releases/2024,02/

21/fact-sheet-biden—harris-administration—announces—initiative—to—bolster-cybersecurity—of-u-s—ports/ (20

24/3/18 B E)

CISATPRC State-Sponsored Actors Compromise and Maintain Persistent Access to U.S. Critical Infrastr

ucture(2024,2/7) ], https.//www.cisa.gov/news—events,/cybersecurity—advisories/aa24-038a (2024,/5/28 [&

E)



—D=-ODITENZHEK . EBAISTEED)—F—IZxL. Volt
Typhoon | DEEMNSBEAESFA-0IZ. R I77 I —FTRE#ESh T
BHAZT U REFHL KIBRH TS,

115, FEOKES IIL—ITAPTI I T S5k

O 2024 £ 3 A 25 B, XEBFIL. KEZZEMELI YA N\—KEIZEAELT:
LT, FEBRAFEEET HIAPTIICHT 5 —EDHIFIEEEEE ',

O H#EELNEEESERIE. FEOLE 1 HERKLICFTETSEA2 AZE
BRI BT RITIETE % ZED /- REFR-FAFKAE(FCDO)L R TEME °,

O —;iéli FEEAN 2 AZEOHEE 7 AF, V1B AOHER

VEEFROHEDETER %

O EFHHE(E. APT31 LB FICRET H1FFICK L T, && 1,000 HHILD FESR

BETRMIDIEHREK,

1.2. E

121, T—31EX21)7«I2BT5 3 hEEE

O 2024 £ 1 8 4 B. PEBFX. £EEERELTOT—HFHAZREL., &
FHEOREEZHET I LETTAIANKYEELKRE lJEé'ET—a“T—&m)m\
F1THE +E€%§ ", RFTE T, 2024 fﬁh\b(b 3 EMT. T—HNDEE
ISADRE. T—2EBOEOHER. T IRBREOHE. T—321F2
JT4581E D=8 D ERFEZEETE

O 2024 £ 2 A 26 B, FEITEFEREIE. EELFITBITE5T—2EF2Y)
TAREHDME LI Faﬁ@“é;eﬁ’ﬁn+ﬁ(zoz4~2ozs E)Jé%—fi 2, RIETETIE.
BELEDT—IRE. T—23X1UTADRH|, T—F X T1EE

¢ CISATPRC State-Sponsored Cyber Activity: Actions for Critical Infrastructure Leaders(2024/3/19)/. htto
s.//www.cisa.gov/resources—tools/resources,/prc-state—sponsored—cyber-activity-actions—critical-infrastruct
ure-leaders (2024,/5/28 [ &)

7 US. department of StateUS. Takes Action to Further Disrupt PRC Cyber Activities(2024/3/25)]. https:
//www.state.gov,/u-s—takes—action—to—further—disrupt-prc—cyber-activities/ (2024,/5/21 B &)

¢ US. department of the treasury! Treasury Sanctions China—Linked Hackers for Targeting U.S. Critical Infr
astructure (2024/3/25)/. httos.//home.treasury.gov./news,/press—releases/jy2205 (2024,/5/21 &)

Y GOV.UKTUK holds China state—affiliated organisations and individuals responsible for malicious cyber acti
vity(2024,/3/25) |, httos://www.gov.uk/government/news,/uk—-holds—china—state—-affiliated—organisations—-and—i
ndividuals—responsible—for-malicious—cyber-activity (2024,/5/21 &)

0 US. department of justicel Seven Hackers Associated with Chinese Government Charged with Computer

Intrusions Targeting Perceived Critics of China and U.S. Businesses and Politicians(2024,/3/25)/. httos./
/www,justice.gov/opa/pr/seven—hackers—associated-chinese—government—charged—-computer—-intrusions—targ
eting-perceived (2024/5/10 [HE)

"IN REFIEFRA BB HHFEE x "= E172)11 £(2024—2026 ) X 7(2024/1/4). httos// www.
gov.cn/lianbo/bumen,/202401/content 6924380.htm (2024/5/21 B &)

2 I AN REFF PR BB TN S8 HHE L2 FE e S 5 5 (2024—2026 4E) B w3 /0[7(2024/2/2
6). https.//www.gov.cn/zhengce/ 202402/ content 6934385.htm (2024/5/16 [Z &)


https://www.state.gov/u-s-takes-action-to-further-disrupt-prc-cyber-activities/
https://www.state.gov/u-s-takes-action-to-further-disrupt-prc-cyber-activities/

DXIED 3 DDRENZR LSELH=HD 11 DEBIERZHEE.

1.22. BUFOD IT #HENSKE R FBK-0S £HR
O 2024 4 3 A 24 B. BUF#ENERT S PC &Y —/\—h o KEFERK
KF Intel 2t K% U Advanced Micro Devices ¥t M CPU ZEXFERIIZHERR T 5
EETEOHT-IT HaRFAZFRHEBEALIZERLoNT %,
O [EIfgEtIE. Microsoft £ Windows OS V0NN E R DT —EIR—RY IO T
[CDOWWTH, BEHRICESHZHEIITKROTIVS,

2. BESZBIFERZ AN —tEX 1T EDHBIER
21. EEAVISHEE

211, LINJoDZT149 -\ JERZEADHFAN—RE

O 2024F1A7TH.LN/VDEESRAIL—EDST147- 1N\ ) ERZEELH
AN—HBEZIT. IZAMERERE@IZ. LN/ VDX RNEET IL—
JTSoldiers of God |ZERY . 1SN XIET BHL/\/UEHL A LT BB BUREE
BEXRSERFIT AV E—INRIRINFERLoN- ", FEDFHY
BREVATLIE—FHITRELLEZN, 54RO a—)LICEEITEA -
T=o

O RYIL—TE. V=N ATAT7TEHEEZBE. ARASTILHEELTLS
AREENBEVWED R ALH S,

212. RERUVREEOKEDHF~ADTIUHY LI THRE

O 2024 £ 1 A 19 B, KEKXFKESE# Veolia North America #t1&. &K
B TIUY LI THREICKDIWMENRELIEDK " FUFMU5E
REZHWSRATLT—EEEAFKE, L T/KENBERKICEE L,
Sz EAFRRAVOATREELHLIBEE~DBEHNEER.

O 2024 % 2 A 12 B. EEXF/KESE# Southern Water #t (&, IT L XT L[
FEBASNY—N—DO—EhoT—ANGIIN-ELEK 1 A 228,
=91 TICRADT—2HBEHIN-2EEZIT.1 B 23 BICFABAE
BERMLABTZRBLTVDEEZLR 7, Y—EXA~NDEEI M o1,

5 FINANCIAL TIMES!China blocks use of Intel and AMD chips in government computers(2024,/3/24)). htt
s/ www.ft.com/content/7bf0f79b—dea7-49fa—8253-f678d5acd64a (2024/5/27 B &)

" The Record/Hackers disrupt Beirut airport with anti—Hezbollah message(2024/1/9)/. httos://therecordme
dia/beirut-airport-hack—information—screens—-baggage-screening (2024,/5/10 [Z &)

5 Veolial Veolia Responds To Cyber Incident(2024/1/19) . https.//mywater.veolia.us/veolia-responds—cyber—i
ncident (2024/5/21 &)

6 Southern Water[Cyber attack — update for customers(2024/2/12)/, https.//www.southernwater.co.uk/late
st-news/cyber-attack-update—for—customers—1/ (2024,/5/21 F &)

7" Southern Water! Cyber investigation(2024,/1/23)/. https.//www.southernwater.co.uk/latest-news/cyber—inve
stigation/ (2024/5/21 [H&)



2.13. KE ATRT OXFBERBIEES

O 2024 %2 A 22 B, KEBEKXF ATRT # TREEENREL. £2KXTE
REIChzY. & E\’oxut T AVE—yb, BEERY —EAHNFIH
TEiof- , ERBEZELFCON A XL -ELRLFERNA
BEEER . ZEEHEENR2ER YT —EXRIZET H1FHRE SNS TH
%u 20

O 2024 % 2 B 25 B, AT&T #I&. xYbT =IO BEEXEDFIED LY A RE
ThY. BEBEFICKVYEELZIT-TMHEOHIBERFICHL.1 BHY
DEHHEITHABTIREEZRETIERRK Y,

2.1.4. K[E Change Healthcare 1t ~DT Y LT 7 ILE

O 2024 % 2 A 21 B, XKEDOEERKR - EHE Y —E XAKXF UnitedHealth 7' )L
— & T Change Healthcare £t A%, [BlackCat 5> H L7 45 IL—FIZ
KOV AN—HEEZZIT. KEDEERUVGER-ZILWVDIRTLIZEE?,

O 2024 %2 A 12 B, RAVLIZRAEFEREZEALT. AMANMERTIEESR
BRI ERTE SN TULVELY Citrix IR—RILMBER A9 BRICSV Y LT
MNERSNT-,

O 2024 % 4 A 22 B, EELGT SV T74—LRUEHR DK 80%DHEEEN IR
2 5RTAAVITUMNRIENTET,

22. ERXEEEZT-ELESNIKETIL—TOHR

22.1. thEREE
O 2024 &£ 1 A. BlackWoodJIZDWT, HE. BARUEEDE AP ZEIC
LT, ERVINDZTOT7YvIT—r2ERLT. BERAVTSUNTH
% NSPX30 ZBef 9 SRR EZTo>TLVSHE ESET M ERE
O 2024 &£ 2 A.Ti-Soon L JIZDWT, R#EMASRAWVLLE=T—420 5, FEE

8 AT&TI Network Update(2024/2/22)], https.//about att.com/pages/network—update (2024/5/27 [H &)

9 XIThe FCC D#RF5(2024/2/23)], httos.// twitter.com/FCC/status,/1760737935178256756 (2024,/5/27 [H &)

20 X[San Francisco Fire Department Media D#RF5(2024/2/22)]., httos.//twitter.com/SFFDPIO/status/17606
18741422072177 (2024/5/27 &)

21 AT&TT Addressing the February 22 outage(2024,2/25)]. https://about att.com/ecms/dam/snrdocs/network
—employee—letterpdf (2024/5/21 BIE Y’ UnitedHealth Group!Frequently Asked Questions: What can you t
ell us about the ransomware attack?/, https.//www.unitedhealthgroup.com/ns/changehealthcare /faq.htm/
(2024/21 )

22 UnitedHealth Group!Frequently Asked Questions: What can you tell us about the ransomware attack?],
https://www.unitedhealthgroup.com/ns/changehealthcare/fag.html (202421 [H &)

% UnitedHealth Group!UnitedHealth Group Updates on Change Healthcare Cyberattack(2024/4/22)), https:/
Swww.unitedhealthgroup.com/newsroom,2024,2024-04-22-uhg-updates—on—-change—healthcare—cyberattack.
html (2024/5/21 [HE)

24 ESETINSPX30: A sophisticated AitM-enabled implant evolving since 2005(2024/1/24)]. httos://www.weliv
esecurity.com/en/eset-research/nspx30-sophisticated-aitm-enabled-implant—evolving-since=2005/ (20242
/16 &)



DENRYDHD APT HEX v R—U LOBEENFKRINT-L Palo Alto
Networks £t DR & *°,
O 2024 & 3 A . lStately Taurus]IZDULNT., ASEAN-A—RX S THRIH Iy
FRIZBARA> ASEAN MEEOMBBZERELI=RIL I T7HEETo1L
Palo Alto Networks L hVER & 2,

222 AVTHEE

O 2024 &£ 1 A. 'Midnight Blizzard ] IZ2D UV T. Microsoft £t & U Hewlett
Packard Enterprise #t DX\EI#t D EFA—ILANDRIET I EREHE 72,

O 2024 4 2 A . TNoName057(16) 1% H%, BADEE LI T HHEER
B HHNEZE Telegram [Z¥5%F5 . 2024 4£ 3 A . [NoName057(16) IhNVEE T 5
DDoSia ALY MZDULVT, Sekoia.io #t A\ 2024 E D FHMELFIRE »,

O 2024 £ 3 A.SandwormlIZDWNT, VIS4 FRINBIRRFICERIN T
BERZILDTT AcidRain DFLULVFEFE AcidPour ZHEEEL =& SentinelOne
AERE

223. JtEAf#REE
O 2024 %1 B.TAPT37JIC K HMEMEACIEFAMEEDEMREEMNET S
T R—2|ZDLVT, SentinelOne #MEE ¥ HEOKETHAM/\—1
Fa )T/ BAEDOHBOEAZENET HATREELNE L EIEHE,
O 2024 F 2 B, FAMVENETZEETBV)EBEERIFEHRETNIS)IL., LEAEE
DBET I —TIZKBHEEEMIC T E2H A N—KREIZODVWTDENEEH

% Palo Alto Networks/Data From Chinese Security Services Company i-Soon Linked to Previous Chinese
APT Campaign (2024/2/23)/. https.//unit42.paloaltonetworks.com/i-soon—data—leaks/ (2024/3/4 B &)

% Palo Alto NetworksTASEAN Entities in the Spotlight: Chinese APT Group Targeting (2024/3/26)]. https:
//unit42 paloaltonetworks.com/chinese-apts—target-asean—entities/ (2024/4/19 [H &)

27 Microsoft! Microsoft Actions Following Attack by Nation State Actor Midnight Blizzard(2024,/1,/19)/, htto
s.//msrc.microsoft.com/blog/2024,/01/microsoft-actions—following—attack—by-nation—state—actor-midnight—bli
zzard/ (2024/2/5 &)

% SECTFORM 8-K, HEWLETT PACKARD ENTERPRISE COMPANY(2024/1/19)/, httos://www.sec.gov/ixview
er/ix.html?doc=/Archives/edgar/data/1645590,000164559024000009, hpe-20240119.htm (2024,/2/5 BT &)

% sekoial NoName057(16)’s DDoSia project: 2024 updates and behavioural shifts(2024/3/1)], https://blog.se
koia.io/Noname05716-Ddosia—project-2024-updates—and-behavioural-shifts/ (2024,/3/15 &)

%0 SentinelOnel AcidPour | New Embedded Wiper Variant of AcidRain Appears in Ukraine(2024/3/21)/. htto
s.//www.sentinelone.com/labs/acidpour-new-embedded-wiper—variant—of-acidrain-appears—in-ukraine/ (202
44,22 &)

31 SentinelOnel ScarCruft | Attackers Gather Strategic Intelligence and Target Cybersecurity Professionals
(2024/1/22)), https.//www.sentinelone.com/labs/a-glimpse—into—future-scarcruft-campaigns—attackers—gath
er-strategic—intelligence—-and-target—cybersecurity-professionals/ (2024/2/1 B &)



5= 2%, —EX. TLazarus 2k D F > R—> Operation Dream Job [Z[f

=,

O 2024 % 3 A. IKimsuky |[ZEBE 9 5T /LI LT BabyShark DEFHEEEZ SN
B 1757 ILITT ToddlerShark [ZDULVT, Kroll $tAVRE *, IMEH(L.

ConnectWise ScreenConnect M 5514 % E AL T ToddlerShark Z R,

3. ERIZBITAHA/N—tF1)T1EFHAHEFER
31. EEAVISEE

31.1. BEERFEMEBICETIEEY—EX~NDEE

O 202451 A1 H16EF 10 0E,. BIIREEMATRAEE 7288195
MEMAFE L, —HTUT7TEEY—EXNLFHETELEL, RIEFALD
SRR FAE,

O 2024 %1 A 6 B.NTT FOEL KDDI (%, £RICTHMLEICESESEEME
DEREEHRELMr EEE I DERZRELE * ¥, NTT & KDDI (& 2020 4
[CHEREOFRICNVBOHSERESREZHBELTEY. KEARIE
ZFH—I%,

O 2024 £ 1 A 15 B.KDDI (&, NG EICLSEARBEFTERE. B
FEMBHDIRA L, B ADBEITO—K/\UFK Starlink ZFRAL-7Y
TTDHREICKYILRIEIR %,

O 202451 A 17 B NTTFO®L. EAREMEREICREIR ¥, 2024 £
3A 21 H.MEBEINIERHETZERLTIVZIZEVLWTH—EXMNEIR “,

%2 BfVIWarning of North Korean cyber threats targeting the Defense Sector(2024/2/19)/, httos.//www.verf
assungsschutz.de/SharedDocs/publikationen,/DE/cyberabwehr,/2024-02-19—joint—cyber—security-advisory—en
glisch.pdf?_blob=publicationFile&v=2 (2024/3/4 &)

B NISTEEME EHZ/E 2519 BHA /= ALO/HQIE 0 & 1(2024/2/19)). httos.//www.nis.go.kr/CM/1_4/vi
ew.do?seq=282 (2024/3/4 [ &)

¥ Krolll TODDLERSHARK: ScreenConnect Vulnerability Exploited to Deploy BABYSHARK Variant(2024/3/
5) /., https.//www.kroll.com/en/insights/publications/cyber/screenconnect-vulnerability—exploited-to—deploy—
babyshark (2024/4/8 &)

¥ RTFHICEFEEF B HE DU E T By S FEEBA—Z/L 1+, https.//www.datajma.go o/ kanazawa
/shosai/notajishinportal.htm! (2024/5/21 B &)

O NTT FIE 7/ 6 FREEF BHEIZIF 5 LB /G I EFDEMHIZDLT -NTT FIE, KDDI # /5] TH L
NEBISEEIH-(2024/1/6) ], httos.//www.docomo.nejp/info/news.release/detail /20240106 00 m.html (2024
/521 &)

57 KDDI[ 571 6 FEREEFE EHEIZ1ESTHE F R G 1EHFDENIZDLVT(2024/1/6))., https.//newsroom.kddi.c
om/news/detail/6.htm! (2024,/5/21 &)

% KDDI 57 6 FEREEF BHEIZL BBIEF T — O DEIFFFBRTIZ DLV T(2024/1/16)1, https://newsro
om.kddi.com/news/detail/kddi pr-1092.htm! (2024/5/21 [ &)

¥ NTT FIE 57 6 FEEEFLBHEDZEIZLSEIS Y —EIDEIFKFTIZ DUV T(2024/1/17)1, https.//ww
w.docomo.ne.jp/info/news.release/2024,/01/17 00.htm! (2024/5/21 &)

O NTT FIEMNEIA] S 7] 6 FREEFBHEDFZEIZLY, —BIT P THFEZ Y —EI N FHFTELL,
ESIFTFIBEL DSUVETIZ DUV T(2024/1/1)), https.//www.docomo.ne.jp/info/network/ kanto,/pages, /24010

1.00.mhtml (2024/5/21 &)



2 B TOY—EREIBRFHIIRE,

312, BIERBEOWEEA~NDIUY LI THE

O 2024%F1 A3 B. BERNTREZSHEBREFLITHOLABRUEEZANZER

BEOCYBEMIL. X BREBRREATLNIOY LI T7IZRREL, A
ANEBRNRAVLI-AIREEENHOEE LK Y, 2024 F£ 12 AETITH =4 X

BERREATLEEETLTE

O AF—FyMIEHLTLNS VPN %%EE’HE%%EMW?#O*LF?& S L
DITITRERE, THLO DY IREIZKY . RHRIBRAVDREBNEERSN G,
21=M, TAE RO EEETERICHTET A LI TERLERE

O HEZZF-HFICRESATOEAANERIE. K994 BFASD xﬁ .
BERER. E7LURBEEGRUVERICAFTDEHRKSL . £, £5H
B.BEZ.TREHIE. ZRELFH) . BER “2S0BEHOBEBRARUEE
=/ 1L, K%%@%Z%%xlﬁ: Sk

313. ER&ERREADTUY LD THE

O 20245 2A27BH. EREEEETDOENEHRIEOEZREEY—/\—
MOV LI TITREREL, Y—N\—RIZRESN-ZEEEDIT7IILD
—EHEBEEIN. MERUV—BAKDZITANETHIR. FREAETIY
A—ryhEREEL ©,

O 2024%3H18H. E{%"’*IE#—/\—@{&EIEM’E%EJ\ET MAERUV—i%
NEDZAZTEHE

O BREIE. AmRAICKRESN-RYN TN KFRRODIVE1—43(C
NERDSEREIEL TYE— T RN TG AT REL R EIZHE>THY. B
[CREFEH—/N—IZETIILO TRV I ERESNTLNVGEAI o= EHE

32. Wik

32.1. 5B 5F(CEAETHIVATLESE
O 2024F 2829 B.HBE.AFNE. FALUE. ZEFEE

Hl\lr%

RNEET HE

Y G FERBEOSYEEEX REBFHZ R TALANDFIEFTIEIIZDUVT(2024/1/31)). https//www.saita
ma—kenkou.orjp/ pdf/ news 20240131.pdf (2024/5/21 &)

? BERBEOCYZBREX RENZFZZRTLNDFIEFIEIIZDUVT(2024/3/28)). https.//www.saita
ma—-kenkou.orjp/pdf/ news 20240328.pdf (2024/5/21 &)

W IS FEEEETEBEZADIIEFIERIZDUVNT(2024/5/2)]., httos.//www.pref saitama.lgjpo/a0710/new
s/page/news2024050201.html (2024,/5/21 [HE)

" BBRFR BRERBEHEL I—ETEEEE (L BFIEANGFEREEOSYEEE) D X REEZZ

SRTALANDPFIEF ORI K EIZET B HELHFZZUNZDLVT(2024/5/9)), httos.//'www.ichiken.org/infor

mation/2704-20240509/ (2024/5/21 [ &)

Y BEEBREFLIHAME ERLGRHEEEEY— — | DEFFLIZ DL T(2024/3/4)). https.//
kokubu-seikyo,jp/2024,/03/04/post-1537/ (2024/5/15 &)

“ BESREFLETHEME ERLGREETEREEY—/ — I DREIA B #aE-—RNIFEDZ
BHIZ DUV T(2024/3/18) ], httos://kokubu—seikyo.jp/2024,/03/18/post-1545/ (2024/5/21 &)



BRI —TURATLEENREL, BERFHIOEHFOHBRIMED
FHEHEL, HEICKDE [RFERBEOTOTSLIZENT,. 5555
EAEBTHREIANELEIAZHEBICRELTCD=HIERENSERBANSH
->1= Y,

20242 829 B, AXEF I IL—TIZELT. £ZEDH7 1,300 HSAFIH
TEBEHT. O 5BNREREAONDI VAT LEENRELEL. WAED
RPN —BELLIZERLSNT: %

ENBENTH, Za—P—FURDHAVIVRAVETOEE, AV t—TY
DRFEHBNTIEDH—FRREDESTNHLON TS “°, £, Citrix
#t+> Sophos HDERIZEWNTH, S5FENRREALNDY IR I T D
TEEMNEAE,

Y H#EX TECHEE R 84— TRBFELLEISDESFIDTEE, HIERTEL5/IEE/2(2024/4/12)), htto
s.//xtech.nikkei.com/atcl/nxt/column/18/00001,/09151/ (2024,/5/21 BT &)

® NHKIRFERGIIN—T SXTALEEDEIA [585HI5FE 5 (2024/2/29)], https://www3.nhk.orjo/new
s/html/20240229,/k10014374401000.html (2024,/5/21 [ E)

#“ BleepingComputer! Citrix, Sophos software impacted by 2024 leap year bugs(2024,/2/29)]. httos://www.bl
eepingcomputer.com/news/software/citrix-sophos—software-impacted-by-2024-leap-year-bugs/ (2024,/5/21

10



EH4—3

BEEAVI73I12ETHEREFUHHICOLNT (2023 £E)

EBATSDYAN—tFa)T4ICRDPITHEE ICEDE, NEEENISC) . BRAET. BERHE
ERUVEES VISEREBFLORTITIONBEREAOERERRIUTOESY,

(BAL4H)
. L ee FY2019 | FY2020 | FY2021 | FY2022 FY2023
R # | # | s | # [0 20 3040
BEAUISEEEEN ONISCADIERER (%0 269| 309 407| 302| 99i 53; 63i 57| 272
BRERT - EREEL > ONISCADIERHE 16| 16 6 2 0f 78 3 9| 19
NISCA S (D1 $R 12 4t 38| 64| 91| 83| 250 371 34i 31| 127
(X) BEEA VISEEEENONISCADERERIILUTDOES Y,
1. ERAIAR
e FY2019 | FY2020 | FY2021 | FY2022 FY2023
FRORE B | s | & | E |10 :20 :30:40] %
XREDER Fk-EXUny b 12 28] 25| 28] 9 1i 2 0| 12
WEEEENTER EHR DT L 13) 23] 29 17| 9 4 4i 3] 20
x| TeHEEHITER 1R 0D B 1l 12| 200 15| 5i 6 3 4] 18
£ gRHzE,rTER LRTLEDQF AR 158| 157 181| 145 56i 31i 30i 31| 148
TL; I T TEDRE of 18| 46| 38| 2i 4i 8 6 20
%| Lgicounsss | L1~ FEORE T R I TR
SRTLE~NDEA 14 26| 24| 22| 6 20 11 4] 13
Z Dt 47 42| 80| 36| 11i 5i 14i 8| 38
2. [RERIEER EHER)
FY2019 | FY2020 | FY2021 | FY2022 FY2023
RECRE B | B | Bt | B |10 {20 {30 {40 |
TEA—LEDRE 13 o 47| 39| 4 0i 3 o 7
1—FI1DEDHY 12 9 7 71 4 0 o0 3 7
R DDoSHEZNDAET 7+ R 200 10| 19| 28] 16 6 2 8| 32
1& R O 7 IE 15 8| 13 13] 10| 5 20 3 o 10
PR E 0 0 1 1| o 11 17 o 2
BYLYRT LEERORER 1] 23] 15 8] 20 o 3 2f 7
1—HOEAEIR 6| 18 10 12| 4 of 3 3] 10
1-—HYOEEIR 6 13| 14 71 4 0f 0f 4] 8
RELIT7 A ILDEF 7 71 22| 28] i of 1 o] 2
PT— 7F§72£'_U'«f FORE 5 3 6 4 4 1 4 2[ 1
NBEXEOEEIR 39| 56| 107 49| 14 120 19i 5 50
BBZOHE 62| 39| 38 43| 8 12i 70 11| 38
eI L 16| 8] 32| 12| i e 150 3| 85
HABFOBEEN S DRE 4 71 10 71 18 20 28 ol 5
B 15 R E KEVERE 13 9 3 5 0f 1 0 0 f
), O Z Dt 33| 35| 48] 29 14? 10; 10; 7| 4
TH 53 68| 79| 62| 21i 6 8 16| 51

S HAN—KEBIZLZEZRDIERNAR (BEHEEREZLICNISCEES L ISHERBIZH N THH - BEH)

. o FY2019 | FY2020 | FY2021 | FY2022 FY2023
FANTRBEORE # | & | s | s [70i20 {30403
13 87| 100| 174| 143| 52 18i 26i 27| 123
SUY LI THE 8 13 46 30 8 5i 14; 9| 36
SUHLYITERIILY T THRE 11 8| 200 271 28 1 o 1| 4
DDoSHEBZDKET I £ R 14 4 15 25| 10i 6 3% 9 28
Z Dt 54/ 75| 84| 61| 320 6i 9i 8| 55

GE) FY:&EE. Q. H3H

11



BAH4—4

BEDA VT b biFonT-#Ell (2023 £EE 4 MH)

1 BB
EFEAVISYH—ERICEELI=A VT MEHIZ, EBEA U IOSEEATZEL
THEYA/N—tX2 T2 2—(ZEHNSNTULDEN, ChoDEERMLEHINEER
LEBZHSAE, CNODFEHROFNERAZREL TN I EFEZITWNS, BEH.
SBAZEERICT A=, LK REEZIZRELTHEY., —HEAMEICRITEHEHEN
HHETHEAMEZT V=TT,

2 AVITY b/

VPN #4238 DRESSE F AN T o LD T 7IZREE L=, DDoS HBELHLNEKET
YEREZITEEHEEIZKY., Y—EXDREIZEKELE C=-BHIHTRE SNtz SE
Y RIT—=I128HRT 5y FT—OBERORER Y FT—0 DERIZONTIE, IEN
HAEEERELI-LTREIBDIV—ERDEZEEICIE LIz NDETHELBIC, HEFHHE
WS EEYI-EET A ENTE,

O Y bFI—VEBGICRIEEETERULSETV ERAZHHRE LI-ZREBHEHNDHE
SUHLDITICREELEZ EICE Y Y —ERDIRBICKEAR-FEHILERHY .
FIZIXTIN—TRRICETREMER LB Hof=c VE—FADTFUZXEAD
VPN B2 0RFTANERE - ERT D VPN #IZMNMBRAODELG-TEY . SEDFRY k7
— ) LIEGT ABBROEEDEERICOVWVTERH#T 5 LHARE,

O BELHESEEN D ISHNE
BLWN=2300FFERY FT— OB EERL TV EDNRERTRET V7 €X
T EHINH o=, T MEBHECOVTRHEL TV AMBIET DT S LN RS
TLVEMN D == ORBRDOXISZ 8T A ZHE L -S40, BINREZERAL-L00S
ZENMRDBERDRAT B ORGSR Y FI—VEROLEMDEHDORINL T
W= emn, BREEZZTEHEHNH 1=,

O REHY—ERQEFEEEICE LV R T LS EBULLHROERI L E
DDoS MBLALNDIKRET VI EREZZT-EHINERHY . LHRAVZTHA D
REREERETTEL, vz T9 A FEFER LY —ERDREICKEAH-FHINH >
tzo —ERFZEEIZIG CT- DDoS WEADMERLICMA, BEEREROREFHRD
MR &BEY) AL £ DFRIDIFADNDE,

O EEXRICHICHETDMICDERTERIDE
[EEDRENLEEBADHE ERETHERAMREET THY THIS LI=FEHIAH -
AT, AUTFTFURERICHESEETHACLMD DO LT, BEEILECHEREE
L7=E. MSEROERBDOHIMICH BICHFHEE LR, REMICHhEYY—EXD
IRBIZFENH-FHIN B o -, BEFRLERIZE (T DREIS EIR ARG DHELNDE,
(L)

12



	04-1_資料4-1_重要インフラを取り巻く情勢について（2023年度）_機密性表示削除
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