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1998 6  NetSec’98 Purdure Eugene Spafford
2000 10 SANS Firewall
500 2,000 http.//www.sans.org/
2002 7
DoD 2001 97 98%

http://www.govtech.net/magazine/sup_story.phtm|?id=18492

2003 8
http://www.mext.go.jp/a_menu/kagaku/chousei/unyo/saitaku/15/03061901/002/066.pdf
http://www.mext.go.jp/b_menu/houdou/17/12/05122703/011/006.htm
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1993 CSI Computer Security Institute
1998 6 NETSEC’98 Purdure Eugene Spafford
1998 2000
2000 10 SANS Firewall 500 2,000
http://www.sans.org/
2001 4
2002 6
2003 4
2002 10 COE
2003 Network Security
2003 8
http://www.mext.go.jp/a_menu/kagaku/chousei/unyo/saitaku/15/03061901/002/066.pdf
http://www.mext.go.jp/b_menu/houdou/17/12/05122703/011/006.htm
2004 4 ISMS
2006 4
o Ei Spafford f
=fl” EUgene spatior NETSEC*98  http://www.gocsi.com/
|
The Worm Story ”Crisis = 2006 16 cs
and Aftermath™ 11 Annual Conf. & Exhibition 2006 33
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Howard Schmidt 2005 10
SecureLondon 2005
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Introduction: Role of security, Types of security, Definitions
Classification Schemes, Access Control

Formalisms: Information flow, Protection Models

Policy: Risk Analysis, Policy Formation, Role of audit and control

System Verification

Network Security. Distributed cooperation and commit.
Distributed authentication issues. Routing, flooding,
spamming. Firewalls

Formal policy models
Authentication and Identity

Certification issues

Cryptography: Cipher methods, Key management, digital signatures

System Design principles. TCB and security kernel construction, Verification,

Audit Mechanisms

Malicious Code: Viruses, Worms, etc.
Intrusion Detection and Response
Vulnerability Analysis

Issues

Physical threats, operational security, Legal and Societal

Purdue Computer Science Master

Information Security

What Is Information Security?

Type of Attacks

Hacker Techniques

Information Security Services

Legal Issues in Information Security
Policies

Management Risk

Information Security Process
Information Security Best Practices
Firewalls

Virtual Private Networks

Encryption

Intrusion Detection

UNIX Security Issues

Windows 2000/Windows 2003 Security Issues
Internet Architecture

E-Commerce Security Needs
Wireless Security

'DES AES
" RsA
Diffie-Helman
X509

:SSH PGP VPN SSL
Web : Web
0S :

Network Security A Beginner's Guide, by Eric Maiwald
Network

Security
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Telecommunications

Retail

Financial

Manufacturing

Info. Technology

Consulting

I

Transportation

Utility

Legal

Medical

State government

Educational

|

Federal organization

Local government.

I"

Sarbanes-Oxley changed focus from
technology to corporate governance.
SOX

|| Sarbanes-Oxle

r . raised level of
interet in InfoSec

SOX
|

2006 CSI/FBI Computer Crime & Security Survey
( http://www.gocsi.con/ )
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CSI/FBI Computer Crime & Security Survey
45 42 : 3882 ROI: Retum on Investment
38 NPV: Net Present Value
40 IRR: Internal Rate of Return
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