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Number of packets

Number of IP address

Number of packets

Year par year For darknet par 1 IP address per year
2005 0.31 billion 16 thousands 19,066
2006 0.81 billion 100 thousands 17,231
2007 1.99 billion 100 thousands 19,118
2008 2.29 billion 120 thousands 22,710
2009 3.57 billion 120 thousands 36,190
2010 5.65 billion 120 thousands 50,128
2011 4.54 billion 120 thousands 40,654
2012 7.79 billion 190 thousands 53,085
2013 12.9 billion 210 thousands 63,655
2014 25.7 billion 240 thousands 115,323
2015 54.5 billion 280 thousands 213,523
2016 128 billion 300 thousands 469,104
2017 150 billion 300 thousands 559,125
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Port Target Service

23/TCP loT (Web Camera, etc.)

Other Ports 2323/TCP loT (Web Camera, etc.)

35 8% 5358/TCP loT (Web Camera, etc.)

7547/TCP loT (Web Camera, etc.)

1900/UDP loT (Home Router, etc.)
SQL

1433/TCP

443/TCP SSL/TLS
A 80/TCP HTTP
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What is a darknet?

Scan Traffic

10.0.0.1
10.0.0.32
10.0.0.33

Example Network: 10.0.0.0/24

* 10.0.0.1-32 are assigned to devices.

* 10.0.0.33-254 are unassigned.

* A bot scanning the whole subnet will land on unused IPs. 10.0.0.254

(o )74



Top 20 countries — raw numbers

Top 20 Countries

Country Name

[

2,972

Turkey NN 530
Republic of Korea |G 610
Russia NG 604
Vietnam |GGG 524
ndia [ 460
Indonesia [N 428
Taiwan N 321
taly I 285
ran I 251
Thailand |l 244
France Il 219
United Kingdom Il 191
Mexico [ 176
Argentina [l 169
Ukraine [l 150
Colombia B57

Raw Bot Count
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.wé University of

. BRISTOL 22 February 2019
— , Side channel

Statistical security for
Human and loT Analysis and
Organisational Aspects Swarm robot security countermeasures

Big Data ethics
Software and Information Risk Design and Security

. Management .

Infrastructure Security Network Forensics Analysis of Protocols
Cyber Security Group Cryptography Group

Current Research grants: > £15M
40 Researchers

3 bristol.ac.uk
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...................................................................................................................................................................................................................................

Centre for Doctoral Training on Trust, [dentity,
Privacy and Security in Large-scale Infrastructures

Estimated 25-50bn connected devices!

= (0 'I' Yok & i, ﬁ@ p

Vehicle,asse l,o rson & pet Agriculture automation  Enerqy consumption  Secwrity & B o
onitor LAJ&C wtro //utj & t oo J}{M lug i

WY Cnbedded ] Everyday things for smarter
%.‘@5 b |nternet of thlngS get connected '.: .'tomorrow
7 Com— ’ o
Coude,. = 8 B i M po e
HoH & wireless f & at ¥ ﬁ
Sensor network 6ve(jdy Hu'aj.r Smart homes & cities Telemedicine & helthcare

...................................................................................................................................................................................................................................
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Centre for Doctoral Training on Trust, Identity,
Privacy and Security in Large-scale Infrastructures

Estimated 35 zeta-bytes (35 x 10%?) of digital records!

9 bristol.ac.uk




.Vé University of
BRI BRISTOL

Bristol Cyber Security Group

22 February 2019
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Testbeds
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DYPOSIT. Dynamic Policies for Cyber-
Physical Infrastructures under Attack

Applications
Highly Dynamically
A
Managed _CP S Spectrum ggregate

Dynamic Policies Framework

\-‘_'

Deploy and Manage

\
™
s
- ¥
“ l/
- N\
N

Socio-technical |
_ | analysis of CPS
under attack

4 bristol.ac.uk




University of
BE BRISTOL

Bristol Cyber Security Group 22 February 2019

* Attack analysis

* How and why security vulnerabilities are introduced
into cyber-physical systems

* Analysis of attack scenarios and their
implementation for studying system and operator
behaviours under attack

o Attack detection

 Specialised vulnerability scanners and intrusion
detection systems for cyber-physical infrastructures

5 bristol.ac.uk




University of
BRISTOL
Bristol Cyber Security Group 22 February 2019

* Dynamic policy models

* Model for dynamic change in an ICS configuration

* Platforms to support dynamic policies

* A CPS Operating System that supports secure loading
of third- party application micro-services, strong
application isolation, confidentiality of application
data and contractually limited access to device
resources.
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Bristol Cyber Security Group 22 February 2019

- Security and Safety of life,
~ infrastructure and environment

> - -~ .
8 ‘Ivano-Frankivsk
¥ Y o <
- . R A\“ A\
I ) 2
— | 3 P8, -

Resilience

7 bristol.ac.uk
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Industrial loT
Cloud Platform Wonderware > ThingWorx
Data = ' Data
Analysis Analysis

Industrial loT
Supervision Network

The Convergence
of loT and OT

)
EthernetIP / Jesnet ﬁ‘ Ziabee

Data WirelessHART | i
DNP3 g K ! e
Data i 2
\ i1 WirelessHART -ﬁ\

Temperature

Transmitter
Zigbee

Ethernet/IP DNP3 Modbus \\ Temperature Transmitter
PLCs RTUs Data

8 obristol.ac.uk
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Anatomy of Attacks

l UPDRATE FROM SOURCE bl
2, T ]
- _._. = 7 ?
S I\ o — o=\
1. infection 2. search 3. update
Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if itis,
Microsoft Windows. By brandishing a digital trial control system made by Siemens, the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.

B~

4. compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system's logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do
been identified by security experts. them spin themselves to failure. anything about it

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

9 bristol.ac.uk
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RITICS: Risk management in cyber-physical
systems

* Mumba: Systematic and rigorous metrics for
security risk decision-making

* NIS: Organisational and sectoral differences in
compliance

12 bristol.ac.uk
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Understanding Existing Practices
and Factors Pertaining to ICS Cyber
Security

Business-focused
Metrics

Real-world Constraints in Security
Risk Decisions

13 oristol.ac.uk
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Case Studies

Latent Design

Conditions

Fieldwork

Grey Area and
Limbo Design

Feedback from metrics to model of objectives

Business
Objective ¥
I z
v v £
Business Business 5
Sub-objective | Sub-objective &
Business Business Business =
Ib'obitﬂl\’t Snbob)c(nvtl Sub-objective) Sub- ob;«nvtl i l
v . v v - v &y v - v 5 I
! |
Measurement Measurement ' [
Deriv
. Goal Goal measurement
goals

gy
Y Y Y Y

MetncJ MetncJ Metncj Mech l

Game play

Decision
Patterns and
Risk Thinking

Testbed

Technological

Factors

...................................................................................................................................................................................................................................
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4. Monitor consﬁmpfion 5. Express 3. Provide value- 2. Write generation
& evaluate service preferences added services . data
performance ¢ : AN
v i ™,
4
| —
| ——
—
| <Monitoring> <Performance> <Preferences> <D.L.T>
. ; v
"\ J-".- ' P -

4. Services read / write
T transactions

& £ of

<Agents> <Billing> <Forecast1ng>
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* At least 10 PhD students starting per year

* Four major areas of focus:

1. Socio-technical challenges to security and privacy at-
scale

2. Resilient Infrastructures in Partially-Trusted
Environments

3. Empirically grounded assurances for security and
privacy at-scale

4. Responsible innovation

10 oristol.ac.uk
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CENTRE
Research Strategy CSIT i;’:f:i‘iié;s

Securing Connected Systems

Building on our cores areas of expertise:

Secure Connected Devices

Networked Security Systems

Industrial Control Systems (ICS) Security

Security Intelligence




Secure Connected
Devices

+ Trusted Hardware

« Hardware-based Security Services

C CENTRE
I FOR SECURE
S I INFORMATION
TECHNOLOGIES




Networked Systems
Security

* Network Security

« SDNFV Security

* Malware Analytics

* Cloud Security

* Mobile & loT Security
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Security Intelligence

Securing cyber-physical
systems through the
development and application
of novel Al technologies

CENTRE

FOR SECURE
INFORMATION
TECHNOLOGIES




XS

PROFESSOR MAIRE 0’ NEILL
JANUARY 201 9

CENTRE

FOR SECURE
INFORMATION
TECHNOLOGIES




Insecure Connected Devices

Tech Republic’s list of the 1 /east secure
connected devices - Feb 2018

CENTRE

FOR SECURE
INFORMATION
TECHNOLOGIES

X1 _
W -

Adapted from https://www.techrepublic.com/pictures/photos-the-11-least-secure-connected-devices/




Secure Connected Devices

Secure
Connected
Devices

Trusted Hardware

» Cryptographic Hardware & Software Architectures
» Physical Unclonable Functions (PUFs)
» Side Channel Analysis (SCA)

» Hardware Trojan Detection

Hardware-based Security Services

» Practical Post-quantum cryptography
» Advanced Cryptographic Architectures

EPSRC
%

§SAFE
Hmscrypto

In association with

National Cyber
Security Centre

o
siEar k57:
SMART GRAD PROTECTION AGA ST CYBER ATTACKS

Centre for Defence Enterprise

(intel)’

Sponsors of Tomorrow.

k--5

KoyHAS - Hific oné Tasx Koo

riscurc

rambus

Cryptography Research



Cryptographic
Hardware
Architectures
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High Speed AES

« Very high-speed Advanced Encryption Standard (AES) Hardware
Architectures

« Novel algorithmic & architectural optimisations

« Successfully commercialised by Amphion Semiconductors
(acquired by Trident Microsystems, 2010)




)
Lightweight Security &'

* First to show that a public key algorithm, the GPS Identification Scheme,
could be deployed on passive RFID tags (2007) — in collaboration with
Matt Robshaw, Orange Labs, France
(180nm CMQS, 900 gates, 5uA at 500 kHz, 68 cycles)

-----------------------------------------

Read T -
eader g | HEHEHEEEHT
Key, k s Key, k | EHEHE e




Lightweight Security

* Lightweight SHA-256 Hash Function Designs optimised for RFID (2011)
- smallest & lowest power designs to date
(130nm CMOS, 5358 gates, 2.86uW @100 kHz)

* Proposed use of SHA-1 and GPS ID algorithm (2010) to provide the
lowest cost Digital Signature design to date for RFID (130 nm CMOS, 7500 gates)

\

i S
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Fully Homomorphic
Encryption

CENTRE

FOR SECURE
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High-speed FHE over the integers

Coron et al., Public Key Compression and Modulus Switching for FHE over the Integers, EUROCRYPT 2012 T H A L E 5
0
C=m4+2r4+2 bix; mod x Proposed LHW Multiplier Architecture
=1
LT
Parameter sizes Bit:::lr:igth Efit;lieg'g;:
Toy 936 150,000 158
Small 1476 830,000 572 S
Medium 2016 4,200,000 2110
Large 2556 19,350,000 7659 B S } SE

b;can be taken to be a Low Hamming Weight (LHW) integer
with max HW of 15



Quantum-Safe
Cryptography
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Quantum-Safe Cryptography

Lattice-based Cryptography (LBC) emerging as a very promising PQ candidate

LBC encryption and digital signatures already practical & efficient
- NTRUERcrypt exists since 1996 with no significant attacks to date
- Recent LBC signatures schemes shown to outperform RSA sig schemes

Underlying operations can be implemented efficiently

Key Server

« Allows for other constructions/applications beyond encryption/signatures
- |dentity based encryption (IBE) ﬂ
- Attribute-based encryption (ABE) r
- Fully homomorphic encryption (FHE) o ®

m
s IS
IE,F,,
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Side Channel
Analysis
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Physical
Unclonable
Functions
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PUF for Connected Devices

Integrated PUF into Vehicle to Grid (V2G) Communication Interface for
use in an Electric Vehicle (EV) charging system

to provide
HWID/
Key
Binding
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e EISIHE : WGIS AL

*WG1: <Formal Methods>
Cryptographic Protocol Verification/Privacy by Formal Methods

WG2 <Cryptography>
Lattice-based cryptography / Post-quantum cryptography

 WG3 <Events and Malware Analysis >

Events collection by sensor technologies and exchange for joint analysis
of attack events with malware analysis

« WG4 <System Security and loT security>
Countermeasure against Side Channel Attacks (using Polymorphic Code)
* WGH5 <Privacy>

Technologies on Sanitization, Generalization and Data Mining for privacy
preserving ?to be applicable for specific applications)

«WG6 <ICS/ITS Security>

Automotive Security, CIIP

*WG7 <Network, network security, measurement>

Virtualization, SDN security, including measurement of security
performance and effectiveness:--  (including 5G security)
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DRDoS 22

+HFou kAN —2Z2TD 7RI .Z2E1ERMAS, 2 1. ASEER T 1

Cat Protocol Port(s) Description
9 SNMP v2 161 Monitoring network-attached devices
e NTP 123 Time synchronization -
J‘:E DNS 53 (Primarily) Domain name resolution :
2 | NetBios 137 | Name service protocol of NetBios API
2 SSDP 1900 Discovery of UPnP-enabled hosts
en | CharGen 19 Legacy character generation protocol n
3 | QOTD 17 Legacy "Quote-of-the-day” protocol
o BitTorrent any BitTorrent’s Kademlia DHT impl. o Ip
> Kad any eMule’s Kademlia DHT impl.
g | Quake 3 27960 Games using the Quake 3 engine
(‘5 Steam 27015 Games using the Steam protocol
ZAv2 164XY P2P-based rootkit
2 | Sality any P2P-based malware dropper
@ | Gameover any P2P-based banking trojan

I ——
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Open Servers (Reflectors)

DDoS Target
\“,\‘% |

e J ;
. > : g

\‘ o \S " X-y-z.w

penet DRDOS™. f——5 sTop
HoneypOtS 5 Queries spoofed to be from

watch! host X.y.z.w

Response
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bitstress.com Queries
0000 = Honeypot1
60000 DOS Alert detected at " Honeypot2
Backbone
50000 m Darknet
6d 65536/P)
40000 | ays |
30000 Darknet
20000 |_|
Honeypot {}
10000 —ﬂ I
o0 M | = B |
% % % % % % % e % % % e %
N N N N N N N N N N N N N N N
2 9 (9\ O q/@\ o @b(\ (b@\ \ W (9\ S W @
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MEFIIC, REWEBICZDCEZRERAMLUTLYD,

0 day
within 1 day
2~7 days
8~30 days

4 (12.1%)
5 (15.2%)
7 (21.2%)

6 (18.2%)

9 2H

31~ days

After the attacks

Not detected

3( 9.1%)
4 (12.1%)



DR-DoS alert A*—ILDEMA
e DR-DoS alert sample (e—mail)

START of DR-DoS attack

[Target IP]
XXX XXXXXX XXX

[Detection time]
2014-11-13 23:57:37

[Protocl]
DNS : port 53

[DRDoS Honeypot detail datea]

AS num : “AS2516 KDDI KDDI CORPORATION”

country : “Japan”
pps(MAX) : 2.2
pps(AVG) : 1.1416666666666666

[Domain]
“wradish.com ANY IN":137

END of DR-DoS attack

[Target IP]
XXX XXX XXX XXX

[Detection time]
2014-11-13 23:57:37

[Protocol]
DNS : port 53

[DRDoS Honeypot detail data]

AS num : “AS2516 KDDI KDDI CORPORATION”

country : “Japan”
pps(MAX) : 2.2
pps(AVG) : 1.1416666666666666

[Domain]
“wradish.com ANY IN":137
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Scanning Back

Profiler :
Sensor 1 . .
T i
\i/ ' Learnt Command
. b : : ' Interactions
> | Proxy log Device Profiles !
] ! i
Vulnerable Services
Sensor 2 I Banners i
T Authentication i
17| | Proxy | [iog Command i
Gateway U Interaction | I Actual
Proxy : 5 . Device
: ! IoTBOX
Sensor 3 Proxy
Handler 3 '
| | nnt End Multiple CPU
Proxy lo P — . )
g log ||| Front End v Architectures
: Responder
¥ P Unknown
& Commands
¥

|
‘ Mmplemented

<«

Malware Access

In 13 countries " Downloader |+ Manager [~
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WEARAMEIOT #25 (BERAAN

Solid Stage Recorder

LED display control system
Data Acquisition Server

Wireless Router T By GSM Router

VolP Telephony System

IP Phone Parklng Management System ;
D o B
Internet Communication Module )
Video Broadcaster
user() IIOD1 ; re——— e »
£ INTERNET()  RX/TX0O § :--‘-'?3?1— et
10 Yohow. LINKO 10 D 2
SERIAL OUT»

Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, and Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow, “loTPOT;
Analysing the Rise of IoT Compromises,” 9th USENIX Workshop on Offensive Technologies (USENIX WOOT 2015).
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(Super-Smart+Connected City)

Smart+Connected City Smart+Connected City Smart+Connected City Smart+Connected City

Parking Traffic Safety & Security Lighting

Give citizens live Monitor and Automatically Provide view of Manage street
parking manage traffic detect security people flow data lighting to reduce
availability incidents to incidents, shorten to aid planningand  energy and
information to reduce congestion  response time, leverage location maintenance costs
reduce circling and improve and analyze data data for contextual
and congestion livability to reduce crime content and

advertising
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Thank you for your attention

Toward success of Tokyo 2020!!
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