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Global City Team Challenges

https://us-ignite.org/globalcityteams/
Final Demonstration: June 2015

« GLOBAL CITY I treameg, | Ke
NSr (-)g TEAMS 0 US":]* Hnic ABOUT ACTION CLUSTERS

Global City Teams Challenge

The Global City Teams Challenge is an initiative designed to
advance the deployment of Internet of Things (IoT)
technologies within a smart city / smart community
environment.
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Fujisawa-City Field Trial
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IOT/M2 M through the Space/Air/Ground

Wide-area information broadcasting
via quasi-zenith satellite system

“evacuate!”

“evacuate!”

Local disaster
monitoring from

“evacuate!”
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Possible Risks at a home in 2020

» Connected Consumer Devices and Connected Services

HEMS Network AV/Appliance Network Healthcare Network
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ClouT Project

PARTICIPRTORY SENSING:
HEEPING CITIZENS IN THE
LOOP OF THE CITY LIFE

INTERACTIVE

CONTEXT-AWARE CITY
INFRASTRUCTURE

SHARING USER loT
DEVICES In THE CLOUD
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Topics in loT Security
(by CISCO loT Security Challenges)
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Cloud Security i Privacy Protection

Threat Defense § Security Mgmt
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Hacking Control Area Network in a Car

Experimental Security Analysis of a Modern Automobile
K. Koscher et. al.
2010 IEEE Symposium on Security and Privacy

[x

P e -

| OBD-II connector - -

" CANCapture ECOM cable
| &

Figure 2. Example experimental setup. The Figure 3. To test ECU behavior in a

Figure 1.

Example bench setup within our

lab. The Electronic Brake Control Module
(ECBM) is hooked up to a power supply, a
CAN-to-USB converter, and an oscilloscope.

laptop is running our custom CARSHARK
CAN network analyzer and attack tool. The
laptop is connected to the car’s OBD-II port.

controlled environment, we immobilized the
car on jack stands while mounting attacks.



V2X Demo: V2V, V2P, V2B, V2P...
BEEER, EEEE., /N7 —FvILES|, HTE VN4 ) EH. etc

9 &> hide tokuda lab. 19



Volvo's experiments

Volvo Introduces “Roam Delivery”
Services to Connected Cars—But Why?

February 20, 2014 at 12:50 pm by Alexander Stoklosa
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loT/M2M Use Cases: UC1-UC7

n Use Cases

uc2
uc3
uc4
Ucs
uce
uc7
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UC2: Healthcare with Automatic Analysis Services
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UC2: Healthcare with Automatic Analysis Services
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Security by Design
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