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Fortinet & Virtual Private Network (VPN) % & oD fifi 55 1% (CVE-2018-13379) !
Ivanti & VPN 2 & lPulse Connect Secure] MDHEZ54E (CVE-2021-22893,
CVE-2020-8260, CVE-2020-8243. CVE-2019-11510) ?
Citrix &I ICitrix Application Delivery Controller]Citrix Gateway) Citrix
SD-WAN WANOP1 @ ffa 5514 (CVE-2019-19781) ®
IMicrosoft Exchange Server] MAE5514E (CVE-2021-26855 %) ¢
F5 Networks & TBIG-IP1 ! & o i 55 1% (CVE-2020-5902) °
[SonicWall Secure Mobile Access 100 ') —X | DfE551 (CVE-2021-20016) ©

" NISC [Fortinet # VPN D 55 1#(CVE-2018-13379) (2] 53 B 24> 7 ZF L T2 00 TOMEEME DI I
DUV T(2020/12/3) /. hitps://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf (2021/7/21 [ %)

2 Ivanti /Pulse Connect Secure Security Update(2021/4/20) /. https://blog.pulsesecure.net/pulse-connect-secure-
security-update/ (2021/7/21 [ &

 Citrix [CVE-2019-19781 - Vulnerability in Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-
WAN WANOP appliance(2020/10/23) /. https://support.citrix.com/article/CTX267027 (2021/7/21 [#] %)

4 Microsoft /On-Premises Exchange Server Vulnerabilities Resource Center(2021/3/25)/, https://msrc-
blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/ (2021/7/21 [# %)

® F5 Networks [K52145254: TMUI RCE vulnerability CVE-2020-5902(2021/5/3) /.
https://support.f5.com/csp/article/K52145254 (2021/7/21 [ )

¢ SonicWall CONFIRMED ZERO-DAY VULNERABILITY IN THE SONICWALL SMA100 BUILD VERSION
10.X(2021/2/4) J, https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001 (2021/7/21 /4%
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- TMicrosoft Windows Print Spooler] MDRfEss 4k
(CVE-2021-344817, CVE-2021-34527¢)
- TMicrosoft Windows] @ FAA4 >a>r rO—5—DH5EM4 (CVE-2020-1472 %) °
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7 Microsoft 'Windows Print Spooler Elevation of Privilege Vulnerability CVE-2021-34481(2021/7/15) /,
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481 (2021/7/21 [ %)

¢ Microsoft 'Windows Print Spooler Remote Code Execution Vulnerability CVE-2021-34527(2021/7/16) /,
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527 (2021/7/21 [# %)

Y Microsoft /[CVE-2020-1472 Netlogon D4FHEDIFIEDHEFT1£(2021/2/9) /. https://msrc.microsoft.com/update-
guide/ja-jp/vulnerability/CVE-2020-1472 (2021/7/21 [# %)
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RHRRICE T HEH|EF 2 7 1 K (IPA)

https://www. ipa. go. jp/security/measures/vacation. html

- 2021 4 AN 5 6 A%HRYIR > T (JPCERT/CC)

https://www. jpcert. or. jp/newsflash/2021070801. html

T L= R RTEARICEXF LT EBEITRELICTDLTNISC)

https://www. nisc. go. jp/active/general/pdf/telework20200414. pdf

CSVUYLADITICEKB YA N—HEICET HFEEREIZ DT (NISO)

https://www. nisc. go. jp/active/infra/pdf/ransomware20210430. pdf

- Fortinet & VPN M ifz55 14 (CVE-2018-13379) ICEAT 2 EEA VIS BEXEFIZOLVTD

EFEMEOHFHEIC DL T (NISC)
https://www. nisc. go. jp/active/infra/pdf/fortinet20201203. pdf

- FEBFEERICED APTA0 ELVODA YA N—KRETIL—TITLEY M /N —KRE

FIZTOWT GEEME) (NISO)
https://www. nisc. go. jp/press/pdf/20210719NISC_press. pdf

TREDYAN—BREORREZHFTA-REE~DIEGRERBREERSE)

https://www. meti. go. jp/press/2020/12/20201218008/20201218008-2. pdf

- EH O SSL VPN ®HEDHEEE MBI 4T EMite (JPCERT/CC)

https://www. jpcert.or. jp/at/2019/at190033. html
CEFERE] FSXBREELNITHLLEI T LD 7HEIZDOWNT(IPA)
https://www. ipa. go. jp/security/announce/2020-ransom. html

- Stop Ransomware (CISA)

https://www. cisa. gov/stopransomware

- GISA and MS-ISAC Release Ransomware Guide (CISA)

https://us-cert.cisa. gov/ncas/current-activity/2020/09/30/cisa—and-ms-
isac-release-ransomware-guide
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