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- GISA Releases Analysis Reports on New FiveHands Ransomware (CISA)
https://us-cert.cisa. gov/ncas/current-activity/2021/05/06/cisa-releases—
analysis-reports—new—fivehands—-ransomware

- Analysis Report (AR21-126A) FiveHands Ransomware (CISA)
https://us—-cert.cisa. gov/ncas/analysis-reports/ar21-126a

- Malware Analysis Report (AR21-126B) MAR-10324784-1.v1: FiveHands Ransomware
(CISA)
https://us-cert.cisa. gov/ncas/analysis-reports/ar21-126b

- UNG2447 SOMBRAT and FIVEHANDS Ransomware: A Sophisticated Financial Threat
(FireEye)
https://www. fireeye. com/blog/threat-research/2021/04/unc2447-sombrat-and-
fivehands—-ransomware-sophisticated-financial-threat. html

- SUBLDITFICKEYAN—REICEHT HEEBEIC DT (NISC)
https://www.nisc. go. jp/active/infra/pdf/ransomware20210430. pdf
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* Pulse Gonnect Secure Patch Availability — SA44784 (Ivanti)
https://blog. pulsesecure. net/pulse-connect-secure—-patch—availability-
sa44784

- SA44784 - 2021-04: Out-of-Cycle Advisory: Multiple Vulnerabilities Resolved
in Pulse Gonnect Secure 9.1R11.4(Ivanti)
https://kb. pulsesecure. net/articles/Pulse Secure Article/SA44784/

» [vanti Releases Pulse Secure Security Update (CISA)
https://us-cert.cisa. gov/ncas/current-activity/2021/05/03/ivanti-releases—
pulse-secure-security-update

- 8% : Pulse Connect Secure MDHfE55 M x5 (<D ULV T (CVE-2021-22893) (IPA)
https://www. ipa. go. jp/security/ciadr/vul/alert20210421. html

- Pulse Connect Secure ME55 1 (CVE-2021-22893) [ZRH 9 5= M2 (JPCERT/CC)
https://www. jpcert. or. jp/at/2021/at210019. html
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« VMSA-2021-0007 (VMware)
https://www. vmware. com/security/advisories/VMSA-2021-0007. html
- VRealize Business for Cloud 7.6 Security Build for VMSA-2021-0007 (83475)
(VMware)
https://kb. vmware. com/s/article/83475
» Security Response Policy (VMware)
https://www. vmware. com/support/policies/security response. html
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* Gisco SD-WAN vManage Software Vulnerabilities(Cisco Systems)
https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisc
o—sa-sd-wan-vmanage-4TbynnhZ

» Cisco HyperFlex HX Command Injection Vulnerabilities(Cisco Systems)
https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisc
o-sa-hyperflex-rce-TjjNrkpR

- CiscoReleases Security Updates for Multiple Products (CISA)
https://us-cert.cisa. gov/ncas/current-activity/2021/05/06/cisco-releases—
security-updates—-multiple-products
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