2020 /-6 H 24 H

% DT INA APEB L ST HEONeEME TRipple20]) (ZBHT 5551 #

2020 4F 6 A 16 A . KEE 2424 (DHS) @ ICS-CERT X, TCP/IP A 7'
U OEFSME TRipple20) ([ZBT 27 KA YU 2347 L. 2020$6H 18 H, M
A N—X2 VT B ¥ —%, EEA 7 7 FEFFICNT TERIEM
ZITWE LT,

AKHEGHEDOREIL, * v P — 7 BRI AAENTND T4 77 VT2
HEOTHY | FHDEWE, FE, MSBEZ TRNZ EhD, —RICABT
HHDTY,

GE 2L OTNA ANEEE T HEBOMSSME Ripple20] ([ZBAT 52
15

A BE T 5 EA& A

NEY A N—tFx2UTF s ¥ —
TS 03-5253-2111 (f%5%)
FHEA L TTHE 2T N—T




'H

2020 6 A 18 H

RES A NN—FxXa2)T0E2—
BEAVISOIL—T

BLDTNARANEEBZERTHEBDOMSEYE Ripple20] ICET 5S5EF /|

2020 4£ 6 A 16 B, ICS—CERT (X, L DTFT/NA AMEEE (TS TCP/IP 54T
SVICET S 19 BDESEME MRipple20] OF7 KNS YY) ERITLELE. X85
W ZER L. Ripple20] OWMEZLET S LEBITRELGHAIBZEREFF LT E
= A

1. HE

2020 £ 6 A 16 B, ICS-CERT [X, £< D T/NA X (. EXRAH MR, X<
—FFALRLUPS, L—s—, TULE— EREES) HNEEERTIEN
DHEEEEMRipple20] 2B T 57 FNAHF Y ERITLFELJICS-CERTIZ& % &
Ripple20) (&, TCP/IP S A4 TS5 V'ICHFHET S 19 EADHBHEOKRIETHY . K
SATSUEEALTLNAHy FI— Y 2EATARRIARBUOEEER
THABEABDHELTLET,

AEEECH LT, BRICIRBEENY FARA-BAREINTVEILOD. FEALE
DHEHHETEESATLWEVDONERRTY, Ripple20) DEEERITE514T 5
JIE, Treck HETLIS VI PRATLRMERER, IRATLI v ) AEFEL
fztD&ELTHY., Treck TCP/IP) % TKASAGO # Gl & LT, BRDT/NAR
[CHARERLTVET, ChoDF4TIVIE ERNGIDOTHSIZ LML,
BISAFI—vDRELE, RBEHZECHMOBREFIESTREHY EFEA.

Ripple20] MERAEINI-FZE. VE—FTHANICHILE-RyY FO—0 /N7
yhEFEALT, Y—EREEMNEIZTEIEINEY ., FHRLAFTEIALY, &
DA—FARITSINLARELADY FT,

RAAMABEVVEEOREERODTOI S LEBRARNRELGETELHILO,

1




ICS-CERT Ikt (. TRipple20] ITEFEN D 19 EDHEFEML M55 14D HEET
fiFix CVSSv3 TEEE L =#ERE X 1ICRLFET, FFMIX. SF URLIZEH LT
ICS-CERT D7 FNRAHFYZSRL TS,

& 1 TRipple20] IC&FEhN S 19 EDHESHEMEICF $ CVSSv3 FLMiFE R

No ffz55 1% (CVE & 2) CVSSv3 H A {2
1 CVE-2020-11896 10.0
2 CVE-2020-11897 10.0
3 CVE-2020-11898 9.1
4 CVE-2020-11899 5.4
5 CVE-2020-11900 8.2
6 CVE-2020-11901 9.0
7 CVE-2020-11902 7.3
8 CVE-2020-11903 5.3
9 CVE-2020-11904 5.6
10 CVE-2020-11905 5.3
11 CVE-2020-11906 5.0
12 CVE-2020-11907 5.0
13 CVE-2020-11908 3.1
14 CVE-2020-11909 3.7
15 CVE-2020-11910 3.7
16 CVE-2020-11911 3.7
17 CVE-2020-11912 3.7
18 CVE-2020-11913 3.7
19 CVE-2020-11914 3.1
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- I1CS Advisory (ICSA-20-168-01) -Treck TCP/IP Stack- (ICS-CERT)

https://www. us—cert. gov/ics/advisories/icsa—20-168-01

- Ripple20 =19 Zero—-Day Vulnerabilities Amplified by the Supply Chain- (JSOF)
https://www. jsof-tech. com/ripple20/

- Treck IP stacks contain multiple vulnerabilities
Vulnerability Note VU#257161 (CERT/CC)
https://kb. cert. org/vuls/id/257161

- Vulnerability Response Information (Treck)

https://treck. com/vulnerability-response—information/

- KASAGO ®EICHITAMBHEICET SIEMotE (IHTILI VD)
https://www. elwsc. co. jp/wp—content/uploads/2020/06/KASAG0202006-1. pdf

- HPSBPI03666 rev. 1 — Certain HP and Samsung—-branded Print Products — Network
Stack Potential Vulnerabilities (HP)
https://support. hp. com/us—en/document/c06640149

- 2020.1 IPU - Intel (r) CSME, SPS, TXE, AMT, ISM and DAL Advisory (Intel)
https://www. intel. com/content/www/us/en/security—-center/advisory/intel-
sa-00295. html
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