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Information technology has grown to provide both government and the private
sector with an efficient and timely means of delivering essential services
around the world. As a result, these critical systems remain at risk from
potential attacks via the Internet. It is the policy of the United States to
prevent or minimize disruptions to our critical information infrastructure in
order to protect the public, the economy, government services, and the
national security of the United States.

k4 PRIORITIZING CYBER VULNERABILITIES
FINAL REPORT AND RECOMMENDATIONS BY THE COUNCIL October
12, 2004
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Appendix A: Summary of Types of Cyber Attacks

Probe. Scans. Account, sniffer, Denial of Service. Exploitation of Trust,
Malicious Code. Internet Infrastructure Attacks
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America’s open and technologically complex society includes a wide array of
critical infrastructure and key resources that are potential terrorist targets.
Critical infrastructure and key resources provide the essential services that
underpin American society.
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In this section, the term “critical infrastructure” means systems and assets,
whether physical or virtual, so vital to the United States that the incapacity or
destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any
combination of those matters.
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(9) The term ‘ ‘key resources’’ means publicly or privately controlled

resources essential to the minimal operations of the economy and government.
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For the purpose of this study, critical infrastructure resilience is characterized
by three key features:

* Robustness:

the ability to maintain critical operations and functions in the face of crisis.
This can be reflected in physical building and infrastructure design (office
buildings, power generation and distribution structures, bridges, dams,
levees), or in system redundancy and substitution (transportation, power grid,
communications networks).

+ Resourcefulness:

the ability to skillfully prepare for, respond to and manage a crisis or disruption
as it unfolds.

This includes identifying courses of action, business continuity planning,
training, supply chain management, prioritizing actions to control and mitigate
damage, and effectively communicating decisions.

+Rapid recovery:

the ability to return to and/or reconstitute normal operations as quickly and
efficiently as possible after a disruption. Components include carefully drafted
contingency plans, competent emergency operations, and the means to get the
right people and resources to the right place.
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Resilience.

The ability to resist, absorb, recover from, or successfully adapt to adversity
or a change in conditions.
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Council Framework Decision 2005/222/JHA

FATIC THE COUNCIL OF THE EUROPEAN UNION,

URL http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32005F02
22:EN:HTML

SCHRER B HEL AT LSO PHOBLE CHEDOE R FLHRI N TS RO = O£
L7,

RESNTVD TR AT DD RIEIRT I RARY AT DD T, T —F~DTF

TEF I

ST R B LA IEAT B I LT, — IR R IR Z1TH MR B
e

(LR ]

There is a need to achieve a common approach to the constituent elements of
criminal offences by providing for common offences of illegal access to an
information system, illegal system interference and illegal data interference.

(2) BEEI AT A

ik

COUNCIL DIRECTIVE 2008/114/EC

FAT I EU S

URL http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:1.:2008:345:00
75:0082:EN:PDF

SCHkER FHER TE BRI AT TO 2 DIEERNHHZEN LR LT,

ANV ANQAYS) EU O EZE A7 Z[ECIs(European critical Infrastructures)] 12720955, EU IZ

TEF I

B LR AT F 2l i 320 0Ll BELBEE, FFEDA 7T ~D
FBEDERKEITHEASWTRIET D, IS Y TOREDEERAL 7T
Az D IEMEZR LI, YR ENC Lo TIEBNSIRE T %,

< SEAG R S Y (BB - G OIAERI S CTRTAM)

RPN R A AL Y (REFF AR, B0 —E AO S L TR, IEERIER
i R @ te)

~NBAOBRAAE (E R OFHE, F IR0 X0 B F TS OB~ D28
DBLRGRHE, LEAR TR —E2OEREE L),

[T ]

Article 3

Identification of EClIs

1. Pursuant to the procedure provided in Annex IlI, each Member State shall
identify potential ECIs which both satisfy the cross—cutting and sectoral
criteria and meet the definitions set out in Article 2(a) and (b).

The Commission may assist Member States at their request to identify
potential ECIs.

The Commission may draw the attention of the relevant Member States to the
existence of potential critical infrastructures which may be deemed to satisfy
the requirements for designation as an ECI.

Each Member State and the Commission shall continue on an ongoing basis the
process of identifying potential ECIs.

2. The cross—cutting criteria referred to in paragraph 1 shall comprise the
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following:

(a) casualties criterion (assessed in terms of the potential number of fatalities
or injuries);

(b) economic effects criterion (assessed in terms of the significance of
economic loss and/or degradation of products or services; including potential
environmental effects);

(c) public effects criterion (assessed in terms of the impact on public
confidence, physical suffering and disruption of daily life; including the loss of
essential services).

The cross—cutting criteria thresholds shall be based on the severity of the
impact of the disruption or destruction of a particular infrastructure. The
precise thresholds applicable to the cross—cutting criteria shall be determined
on a case—by—case basis by the Member States concerned by a particular
critical infrastructure. Each Member State shall inform the Commission on an
annual basis of the number of infrastructures per sector for which discussions
were held concerning the cross—cutting criteria thresholds.

The sectoral criteria shall take into account the characteristics of individual
ECI sectors.

The Commission together with the Member States shall develop guidelines for
the application of the cross—cutting and sectoral criteria and approximate
thresholds to be used to identify ECIs. The criteria shall be classified. The use
of such guidelines shall be optional for the Member States.

3. The sectors to be used for the purposes of implementing this Directive shall
be the energy and transport sectors. The subsectors are identified in Annex I.
If deemed appropriate and in conjunction with the review of this Directive as
laid down in Article 11, subsequent sectors to be used for the purpose of
implementing this Directive may be identified. Priority shall be given to the
ICT sector.

(3) AT ADELAH

SR ENISA HP glossary

FEATTT ENISA

URL http://www.enisa.europa.eu/act/res/files/glossary

SCHRER B R EXAHPEIZDUNT ENISA @ HP ECERSNTWDIb AL,
RINTVD HE ORI EL 5 2 HEE (BRI XITARICS EEZEShZb0) 1T
TE 7% X I B LS, AT ADREINE B R DED LA L~V D — B A f2 ik

L. MERF92HE

(DL FIR]

The ability of a system to provide & maintain an acceptable level of service, in
face of faults (unintentional, intentional, or naturally caused) affecting normal
operation
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2.1.4 EEIZRBI D EZE XIS

PEETIE, 1999 FICTEREEHR X2V T #H2  % — (National Infrastructure Security
Cordination Center (NISCC)) | &%, R4 EHE AL 7T ii# 7 7/ A (Critical National
Infrastructure Protection Program) |Z R EL TW5, FD % 2007 ££1Z NISCC t#EE X271V
—EAMIB) D—H, [EREEX2UT 4TRSS A Z =BT, TEFEA 7 TWi# 2 —
(Centre for the Protection of National Infrastructure (CPNI)) |2 5% .9 B2 D iR b2 [X] - TV D,

E5IZ, FeETIE, WHEIFT (Cabinet Office) 23 FMHAME AN IZF M eI B3V A MaRIT T
D, ZOH T, FHEMGICETIIEZ TR L — LT — IR R E SV TERA AL T D, AR
T TIX, FEEMAROTD | RENBIFN R T ER U EEZSZ ITREEZITV., TORR%E
# 5ITRT,
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=% RENZBITHER IS
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U—2ET %,

HHEALTTIRVIDVAT AOREILEIT, DA T7TMEI LT
BT, A, BB BEEY—E R ZOWT, ENEU B0 R BE LSy
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BENECTVOEEEAL 77635, 173 3 LiE, FEHREE S
R A K72 —EZADBUE DAL T TANT 7 F T, LD LE 7R
HUIRSH AT DN & T B % B2 D ATREME DB D,

VAT LDEBANE | BRAS IR AT T ANT 7 F ¥ (robust infrastructure) iZ. LA F & A 729,
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TR B RAIT . FB R, ORI KHL T HZENTE A,

K BEB >
WE DO AR—LEE | [FEE AT A [ AT DDA | DO E R AT SIS HOW T 5
(2B, ZEILT kA L FIORd,

(1) A

LA UK Resilience HP
FITIC Cabinet Office
URL http://www.cabinetoffice.gov.uk/intelligence—security-resilience/national-se

curity/cyber—information—security.aspx

LREHEH | 2 27 5~ OHEC S U THENBIRE HP ECERSL TSI ERIL
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(UL TFEC]

The risks from cyberspace (including the internet, wider telecommunications
networks and computer systems) have been identified by the Government as a
high priority risk.

(2) BEI AT A

ik

Strategic Framework and Policy Statement

FAT I Cabinet Office

URL http://www.cabinetoffice.gov.uk/media/349103/strategic-framework.pdf
SCHRE: B FEL AT AZOWTEENEF HP ETERSN TWADE AL,
ARINTND AL3 EZRAT7T7OaTHR BB 7RRUCH LT TR, "EE ok

TEFE I

EDEFEE N TODALTFITBNTUL, MEAR A K2 —E 20 ] ik
RTEEMITER B2 5 2 HARWE PR FIL BLWRREHIRILOH /)
FARYE, A OB KITORB0 R0, ZTRHD " HE R EEIL, HFRO
HEA 7T (CND AL, A2 7 TEPELARBNIHEN TVD, (7 TE
PEIZ, B (Bl - 50 - Beee i in) & LUEGm BERY (IF ik R — 7 - 2
T L) IRHDTHNHD,

Al.4 BEEEDOREICII=2DERNHD, E DML R —E A0
e~ DB (LA PRI —E A RIS T 2) RRFHIRE, kO
(B FI R Ip Y —E 2D RITE R T %) ATE~DEETHDH, ZIHIEK
AL RSN TND, A7 T1E, ZNODREE 52 20 D28
STHFHTHIEN KD, FaEIFFHBERIIB N ThoLbHEE DR
WAT AV T RETHD,

(K&v) H73V 3 ZOEENHELAIZ A KA s LIXIEF 12250
N& N B G 2155 MEA R R —EZE K O DEEIZEST
R CHBE AT T,

(AR )

AL6 FRHEIZZVT A VIR R ESILTRY, Thud, TOEL Lo
Bt OO AT AV —IIHENDA L T IPNEERERAL 7704
BT HERHIRINORETHLE, FEROBBENREL L I SNDHL~ )L
ThD, BIFILEBE CAT3(H 7TV —=3) IZREIIN TN,

2.6 AFVAOEFAL771%, BUFIZEDRDISZERZIN TN, [EHF
DOFERE, KON, AFVAND B ATE B EIUKILL TV D2 FEAR ] K 72t
—EADEE ML EERTAR HIEE I, ROy —7,

[LLFIRC]

Al1.3 Not everything within a national infrastructure sector is “critical”.
Within the sectors there are certain “critical” elements of infrastructure, the
loss or compromise of which would have a major detrimental impact on the
availability or integrity of essential services, leading to severe economic or
social consequences or to loss of life. These “critical” assets make up the
nation s Critical National Infrastructure (CNI) and are referred to individually
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as “infrastructure assets”. Infrastructure assets may be physical (e.g. sites,
installations, pieces of equipment) or logical (e.g. information networks,
systems).

Al.4 The Criticality Scale includes three impact dimensions: impact on
delivery of the nation s essential services; economic impact (arising from loss
of essential service) and impact on life (arising from loss of essential service).
These are illustrated in figure Al. Infrastructure may be classified using any
one of these factors of impact. The designation should reflect the highest
criticality category reached in either of the impact dimensions.

Criticality ..
Description
Scale
CAT 5 This is infrastructure the loss of which would have a

catastrophic impact on the UK. These assets will be of unique
national importance whose loss would have national long—term
effects and may impact across a number of sectors. Relatively
few are expected to meet the Cat 5 criteria

CAT 4 Infrastructure of the highest importance to the sectors should
fall within this category. The impact of loss of these assets on
essential services would be severe and may impact provision of
essential services across the UK or to millions of citizens

CAT 3 Infrastructure of substantial importance to the sectors and the
delivery of essential services, the loss of which could affect a
large geographic region or many hundreds of thousands of
people

CAT 2 Infrastructure whose loss would have a significant impact on
the delivery of essential services leading to loss, or disruption,
of service to tens of thousands of people or affecting whole
counties or equivalents

CAT 1 Infrastructure whose loss could cause moderate disruption to
service delivery, most likely on a localised basis and affecting
thousands of citizens

CAT O Infrastructure the impact of the loss of which would be minor
(on national scale).
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CRITICALITY SCALE

CAT 5

CAT4

CAT3

CAT2

IMPACT CATEGORIES

CAT1

CATO

IMPACT ON
ESSENTIAL SERVICES

IMPACT DIMENSIONS

IMFACT ON LIFE ECONOMIC IMPACT

(&)

Al.6 A critical threshold has been set on the scale and is the level above
which the impacts of loss are considered so severe that infrastructure falling
into these categories should be considered to form part of the Critical
National Infrastructure. The threshold is currently set at CAT 3.

2.6 The UK’s national infrastructure is defined by the Government as: “those
facilities, systems, sites and networks necessary for the functioning of the
country and the delivery of the essential services upon which daily life in the
UK depends”.

(3) VAT LDERAHM:

UK Resilience HP

Cabinet Office

http://www.cabinetoffice.gov.uk/ukresilience/response/recovery_guidance/gl
ossary.aspx

AR T A SO ERDEENENS HP ETRSNTWDTZDEHL
77

k. VA UIA L T IRA LT NI TEDHES ],

(UL FIRsC]
The ability of the community, services or infrastructure to withstand the
consequences of an incident.

UK Resilience HP

Cabinet Office
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URL http://www.cabinetoffice.gov.uk/ukresilience/response/recovery_guidance/gl
0Ssary.aspx

STHRER HER XA T O EDOE R IENENF HP L TRESINTWATZHER AL
77

RENTVD BOFIZ, a7 07 —AU—7%BL T, HEOT R TOHTIZHT=>T
7B 36 AT A Resilience([a]18 /) ZMEZE L LHEL TWD,

Capability Programme 0 H B9, TER D, SUTIEREROMBERRZIEB D3, T
EORBERC N2 B AR TBR | BRAIRA L T T DX, BRI,
FRHRIZ, ORI LT BT DR ITOND LM RIZTHETH D,

[T E]

Capability Programme

The core framework through which the Government is seeking to build
Resilience across all parts of the UK. The aim of the Capabilities Programme is
to ensure that a robust infrastructure of response is in place to deal rapidly,
effectively and flexibly with the consequences of civil devastation and
widespread emergencies inflicted as a result of conventional or
non—conventional disruptive activity.

2.1.5 ¥EHE B AT B E 3 XIS D ik
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DVATR R EFTHNE HESN2GEIE, 3 —A0T —vRONAELRMICE T IND, ok, iff
FOOREIEIL, NI B QRIS F B RN DOIRIE R, HHH AL,

3.2.1.2 BCP ¥ &R
AKREITIL, FEENBIFFIZESD BCPIZET 27 7 — M BN S %, [EIZEB1T5 BCP O &
R 35,

(1) BCPIKREHRDHR
TEREVEEIZFITDH BCP EKERILIZO 8 FOM . AIIFEUXNTHAHZ LN 305, JEETIX
BCP O KA HF5L 2004 412 Civil Contingency Act 236 ESi7=73, BCP OB A D & EAL
ZHETHNENETHY, BCP DRENFTHE T LN TODR TRV =, IREFEDME i

P pa—2ZFRIZOVWTL, R Ly YOy =T A FER
http://www.cabinetoffice.gov.uk/epcollege/training/courses.aspx

51 A Decade of Living Dangerously :The Business Continuity Management Report 2009
https://www.managers.org.uk/sites/default/files/user35/CMI_-_BCM_March_2009_-_Full
_Report.pdf
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3.2.1.3 #E® BCP IZBFTAHART AL 2%
H[H] TO I BCP IR T AN ARTA L %K 15 1T,

H[EE, 2002 FT AR THIO CTHEMGE BRICEI 75 A RN 742 TGood Practice Guideline | %
FATL , FEARE BRI BT D B2 R BAT DAL TE T, £ DEGHHIL, 2005 FEDw R e
NZ MU ERT R EARRIZ SHOICEHRE R THEROEEVE ALY, HOwHE A HE L
FEMWGBIT DT AN T A OEZHEA, EBEHE~DOERELIZ T Z1EN TS, BS25999 1%

KENOAZRLT | RIS E LS TND,
# 15. XEE®D BCP IZHTAHTARTIA L%

FEE
2 s e | wEs | O T
x = 54 T K% K % T
=W B
1 | GPG2010% BCI 201043 A | &% O O |O
(Good Practice Guideline | (F¥Efkiths) | ( #) A 1X
2010) 2002 4F)
2 | BS25999-1:2006% BSI 2006 4£ 11 | &fx | O |O | O
(FEMp~ AN | GEEREGS) | A
B 532 &)
3 | BS25999-2:2007% BSI 2007 £ 11 | &fx | O |O | O
(FEMe~ AN | GEERETS) | A
B3 DHAR)
4 | BS25777-1:2008% BSI 2008 4 12 | &k | O | O | O
Information and (EEHIKHS) | A ICT

communications
technology continuity
management — Code of
practice

(1F5 Eom(E Bt Ok
TAVAMMIBE D I
S )

% 5 R THARTA VO ELZ DL IR T,

(1)

GPG2010(Good Practice Guideline 2010) (F 15 ®IEZE1)

[Z1TH%ES . BC1

« GPG2010 /%, BCI(The Business Continuity Institute: Z ¥R ) Y | HODDHH,
RS, FTE A9 T AHEL T, 2002 4R IS TR T BCM IZB 32 a5 224k
BRI R BATLIEHARTGA L ThD, BETZMVIRL, 2010 TR EFEITL T
WD, ZOWENEAL 7NV PRSI0 U 7y s Rk, A —AL5R, &
EAEENZE FTLWN T a— NV IRB NS ZDNDHES DB ENRHY, WETOXAILTITE

o7,

« BCI 1%, 1994 4 |Z3% T

52 http://www.thebci.org/gpg.htm
53 http://shop.bsigroup.com/en/ProductDetail/?pid=000000000030157563

54 http://shop.bsigroup.com/ProductDetail/?pid=000000000030169700
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FEAToTCND, 8B RTARTAT Gl A D7 EL T2, BCI (3, BT (3%
E i KDi#E{E4) . Continuity Shop (BCl ME:EEZ DRk Fe4x41) . Milton Keynes Council
(REOH ST BIAIR) O 3 FESHEL TODLHIETHLZ 0D, #57 BigRE AR —h 3
HHEMLEATNDEE 2 BD,

(2) BS25999-1:2006 (EZfke~ R AV MBI HEEME) (F 15 DEE 2)
[F&1T#%E8 : BSI]

« BS25999-1:2006 (X, BSI (British Standards Institution: ZE#FI& ) ICl> T, JfEE
DRERRSCY AL Z 72\ OB & LT 2006 AT T S AT, RERR DS S 3 T I KD 28 % iy
ANRIZHN 2, SRR L OB TR T BEE I 2R T 572D OFfRETHY , FHEkiE
AIRBIC T AZ LA HINEL TRESNIZ, 7 rtX, JFH|, HEEOHEIZINA, BOM &4
THIRXTDORANT T I T A ADRBES I TS, BSI 73317 L 7= [ PAS56 (Business
Continuity Management System) | D REICHT-DTARTA L ThH5H,

< BSIiZ. A8 M LE (L2 B 2 (Engineering Stanards Committee) TéY ., 1929 42 Je[E
F =) HFR A (Royal Charter)Z 21T C5, EIFBE AT T D EME—DOMBEILL T 3%
[E B HR8 A 252 1T CODRR T A,

(3) BS25999-2:2007 (FHfSE~ R AL M 54K) (£ 15 OEE 3)
[F47H&E8 : BSI
+ BS25999-2 1%, BS25999-1 TiE BCM D728 DHARTA L 7Rk LTV DITHTL, BCM D
72O DAAEEL T 2007 4EIZ BSI MEITLIZHDOTHY, BCM DERFIA|ZHOWTEELL R
_RENTWD, ZhESRTHZET, MRIT S—h—RESCY 7T A v — LY 72
BCM D FNEZMEFUITEHELTEY, BCMS O =B AE 272> T D,

(4) BS25777-1:2008Information and communications technology continuity management — Code
of practice (15 HEBE EI DREFeIE~ R AV MBI T2 E ) (R 156 0HEFE 4)
[384TH&ES : BSI
-+ BS25777-1 1%, BS25999 2B W TIEML AT LDL VYT 2% [h]_EEW 5720 0 B
IRFLIR DD IRNDZARTET DALE DT DA ART AL LT, 2008 1T BSI AFEITLIZHD
THb, BSI B3FATLIZIPASTT (IT Service Continuity Management) | D#HkIZHT-DH AR
TATD, BRI [BS25777-2 | DABR L HED BN TUD,
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3.2.2 K EIZ BT 3 BCP &
3.2.2.1 BUfFHasEBhm

(1) R TDAL VT MO M OFRFE 7 127 2(PS—Prep)

% KEEFRZ 2R EE
REME BTN T U OFEE K PVRIET 0T T A
4R (PS—Prep:Voluntary Private Sector Preparedness Accreditation and
Certification Program)
75 I
KE DAL 7 T3 (K@, &, A, & 7}6_%)0)85%733‘&%?{3%&7‘@@\50 ZDT
KEWN T, A7 TRENRESCF S T% DMEIE L2568 O EIZONW TR &N ES T

Weo ZDIIRAL T TEFED LD, SEFE R RGO B uxﬂi.ﬁrﬁ TR 2 R EL T
D05, DRSOV THE T DM ATAAEL RV, Fo, F/NBRBE ORI HON T, KEFX
ROBRAFEI RN TN LS EEL GRS LTV,

2001 A=K E RIFEZ I3 TR0, 2005 =D N7 —2 R —F 4 S DBRIIE, BREEEICH K&
BEENFEAEL, HRAEIESOEENILR U, 2, FaNZ B FE LG EZ L Tz
(RS THIE E DD S T2 S b R E SN TNEY, 20 A S LT 2007 4F 8 HIZESICE-
THAREINZT9 A 11 HEE 2SS EgtE (“Implementing Recommendations of the 9/11
Commission Act of 2007”, PUBLIC LAW 110-53) % 9 §& RO~ 7 > hxfii) (LI T
EDIE REEEOFE WG E — EDOL VTR T AT O DA< E HRIEL TS,

56 FWE L AENY 27 3T ¢ o TERHED L 0 PR
http://www.meti.go.jp/meti_lib/report/2010fy01/E000900.pdf
5T FRHEAA [ Y —F5K5E & ke (ke 27 aim S0
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(2) PS—Prep HEHE{AH]

FEOEEEITIXEF 225 EE (DHS: Department of Homeland Security) TV . ZD#Hfk
[ M ONE e HEEFRFTIZ UL R 030, ORI OFEAE DS Ps—Prep O F=7aHEHEFH 240 4%)
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Under Secretary |l | &PROGRAMS S COUNSEL Assistant SaSa GENERAL
nder Secretary fl (AERQCHAYS || Seoretary s A Secretary
L \
Chief Firancial I I \ I I
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X 19. KEEITZEREE EHEX

(3) BR2AFHEEHWHMERT (EMI: Emergency Management Institute)

EMI %X FEMA O&EBET AR THY . AV—F U NN IV R—TCHAEFRRAE I
— (National Emergency Training Center . NETC) OEHIPNIZFTIEL TUWA, AIIERIE 1980 4 THY .
FAVLARRBUR Je OV 5 B IR IR O B REMAR. B F05 S IE B, A 7T E D
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Tk B2 R E LT EE RIS M OB BFEISICET2HE LML T2, 7ol ST L
TH5,

FHEDIZREE L Tl EMI A CHEIETHHHE (L7 v ha—X) | A BFLEIZ T EMI
MEELUTIIHOIHE VLT rha—R) | KO o Z— 3 Malgpa R Uiz R #cE o = FiE
WD, FWHE~DERBIMBELIL, LT U ha—ARK 5, 500 A, /2L UT v ha—RRH)
100,000 A, ZREE DL T N THD,

WHEIE, ‘“Hﬂfﬁb’ii@%ﬁ e (GHE) | kS, EIBO NGB OWTENZE UREEEN T A,
WHEDWNEIT, KEMTHEL T FO@EY TiHo™,
cHARSE (MR, ~\Vr—r Pk, Z L)
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RABAFERES
FREE B
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3.2.2.2 BCP ¥ &R
AHITIX, KECEIT D BCP HRRHIZHDONWT, KPMG #H12&b7 7 —h iﬂﬁ#%%ﬁb& Iz
FLE 9D CARFHA X, BCM B O Y LT 4 T HEETT2) KPMG (0338179 D1 Has
A DB REI S QDI LI ETDLENRDD) ,

(1) KPMG 7> —hD E S5
# 16. 7o — AT E e E

S KPMG 75;‘%%?*#%6 BCM PE# {5 2% (" Continuity Insights”) DFE &)
OV TN G A AR
TR HhEk ESP S
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A NE 872 {1
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® 17. 7 —MEIEHEROF BAIEIEE &

e e
BRI ZE (R R 2E) 43.74%
R (RRIEAB ) 26.98%
BURT « Hi 7 O & 17.80%
P FIHE A 11.48%

(2) BCM O EfEH
BCM D& BRI A RES G & DEIEDY 58.19%, (GO BGE A2 BRIEL TV A E DA
Z T 5A . 95.53% D3NN, 2008 45 1 A OFHAK T BCM O BGH A2 BEIZ S HE L C
W2 ENGD3D,

# 18. BCM O EER I
Q. &t BCM 7'/ T ADARIUTLL FOE NI E B ITW T 2

T KPMG F4s
ZiDoS (R EI)
BCM [ L FE L T 7w 4.47%
@%EBQM%$%%¢T%5 ) 11.23%
(FerZ L0, B EH, TE, SCERRELRET)
YR Gy BT R0 J s B S & S h Cdo % (R 1) 6.53%
BCPofaAf /e BT, S B HF SO CEHEZ R ET ThD 19.59%
BCM OE BRI 238N J7 8t AR, SCETHAH], F A 23 =8.19%
S TND e
100.00%

(3) BCM D&t
IT FEFEHDOINTOY— AHEE S BCM OXIGEIFHICE O TWAEDEIZT 50.75%,
YT TAT 2= B T DEEHE LRGP IS O TNDEDRIZE T 36.88% Th-o7z,

& 19. BCM OxI5R&H SME Y —EAEEF (T FEE ) ~DOXF ISR

it s
XFRHEFAIZ AT TR 25.32%
BUE X R % LT D _RLAEEF THD 23.94%
HEREE|EIZONT, &TTIERVDRGFH L TS 35.40%
A TOEERIBIEICHOWT, HEHFALL TS 12.49%
ETOEBIHIZONT, HRFEPFHEL TS 2.86%
100.00%
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(4)

(5) FHEFILICIDB LMD E &L

% 20. BCM OXIR&FH (7 TFAF =—2 ~DOXF IR IL)

IS s
XFGERIPHIZ AFU TR0 34.02%
BUERI G E ST 5L EEF THD 29.10%
oDV T ITAF =— BURE 2 BRI AN TND 32.99%
BCOVTIAF == BMRE LG HAIC AN TND 3.89%

BCP ZE &R

WET4EMO BCP FEhA M, K ONEE VEMICMHE A LE R RIEEICRE T2 A M %
PLTRITR T, 025N 1AEMIC BCP 2R E T 210 FHREARRL CWAZEN
D, Fle, TR ETVFERIHEHLZE B FIEZBIZIZEAE D EHR T AT LABEOFE
ENLDOEIHFINEETHLZEN 3D,

ZNED, KEIZEBITSH BCP LITHIEO L7 KR FEERIHE L LI-b D71 Tidel fF
AT DOFEED L7 IR ISR S 72U A7 FG:%, BCP ORRELTHID X TODHEk
FHMAE 2%,

# 21. BE 1 F/D BCP £ REVA &
Q. 2 1 A BCP, fatliE BRG], K EMIAFHEEZ B2 L3BHY T2

B\E 1 EM o BCP %3 KPMG 34
FEEHY 49.71%
FEEh7L 50.29%

£ 22. BEIFHIERLZEIEFIEE

= e

1B T KPMG p)%/g(lﬁlénﬂ
Y7y =7 FEEEIH G E 28.78%
T =2t 2 — 15 B 15.02%
T4« AN — UIE (B FHE 18.35%
AV IR E T 19.15%
T MERETE IR E 8.14%
Zv N7 — 718 [H G 25.11%
a1 A FHE 19.50%
ek %5 =V 7 45 1 & 27.75%
#EL 40.60%

FEE KD TIREM] ) O FEE IICLD B RFEIC O W TORER RE2LL TIoRT, £<
DEENB O FEEIMEIE LG E ORBE S W OWT, SFEBE TEENIZHELT
B VRZDESWTSU TERISAIZ BCM OREEEA 8 TODIRBLAMA 2.5,
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# 23. [1Ksf O EE IR C I DHEEH R

i (D)

575 RV A 19.82%
5HRNELE 10T RV 13.86%
10 RVELE 25057 RV 10.88%
25 R/VEL E 505 VAT 7.67%
507 RVELE 10007 RVA G 6.19%
1007 R/VELE 50075 RIVA 6.41%
5005 KV LL E 3.21%
B 31.96%

100.00%

(6) BCM ZEh:DesB 71k
BCM 70T NaAB LT AR EENEDENEEZE D IR L TODIC DN TOFRE
WAL TIORT, IR ICLAMEROIF), [FZEMAE D s JEET L LD
FEAMIE E O M DRIE R L h T,

#* 24. BCM EREORERFIE

BE A 0D F i 51.78%
EEIRRY e 4 31.84%
FRAAE T VLD L 15.81%
WEET ILED LR 30.58%
FEATG IR 7 0D S it 22.68%
BCP gD 5 it 71.71%
P AL~ EEA 13.75%
KL DL 8.71%
10T AR F i 16.61%
BE X FEREL TR0 13.97%

100.00%
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3.2.2.3 XE®D BCP IZTAHTART A%

KETOFEZ BCPICHATHHARNTA L FE R 25 177,

KENE, TR ARKEENZ N LI THLZEN LR ERRG R T AR, 2001 4EITFEAL
Sz DHS (T, 7 HARK FEFOBRSFREIAERFORLNRE HOTDIZ, BURNGEE D KIH
SR B LA MG RRGE 7 2 A PS—Prep (Voluntary Private Sector Accreditation and
Certification Preparedness Program:Z%2 3 R YE(g (2B 28 S MEREMHI ) OB AL E LT,
PS—Prep (2133 25 DUARTALFITMA ., F 15 (TRLIZZ[E D BS25999 HE L TV,

# 25. ¥[ED BCP \CBTAHARNT AL 2

» FEE R
- A ATHE | RATA | sem@ [ | & | T
=W | BB
1 | ANSI NFPA1600%° NFPA ( >k | 2010 ek (B|O | — —
(Standard on B K W | (FTAR I | . NGO,
Disaster/Emergency =) 20044F 1 | ¥, HE
Management and Business A) %)
Continuity Programs -3 2 «
BT P - H ke
=N
2 | ANSI/ASIS SPC. 15! ASIS (ASIS | 2009 4 3 | 4% O O O

(Organizational Resilience - | A% —F | A
Security,Preparedness and vatv)
Continuity Management
Systems—Requirements with
Guidance foe Use —#HfkL
VIR X7 BRA
FREIE(H | Mkfe~ R A
AT D= BRI N O]
HDOF5])

% 25 R T HARTA LV O ELZ DL IR T,

(1) ANSI NFPA1600 (8% « RO B - F M 71 s T 0) (F 25 DEE 1)
[F1THEES : NFPAI]

NFPA1600 I, 9 X TD K 5E - B AR RELTE B - F ¥k T 07 7 A ThY | BUF, FEBUN
AR (NGO) | BEFE A, 7 B4 itk <o [E & [ o3 w# Ji T2 ks & LT, NFPA (National Fire
Protection Association: K[E [k #4>) & ANSI (American National Standards Institute : > [E #i#%
W) IZES> TRESNIZHDTHS,

ZOHETIL, Bk, B i, xS ke K ONEHE 570 1T B e BASE, FEE . FEAMm.
FEMRE T 07T LD IR IIEZL AL TS,

60 http://www.nfpa.org/assets/files/PDF/NFPA16002010.pdf
61 http://www.asisonline.org/guidelines/ASIS_SPC.1-2009_Item_No._1842.pdf
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1995 TR EE RO B L L THIR 23 FEAT S 41, DHS, IAEM (International Association of
Emergency Managers) . NEMA (National Emergency Management Association) 23HIA&DBF3EIZ
L, SET &AL TUVD, 2010 4RI CIZRERBGTEAT- T, BAL TE—fk7e PDCA
(Plan, Do, Check, Act:#FE, 1T, aFffi, d#%) Ofkfe ) FIRE — B8, £, V—F—T v
7 ealy A RO EEANE | FLEE BRICRE T A H 3BT L GBS TS, 2009 FITIE, LAk
(ZEEDWeT kP R AT &L C DHS IZRRESI TS, DHS 2332 PS-Prep i il L #ED
s

K E D NFPA (National Fire Protection Association: KERG K #H4) 1% 1896 HEIZ5R N &7, FH
BRRO7Z2 IR B RIFATHY  kKZDMDERINGATEESFHT-O OO R ECHIIE, HE
EATRMLL TUND, NFPA (3, BUFBSEARRRE L C, 5% BE) D NIST(HFFIX National Bureau
of Standards)&BHE RS, F72 DHS &b BHE#NES, HARTA LR EIZB W THEELZIT TN
HEEZBND,

(2) ANSI/ASIS SPC.1(Organizational Resilience - Security,Preparedness and Continuity
Management Systems—Requirements with Guidance foe Use —##El P R X207, B
SERER ., M~ XA RT A-ERBEKURIADOFS| (R 25 DEE 2)
[FATHERR : ASIS A2 —F L aF V]

SPC.1 &, Mk DX 2T ¢, BEHEUE, ki~ LA AT DG T RO F5| Th
N, HOLWAEREDMBIZE L TEHELTWD, ASIS A2 ¥ —F 3 aF /L (Advancing Security
Worldwide International) DR EL7=H D TH D, 2009 FITHIRR I FEI TSI, FIFIZ ANSI 12k~ T
KEHEEL TRREZ T T \5

TR AARKEFEDOREOFEITH LT, BAERNOOEER L, FAEZITITFERBZ R/ NRIZE
Eo, BHNCEFIRBIZE BT AEEET LTI ETHD, BREITHE DWW T o ki
fire U CRRES TS, DHS 23HEE$ % PS-Prep Dl D —>,

ASIS A% —F a7 /L (Advancing Security Worldwide International) {%. 1955 FEIZFR ST~
E BRI — AL EE AN THY , EX 27 ORI HERCIE | #E . R, B rRa%aiToT0n
%o ASIS I KEO N ERA LG 501 Z:CIH 3 %5 (501 (c) (3)) DIMUEITHDE | B E NPT
Bioa Bl ar B EOEBRE S DX SR L7 5508l (Exempted) IEE FIALEIEAND—2,
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3.2.3 U HR—NL D BCP BT 38)H
VTR INZOW TR, BRI BGRHIC B T2 ARG s 24 759, 22 Cid 372 BCP IZBS
TATARTA v o eTHEmELT,

#= 26. VUHBR—NLD BCP IZBETAHARNT AL %

” BB B
% i%ﬁ FEATHS R FBATH ﬂ‘%ffﬂﬁfﬁk K1 IT
=W B
1 | SS540:2008¢ SPRING 2008 4 | v T AR | FEESIT
FEMGEFDOD DT 7= | (Standards,Producti — L DA | W
SV LT 7L A vity and Innovation SR
Board) Singapore

F 26 IR THARTA L EDOELE LI FITRT,

(1) SS540:2008 HEMKGEEFDIODTI=IN L T7L A (F 26 DIEE 1)
[Z%1TH%ES : SPRING]

$S540:2008 1%, FHEMFE H D7D OFEAMTHIEETHY, ZOxt 5L, BHEO K/ 2 b3
RTOMMIE A TEAHELTEHY ., F-. kO RE A1 (L XA IH70 8 3 (B X/ JEE X,
THIL T/ THIL TOZRWERE, KFE) T X TUTH LTRSS T 28D EL TV,
SRR VB OISR THY AR AV R — T BENBREHETHLH S SPRING (2L~ T,
2005 412 TR19 EL TR IR L L TR ESIL, 2 M ORI THIR A28, 2008 4ElZv o H
R— )L DOFEAERI IS SS540 EL TR ESIT,
2B ARITARTA AL, Gk A D72V ELTWADY, SPRING 1E, S o HR— IV ORI FESE
B2 7-5 Ministry of Trade and Industry 2EEVE T EL THbH > TWAHATHLZ LD,
REE#E2TR— 2 HI TRESNTHKE THHEE 2D,
ZOMIE, HEEREE, \Y. R, BREE, MG FEORAIME LR EETRTIL TRV,
ICT 7B DOBCMEL T, 3.2.4 (TR T EHEEHATISO/IEC 27031 (FEAMKGED -0 DIE HIBE(E
FINEREITART AL ) | CERRIN TV DHIE TH D,

62

http!//www.singaporestandardseshop.sg/product/productView.aspx?1d=235b31c7-7d39-42
82-9205-6e4a5a3f7805
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3.2.4 EEHBKLEIT- BCP BT AT ART A%
INFETOLKEOEHLETRNC, ISO THEEHRME LIz BCP IZBT 2R E, TART A %%
RFHIELTULTFITRT,

# 27. EBEHE LS BCPICEETAHT AR T %

7 . 547

EA FisEe FE4TH PIE Sk

IT
B

Ol g

1 | ISO/PAS 22399:2007% SO 20074511 A | 2%
HatFal)r s —Bakiel
i L EB e~ R A NITA
RZA

2 | ISO/DIS 223015 ISO 2010411 A | &% O O O
X a7 - RaEREE
fifi & SEB ke~ R A N EEER
HIH

3 | ISO/IEC 27031% 1SO 201143 7 | &% O |0 |O
FHARED 723D DI Hd1E
BTG AR T A

% 2T TR THARTIA LV LD ELZ DL IR T,

(1) ISO/PAS 22399:2007 #t=EX=2UT7 1 — BAFBERLEEBMGE~RAV MIART AV
(# 21 DEE 1)
[FE1TH#%ES : 1SO]
[SO/PAS 223991%. ISO (International Organization for Standardization: EBSFE HE(L M%) DTC
223 (fE2EX 2V T 2B DISODREMZE B 2) 23, Mk IS 1T 2B A FRE~ D U (i LB Ok
BT A — a7 i HI e OB R 2R3 2 f5 8 & U Ttz tE e TED, 20074-1ZPAS
(Publicly Available Specification: ZABI{IARE) L TRITEN TS,
BENIZ50 4 [E UL EOENBINL ., FEARBHEZIT> CTET- B A, KEH, HEE, A 2T/ KN
F—ANZUT O5AE O E N SUIB OF R LEFE LA GDETELDOTHD,
A ARMNSDA 7 MEBAERURE I [E N T3 G R E T AR T A (R FESEA L 2005
EFEAT) | TR AR T A > — R (B P S g B P AR 25 L 2005 4E361T) 1035
FRENTWD, D (2) 12759 T1SO/DIS 22301 | DRANT T I T 4 A% T-HDICHT-5,

(2) 1SO/DIS 22301 ((t=xEX 2V T -REFREEMRLELMEE v R A MNERFEERTAV)

63

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail. htm?csnumber=50295
64 http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail. htm?csnumber=50038
65 http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail. htm?csnumber=44374
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(# 27T DEZE 2)

[F4THEE8 : 1SO]
ISO/DIS 223011, ISODTC22373, FFkIZF 1T DB A FHRE~D U & B DM 9 5~ %
DA AT AOBEREFIRL L CTHSEED TEY, 20104E12DIS (Draft International Standard:
FEBBRS R R) LU TRITENTWD, TN TOMSRITE S TEXHEL TWAD, FEHEIZHE-S<H
—7R L AT A AR 2RO DE DO TIH, MFEOBCMSOER FIHZHEL TWD,

(3) ISO/IEC 27031 (ZFZEMkf e D7D DIFEHUEE BT R A A T 1) (F 27TDIEES)
[F&4THEE8 : 1SO]

ISO/IEC 270311%. ISOLIEC (International Electrotechnical Commission: [EBREEAAEHESHE) O
JTC1 (Joint Technical Committee 1: 2515 RIHINTES) ITRITAHSC2T (FHR X2V T 2124
DIFMEAL Y T 2R L B ) 25, FEMRROTEENZ W T, FrIC S EMRe D 72D DICT
(Information and Communication Technology : &8 1{E £24f7) ¥Efw (IRBC (RBC: Readiness for
Business Continuity) ) {2 L CHE R4 H T, 201041ZFDIS (Final Draft International Standard :
BB RS AR TSI, 201 14E3 H 1 HICIERRREL TRITESR TV,
IRBCEL TR MBE T RETL — AT — 707 B R REFEIR LI HARTA L THY, FH X =
VT A= H T AP AT LASMS) O/ ST ke~ R A B AT L(BCMS) 3MEFES LT
DRARICFUN T, IRBCISE DI T, HEH SN HOWTHE ML TV,
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3.2.5 ##4+®D BCP TROHLN TN BEHL

WA D BCP IZBT AEGECH A RTA L SN2 DUV TCSCIREE (fo Z— % b ECOABIE W, 5
)RR LT MEFMT I 1T D BCP OHEEIRHH], BCP 23Mifi . 5 & B4, B L TV DT
DONWTC, HEA LT TV —E ADHEEE - HkFE B D T AT LD E#E O S CHE B 7=
RELLTFITRT,

3.2.5.1 FEFEMKGTAHE OHEE AT

WA (O KE, S AR —V) K OE BB TR O S TODHEERHNIZ DV TIR A L7 4
. EOBUEIZI W THHEMERLRR O M, BE OB 523 L B2 LFL L THY | Flib OFE IS 13 5
BN, AARDITART AL PRI HEERS] & RERERITIRNEE XD,

PLUR s GRIE, KE, o TR —) L OEBERE TRO O TODHEE ARSI OV CHll A
L7t g (1) ~ (DR,

(1) ZEE
GPG2010, BS25999-1:2006 & T} BS25999-2:2007. BS25777-1:2008 DZF FL-E AT AHEHE(KR
B4R 2 LL T IR T,

< GPG2010>
[HEERAAR 2DV T]

BCM 7'l I L HED 70, LLF DX 7oK EN R N — T %R ET 555055,
‘BCM 7'/ I LA RB A FRITEERER
-BhE. e, FHEBE 5250 0E BT NV —T

TV A ADHEERET —
- AV F NG, HE BOP IERIC K E RIS~ & HINE 5 T ORI 107
FITF— 4

AT N AR AT F—T A
- PHEORBEERIA D120, A2V F LN AR A B 55T A TOF—bORKEE G L7
F—T b, ZOT =1L, A TR M R B AR IE T DI/ N THD,

[LLITR]
Additional groups may be formed to assist in the development of the BCM programme. These include:
- BCM Programme Board or Steering Committee

- a management group to give advice, guidance and management oversight

- Business Continuity Teams
- the strategic, tactical and operational teams that would respond in an incident, and who should
contribute significantly to the writing of the Business Continuity Plans

- Incident Response Forum

- a forum comprising representatives of all teams involved in incident response to resolve
coordination issues. This group may be a useful focus for identifying training and exercising
requirements
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[#RE Iz

by T R ARD AL MO BCM BB & DH IO BRI ETE 52 DNAHRET
HD, ZhE, BCM O7' a7 T ML T, Mk N OB E A Y7L~V TR SEEEEITHI K
X TF ¥ L A 25 CWDIEARFET D,

[LUTF)ESC]

A member of Top Management should be given overall accountability for the organization’s BCM
capability and its effectiveness. This ensures that the BCM programme is given the correct level of
importance within the organization and a greater chance of effective implementation.

[BCM =% —%—{Zo\ (]
BCM 7’a T A& B9 A7 1FTEAE DML TIL, Business Continuity Manager EFEIZHUA{E A
BRI 5, 2O, HBRORBIISC TINAZALE LI N = M A LOEE| L5,

KA1 TlX, UL FOTRENZ XiE 95720 BOM ~ 32—y —% 4B+ 5 N BZ BT 554
1D,

N D TE =

SR e

BEFER T 2 A DK ET

‘BCM 2D H{8)h

PRIERI7257 8T BCM EL D

(UL R ]

An individual should be appointed to manage the BCM programme and (in most organizations) will be
known as the Business Continuity Manager. Depending on the size of the organization, this may be a

full or part time role.

For larger organizations, additional staff may be nominated to work with the BCM Manager to assist

with the following activities:

- Conduct exercises

- Information collection

- Undertake documentation revisions

- Assist in BCM implementation

- Act as BCM coordinator in their areas

< BS25999-1:2006, BS25999-2:2007 >
[HEERA RISV C]

BS25999-1:2006 5.2.1 £

F AR ] D TR LR ALY DR, MO RES | U M OBHMESITRU T, Mk %<0
TIRIZATE T 25 60305,

B EYIZEIRZ RS (BIAITFTA A B SRS 72U ) 25, BCM O 2RRY7RE
EZHRD . ZORBEDONTH) R D& MR D7D ICE R R 2 A ZLN R A R THD,
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[LLFR]

COMMENTARY ON 5.2.1

Individuals tasked with implementing and maintaining the business continuity programme may reside in
many areas of an organization depending on its size, scale and complexity. It is essential, however,
that a person with appropriate authority (e.g. owner, board director or elected representative) has
overall responsibility for BCM and is directly accountable for ensuring the continued success of this
capability.

[#RE Iz

BS25999-1:2006 5.2.1
BS25999-2:2007 3.2.3.3

REE Ry 713, LT OZ L2 R L2 T b,

a) BOM ORY 2 —RFELDHATALZ A I 720 | e LALVECMERE RO N4 b LITHER
T%,

b) LD T L MEBILRIC BOMS &8 A MEFF D ~E A% 1 A LL BfE4 5,

[ F]

Top management shall:

a) appoint or nominate a person with appropriate seniority and authority to be accountable for BCM
policy and implementation;

and

b) appoint one or more persons, who, irrespective of other responsibilities, shall implement and
maintain the BCMS.

< BS25777-1:2008 >
BS25999-1:2006 CTAEL CWIEH I AT ADL VYT 2% 0 EXHADDHARTAL LT
BITINTZT20 | AKHNZ OV TORRRAR L,

(2) XkHE
ANSI NFPA1600, ANSI/ASIS SPC.1DZ N2 U1 HHEMERF IR 3250 %2 LA FioRd,

< ANSI NFPA1600 >
[HEdERA AR (> T)

4.3 % Tl I LTS,

4.3.1 % TalILFEBRIE, TORY Y —IZE SV EIRICL > THYLT528,

4.3.2 777 LhFB R, TOT 07T O, BISE, Fhii, 7, LT R TADATF A
DFHE, SRR DL,

4.3.3 % 7y I AFTE ST, FMRIET, FRICBET 2505, K OVEERO T R TO T
REBYREI DDV Y —AZ R E T DR 2 H > QDT Y T ha—F fF— L DL D% A, i
YRR OF RARODHTL,

[UAFIRsC]
4.3% Program Committee.
4.3.1% A program committee shall be established by the entity in accordance with its

policy.

90



4.3.2 The program committee shall provide input for, and/or assist in, the
coordination of the preparation, development,implementation, evaluation, and
maintenance of the program.

4.3.3% The program committee shall include the program coordinator and others who
have the expertise, the knowledge of the entity, and the capability to identify
resources from all key functional areas within the entity and shall solicit applicable
external representation.

[FE ez o]

4.1 ®)—H —y 7 a3y Ak

4.1.1 L, A>T b TS, RSB NI 7 BRI | T, it s H ok
GEMEHERF DT 707 T hA~D Ay hAV N IR E 2T UL 72 B0,

4.1.2 FEHEEFOAIY MAUME, LU N2 E 2T UER650,

(D)7 a 7 I LORY— GHE, L OBIFE, F24E, /7 FIR

(2) 7l T LY R— DD DY —A

(3) 7 T ADOHIMNEEREIR T HTD DL E 2 — 7l

(4) RELTWAHDDOHEFE

4.1.3 FERT, RV — FEfigHEICHERLL . 70 F T LAY R — A7 SN CFIEICIED
2T IUERB0,

[LLFE]

4.1% Leadership and Commitment.

4.1.1 The entity leadership shall demonstrate commitment to the program to
prevent, mitigate the consequences of, prepare for, respond to, maintain continuity
during, and recover from incidents.

4.1.2 The leadership commitment shall include the following:

(1) Policies, plans, and procedures to develop, implement,and maintain the program
(2) Resources to support the program

(3) Reviews and evaluations to ensure program effectiveness

(4) Correction of deficiencies

4.1.3 The entity shall adhere to policies, execute plans, and follow procedures
developed to support the program.

[70rTra—F 4 x—22201 ]

4.2 %707 T A —T 4 R—H
TRTTGEA—T AR —Z L, T TATADMEM T DDLU, T 0T AR, FELE E B G,
e OHERF T 2 HER & FFD,

(UL FIRC]

4.2% Program Coordinator.

The program coordinator shall be appointed by the entity

and authorized to develop, implement,administer, evaluate, and maintain the
program.

< ANSI/ASIS SPC.1>
[ HEFERRRR 2> C]
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NN ENTE)

R 7oA L 2T U RO P fE RS BRA R A TS 72D (2 T W) 708 BRARAR AN B D Z L34
BETh5, EERL ., EEIR . R OVERE(TIC DWW TR ERZNEELRT U B0, #
BT LT UM BB AORIEEFEET AT D DR EH T — A O TN E L, 20T — A
X B T EOREF ORI S REEIRANE, [HW AT A, 3%, (R4
Bl VERS . IR, G AR ROV OMOFZE RS R RE S B IS R RS
NABZENLEFELYY,

FEREE BT — D3 RO B L O A7 WEE R OR BTV ST LD R E L
T Y72 ONDLLDORIET — DML D IR Z LT HIENTED,

[ pfilz o]

(UL FERR R KD ]

ZOAIY A PD—EREL T, by T RV A NI, RV AV AT DB ESET HTOICETRSIN
CET L OMERRES o7, FREDEBREBEE LA THIENEEL, KRBT
I, A SRR EDEE O THID, N SUIFH B OB ETIE, ZhbDELZ— ADO[E
ADBIEZ T THEL X Z20,

(3) TUHR—NL
SS540:2008 (ZF3 T AHEMERFHIZ R HFCiR A2 LL FITRT,

<€ $S540:2008 >
[HEMERR AR (2>

3.3BCM Oi#EH ZE S

HERR O ERIE A 72 (B8 « ke et B2 T E DA o, FEA A SR CH EMkG O

MFEOBERIREENDRDIEE SR, (COREBRITT ATLMREBRITO— NEFE D AN

—xEte)

a7 NOFE T RSN AW D7y 2 NEFR T B S LT R ZDOF B SITK R
HD,

[LLFE]

3.3BCM steering committee

A committee of decision makers (including one or more members of executive management appointed
to this committee), business owners, technology experts and business continuity professionals, tasked
with making strategic recovery and continuity planning decisions for the organisation.

Unlike usual project management committee that is disbanded on completion of the

project, this commitee is permanent.

[FE ez o]

3.20 =BT 4T
FHREN O @ B RREL L DOF & EL,

(LT R]
3.20 exective management
the highest decision making level in the organisation
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(4) HEESHE
ISO/PAS 22399:2007. ISO/DIS 22301, ISO/IEC FDIS 27301 OZF - E U AHEMEAHIZBE

THRBRELL FITRT,

<ISO/PAS 22399:2007 >
[HEERAREIZ D]

LED T DFERRIA S
RV —R 705 LRI T 0y = 7 b — A2 k- TR, EfEESND,
U T a2 DAREITIEARD T 0y = 7 MEFRHI DS L TH D,
- by PR A O AL B 5 Ak DT OB

- A% LHIff
- a7 VY =R TR EEREOE
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Organizational structure for implementation

Policy and strategy for the program is developed and implemented by the Project team. Determine the
need for formal or informal project management structures based on:

— requirements for continuing top management visibility and involvement;
— skills requirements;

— resource, budget, and financing requirements for the project;

— specialist knowledge of the organization;

— areas of organization involved in the project.

(&)

A cross—functional [IPOCM program committee may be formed. Its members should be composed of
those involved in the major A cross—functional [IPOCM program committee may be formed. Its members
should be composed of those involved in the major functions relating to the IPOCM program in order to
enable it to address various organization—wide issues.

[FE ez o]
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[DLFR]
Responsibility and authority of top management should be defined in order to make it clear where
ultimate responsibility lies in the organization.
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(LT )]

An organization may appoint an [POCM program coordinator who should have responsibility for
establishing the IPOCM program.

The IPOCM program coordinator should be responsible for coordinating incident preparedness and
operational continuity projects, managing incident preparedness and operational continuity
organizational structure, obtaining support from top management, developing and implementing the
IPOCM program, providing training, and regularly reviewing the incident preparedness and operational
continuity program among others.
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5.1

General

Top management shall demonstrate leadership with respect to the BCMS by:
—visibly directing and controlling its overall direction and operation;
—motivating persons to ensure the BCMS supports the business continuity
performance of the organization.

NOTE

Leadership is not restricted to just top management.
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[DLFR]
A number of professional IRBC practitioners and staff from other management disciplines and
departments may be required to support and manage the IRBC program.
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[LLFs]

5.7.1 Management leadership and commitment

To be effective an IRBC program should be a process fully integrated with the organization’s
management activities, driven from the top of the organization, endorsed and promoted by top
management.
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AR, B ICT OBEOFPHN TO ICT VAT L&A T DL ENHD,
[UAFIRsC]3.2.1

General

The organization should define the scope of ICT continuity management and set ICT
objectives, with due regard to the:

a)requirements for ICT continuity;

b)business continuity scope, objectives and obligations, including statutory, regulatory
and contractual duties;

c)acceptable level of risk and ICT risks;

d)business continuity requirements; and

e)interests of its key stakeholders.

The organization should identify the ICT systems within the scope of business and
ICT continuity.

<BS25777-1:2008 >
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4.1Defining ICT continuity requirements to meet business continuity requirements

(&)

4.2Understanding critical ICT services

(&)

4.3ldentifying gaps between critical ICT continuity capability and business continuity requirements
(&)

4.3.2

Top management should be informed of any gaps between critical ICT services continuity capability
and business continuity requirements.

Such gaps might indicate risks and the need for additional resilience and recovery resources,

such as:

a) staff, including numbers, skills and knowledge;
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b) premises used to house ICT facilities, e.g. computer room;

¢) supporting technology, plant, equipment and networks (technology);

d) information applications and databases; and

e) external services and suppliers (supplies).

Such additional resilience and recovery resources might require further finance or budget allocation.
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8.2.8
Information and information system requirements

The information and information system required to support CBFs during recovery shall be identified.
Policies stipulating such requirements shall include:

a) Vital records, e.g.documentation of customer orders and forms;

b) Electnoic backup and storage, e.g. previous day’s transactions;

¢) Manual procedures;and

d) IT systems and application programs.
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[LLFIR]

6.3.2 Understanding critical ICT services

(AR

For each critical ICT service the current continuity capability should be reviewed from a prevention
perspective to assess risks of service interruption or degradation (which can be taken as part of the
overall BCM risk assessment exercise), e.g. single points of failure. Opportunities should also be
sought to improve ICT service resilience and thereby lower the likelihood and/or impact of service
disruption. It may also highlight opportunities to enable early detection and reaction to ICT service
disruption. The organization can decide if there is a business case to invest in identified opportunities
to improve service resilience. This service risk assessment (which may form part of the organization’s
overall risk management framework) may also advise the business case for enhancing ICT service
recovery capability.

6.3.3 Identifying gaps between ICT Readiness capabilities and business continuity requirements
For each critical ICT service the current ICT Readiness arrangements — such as prevention,
monitoring, detection, response and recovery — should be compared with business continuity
requirements and any gaps should be documented.
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LOMDOM, 10 FEBRUARY 2011

E&I London's Plang

The Forum is the body that oversees the
work of London Resilience. it is
composed of senior officialz representing
the main emergency organisstions and
key sectars within the partnership

LONDON RESILIENCE
02D 0& 0O

preparing for emergencies

RESILIENCE FORUMS

The: London Regional Resilience Forum (LRRF) reports to the Government. t is compozed of
=enior officials representing the main emergency organisations and key sectors within the
partnership.

The Farum iz supparted by a number of Panels
wehich allowy partners in relevant sectors to
concentrate on particular aspects of London's
preparedness. These include:

The: Business Sector Panel (representing
the general business community)

The Yaolurtary Sector Panel (impraving the
effectiveness of the waolurtary sector contribution to emergency respanse)

<

Qf The Liilities Sector Panel (dealing with matters affecting the key utilties such a5 water,
electricity, gas and telecommunications)

Qﬁ The Faith Sector Panel (represerting the faith organisstions)

LATEST INFORMATION

@ Strategic Fmergen
Plan

DOWHL OADS
Recent Documents

© Minutes Mesting No. 33
PDF

Previous minutes can be found
inthe Resources section
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