BEEAVISDEHREXL T4 R/KIZERD
F 2 RITEIGTE
~ HIJAAL b ~
[T wHaty rE]

&2




BEA 7 T70EREX=2 ) T 4 ARITRDE

~ BTHEA L ~

“\

N
UCN

1 HiZ
(1) 1TEhFETE O B
(2) FEARBZ2T7mE
(3) B LT DRk
2 R kG

I

%

2 IRATHE)

1) BEA T T LEHEA VT T RESE
2) BEA LTIV —ERALEHEL AT A

(

(

(3) —ER VL~ LREEL~UL

(4) ITHEE

(5) &

(6) H#REX=YT ¢ %K

(7) BAFRER

3 1 KATEIEHE ORI

1)%%%@ E DR M N
) TEHRICAE RS DR b

3)%EW@$%%

4) Gy BRI TE

4 AATEREHEHEARIC 1T B BUHHL A D BT

o~ o~~~

I FHEEIFE PSR e 2 =2 U 7 0 3R

1 22 EUESE o s K N2 %
1) fadtofkeerycsE
2) REILHEE Ok E
3) WEIEEEDRE
4) HEHEST IR
2 IEEWILA RSl oMk
(1) HHEFTREEROEH
(2) TRt fHaiEoFmFE
(3) B #—oi(k
(
(

o~ o~~~

4) v FE—T17 0
5) HEMETTR

3 BB BT
(1) FHAEAKRTFHERAT Ok
(2) Il & BT O
(3) HEESR

4 Sy EPRRMTHTE
(1) Sy BpRRTiTE = o Lt
(2) HEESE

5 REZ{bL~DOXIIG
(1) JRHABEES)
(2) VAV asa=kh—a rOfE

1

L]

— =

© © 00 00 J Ut W W W



(3) [l O et o1

(4) TRt X=V 7 0 BoOM 21

(5) HEESR 21

M BRI CHUGHT e & FIH 23
1 HERERH 23
2 B EIROEGEA 24
(1) NEEREDOHEER 24

(2) EEA 7 TFTERITOMEKR 26

(3) EHEXx=V T ¢ BRATOMESR 28

(4) FEXWATT OREKR 28

(5) BAtREERID A M 7eBGiiA & L C#IfF 9 2 HIH 29

(6) TEHA 7T HEFLEOHENRRK E U TR 5 HIH 30

(7) 872 —0BEMRXEE LTG5 HHE 31

(8) EF X —A v v VDB EHRRIRE L TR 2 51E 31

IV 5l - BREE S FLE L 33
1 ATENG ) D HEBE (A H] 33
(1) ATEhEHE OEPRILOFEAMN - FRAE 33

(2) XKD FENREGE 34

(3) Hi3K DR RARRE 34

(4) FEROFMD 7= OffisETHa 36

(5) {TENFHENIZEE-D < BU A O s - 0 Z-Ah 36

(6) 1TEhFHE O FE L 37

2 BEfFOERA RS & oE 37
IS I HRIEHE - T HEAE I OWNT 38
Bkl RREMRDEEA T T EEHEL AT A 42
Bk 2 BEEA LTI —ERELRKRIFL UL (BIEESER) 43
AL 3 ITREE A5 & Z 3& O fl 44
BIfk 4 TTREER AR 2 E S A 2 45
BIRE S THEHISA ] 47



I

1

Hom
B

(1) TEIEEDBE

w

[EHEA 7 TDEREX = U T ¢ XRITHRDITEIEHE (2005 4 12 A
13 HiFMEx = U 7 s BURSERE) | (BAF T8 1 ATEETE) &vvD,)
OEIE, BEROBEREEDO T, BEA U7 7OEREX 2V 7 4 35K
b+ o2 L) Tholo, £, PEEKOFEREXF 2V T 4 BURD
H RO & L CEDE T 1 IRIEREX =2V 7 ¢ EAGHE (2006 4 2
A 2 BIF#REX 2V 7 s BORESHERE) | IMESTE2E T LIE, THE
AT TICBTDITHEEDORAZRY 2 EricTd] ZEx2HELTH
WM ONEEEA 7 F110 B0 572 2 BR 1ER2IC L 2 Bl A 2 D T &
776

ZDORER 2008 FERETIZ, [HEAS 7 7B EHREX=2Y T«
DFELRITIR D TR HENESES | REICHT-> CofE) (LLF THE#H) Lwv
9.) DRE, MR IUCTES S B EOLREEFEDRE « RE LI TH
., TN EEMICRESTY A 2 AR L=, £, BEROEHRILA
RHIOEENED S, BROBE®EHEEH OM, HERIEEHRETH 5
[EHILA - oHTHERE (CEPTOARY) | (LLF T®7 & —] L\wnwo,) 0¥k
fENET L, 72 —MCcoMBmeEmtaRichsd EES T
7 i Hhake (CEPTOAR-Council) | (fxfr) 5 (BAF X% —h v
Ll EWD) BNEIESIND RIABLTH D, 512, ITEERAROFE
HRRL XTI T 2 72 D 43 B R O A BARIF I O FRAT0, BARBY 72> U A
(ZHD < AP RRIT I 72T 21T o T

T Ko T, BB EARE OO N S L L HiT, KR TR
BOWTHEREX =2V 7 4 RTOREICET D50 X 0 E-HK OBk %
H#DHTERELSOH 5,

%1 RATEEE O BHEA 2D SIS, IT OFMAIE S GIZAHFHIZE D
bDOLRoTRY, BYEA 7 T HELFZDOELGNRS, —E2DOF

[E¥ A 7 THEERS) LI, %ih T2 EXEASBHMA 23RO L,

MEAMR M) Lid, Bk T2 TEEEMLHEM 22RO L,

(e L1, EEA 7 THEEFED, Fa W, 1TAEITOICS -0 AN T
BEIZTHHLDOE L TRESNIZ CEEERT,

4 CEPTOAR : Capability for Engineering of Protection, Technical Operation, Analysis and

5

6

Response

[HE A L7 Tk #ES (CEPTOAR-Council) | (fRFR) : &5 1 IRATENEFEIZ B8V VT AL 20
FEEETIIRET DI ENEELIN TS, TNENOSE TS X7z CEPTOAR DX,
F TR SN Wik, AMTEIRHER ERS CIZARR IS T ZRanEDd bhTns & 25
ThHY ., ERGHENBRE L TWVRY, D75 F DL FRRAIFRE I SV TIEERR b &
STEENEL 9 B,

MT fEE) L1, %k 12 EREFNREH) 22O &,

MEREX=2 T R Lid, #d 12 ERENRFEH 23RO L,

3



flErEm B2 & Om TRk A 7 TROESRD LT D, Eiz, — v AFIH
FIZBWTH Xy NV BRIEORESLCIT Y 77 —DEEVITE - T,
IT ZFH L7V —E RN DSR2 T D, A% ERAECHS
RETEESNIS X ITORAEZILR LN b RBEZ TS & FREND N,
ZHVZRBFICHEES DN IT ~OIRFEZ SO DHEAICH D 2 L 2 BWT 5,

T AU IT BEE O 5 A O Al HENESCE O AP G IFEAIZ AN - TV
S EBNTREIND, SHBOIIEHEEES V7 T7FXEEEO—ERAD
ZEWIME & FEAG M 2 T T A 72D, —ikIC T3k LREn s
BHEOSTICBT A2 FELBOET ZHET DEREOMEAITINZ T, 2
EEAEEY OOFHEEA 7 TREFEOR ENREALZ RIESHED
ZENRDLND,

ZDl, BEA T I#EICEREATAETE EBEA T T HEES
HENE B BRA A D DI T - TOAEDITENEE & LT, [EEA
Y7 TDEREX 2 VT 4 XRITHRDE 2 AT GHE (FR) | (LR R
ITENGTE] LW o,) ZED &0,

AITEHE OREIZHT- > Tix. & 1 RATEEFE O 2 B £ 2 TR
SNTCREE PDICHRE 21T o 7o, BEhIBR LTl Thkke) & T3E] ©
“ooflEEEEZXD L E LT,

[HEfe ) OBLEOIX, 1 RATEN RS Efx, THEEA 7 7128
17 % IT FEENERAECHSRFIENCER R L RS o EE
A7 T xETLELE BT, BEA VT THEERFZOY—ERADOHER KL
T BEERAERFORHEREIHEOMREZXKD ) L& L, £72, 51&H
X [HEAS 7 TIBITHITHREORELZRY < EBuizcdd] ZL%H
oLz, 2T, BEA U7 TIDERER 2V 7 ¢ XIRICEGHTe
AR EERD R X & | IT FEE N ERAECHSRETRENC R B %
FKESHRNE ST HDORWOE R b R0 E W 9 AR K%
IHEINZERTHDOTH D,

BWtX2 ) T 4R REHECDITHT- - TE, B REFFEM: DB
BN DHIFINC L > T, —EDY AT8EZRTH I LMK L R 5E
NbD, Flo, TR UGRWEBD S ZifE Z TITHEE ICHLT 5 72D,
ITREEORAZHELIZARLMLETHD, 29 LKA EEEE %
BT, ITREEORAEZ ATRERIR Y RARICE L9 2 FEuktR &, IT
P BN LB O L FIHE/R IR Y fe/MET 2 FERIRER O 71220
T, HWBHRSCH R TEORELZED D & EHIT, MTORKRENNT A
F<HD ANTHRDOIMEEZ @D L ENRLETH D,

ZFZT IRE] OBSNL, SOBORMEEEEE 2> oBFICHILTE
WEX =2V T ¢ XPROEDELGEIICEETE L LI THOIT, HBr
I HOEEA 7 T —E 2 OWTHH KL —E R L

8 AITENEFEC TU X7 | LiE, IT BEESIT OBEEREN S 72 5T AFIESRICHONWT, 0
HEOREM 2T,
9 [HEA 7T —E R LiE, %k 2 EFREXNSGHEIA 22RO L,

4



ASPLOE LTEDDH I EE Lz, IhalE 2 ¢, ATEEtE o B %L 11T
b 2 A3 [E R AETE P SR ETEENCE R B2 REFS WX o195 2
Ll ETD,

ZD=, ATEFE T, TEEA V7 T HEESEOT — B RDOMERE
D= D IT FEEO TR R & . TTT FEE R A o ik 7218 11 % O FeEf%: |
D= D IT [EE DO FH AR DM ITIZHOW T, BHERRHR 2 L < BARL L
TW5,

F7z. BEOEBUI AT TAITEIEHE CIrI& Bk BRI L D8k~ et
X2 U T xR E, BEA T TREETENLEDENEE LVEEW
AR E NEIEEZ 0 E U BUF K OBIRERI 1 2B W CEiT 5 F
N FE LWR D72 2 R e il & U CHE L7z, ARITEIGHE TIX
HEEDZEMRZ]T & & HIT, T OPSEA BIROMGE e cE A 7 V% Hi
N AT EEBET,

HEA 7 7 OEHREx 2 U7 ¢ /IR ICEGHTe BIGR FARITAITEN G E I
K%, BEROBEREEO T, HFREX =2V 7 4ROz 5 &
BT, BEA 7 T — B RAOMEF L ONT FEEFR AR OMGE 7218 IHEE D
ERIZE DD Z L T4, £, RMTEEIROMSHADE R UEL X5
T 5,

T2, FEBREERPZNZENOERLAZAT 9IS 7= > TiE, AITEhEHE
IR SNTEXR I AT, BITEOEMNTOLE, MBI RG] OFfE, EHl
e AMORERIBIFREICET 5 FHIC O EMAN R B AZ1TH> 2 & &
T 5,

(2) EXRMGHRME

BHREF 2 T A KT —RAIITEEA V7 THELSNA L OETE
IZBWTET 2D THD, HEA 7 THEEFZITHEETRE LT,
FIEHEMBEEEAI L E L TEREZNICHREZH#H L, ke
BV MEA TS, 72, BUFIZEEA V7 7 HELSEOHERES =2V
T 4 RRICE 2 BU ATk L T 22 A2 1T > T B,

fth )5, R —EADREHITKE LA, T2 IT ORENEZELWVASHIZ
BWTIE, Hx OEEA 7 THEFENEMTERTEREX 2 U 7 4
KIRDOIRT, SRR EWA~DRNEN T ETHDH 2 L 2R THZ I3 L
W, THEHREX 2 7T o R PRIHEAEZAE L SERWVWE S DHFNOMEES
DM OFEFE L OHEELZ REIERITNIE RS20,

Ll BEA V7 T REFEOTHAIZTNDNEEN RO TH LN
Bz, ZOKRLRGIMEICEB T OS2 E2E9 5, 2O X ) eSkEE
ik x T SRR AR S BV ORBRATED LAV, F - B ERR 7
HHENHEDCTWERE AT 572010, K EERNED D& AN
mPEEZLLT O LB 0 B LT,

10 [H—ERL~Yb] T, Bk 12 EZRELSREMH] 220z &,

11

MBAMREERE ) &3, Bk T2 ERLHAZHME 22RO &,

5



12

13

Z TR APEIIRRE OBR RIS L TR FE 2R T b DT
E7ev, BRI MMz BRI R 2 & T FRER BRIV THE
7N AEF N T2 L8 L FRAHEREROTH AR L L
TO—HMEZRTLOIEIICTDIZLZHFTLLDOTH D,

1) fRSFOBESFITI 2 T, LR ROIEFICEED 5 2 &

ERIOEE A 7 FHEEZLD IT ~ORLEES, B & DA AR
DODHNEITH A Th D, -, ZIIN UKo BIT 2B b 28k
PWENTFIET D, TDH, Hie L TORIKEETH 24 2RITH 2 &
IZE > TR DT — IS LR R 2 USR5 BU A & 8B DA
TEXRPR A2 HEH L CH B2 RIS D X 91T DEHLADZENE N
HETHD, 2. T 9 LEEEHAIZOW T BN A2 X 5 Z &
WHEETH D,

2) Hffrm, &EE, EHE CTOREOFRI AR S = &

B x =2 U7 43P RICEBD TUIEATR 2 ME ICBELREE VRN HTH
., LnL, BEA 7TV —ERAOHEREE W) BLEOIE, ITHYSEM
72T THRHTe D TIER <, Wbhwpd MEREX 2 U7 4 TN RX12) OF
AGEBEZ, HREX2 U7 R~ Gy, HRtExa
T4 KRN T DNERHEH, W R ERICHOWTHEET D Z LN EE
Thb, Flo, BRICE DRGSO T T, IEHOX(FNL— L E LD
EYEDORERICEE T D Z ENEETH D, o, RERFHCTI ) LEE
FICOWTHBRTEARBOaI 2=/ —2 a v Z2XH5 2 ENEETH D,

3) BBV —ERAOPR LB ELOREONGITEET D &

BEA U7 TOREZBNTL, BRSOV —E R LW flmH o HfF
SNAHKIEE, DNEOBRNPOHIREINDRIEDRH AL, ZbiTLT L
HL—HTHHLOTIER, TNETHREEA V7 7 HEFLEITH LM
KM LS TH T OEEEZREZLTWHEZATHY, gl EE A
TG T DA FRKED ) R ala=r—rvarBlexa T
A XPRIBED T, B ~OWMHAELZRETZENEETH D,

4) IT FEEOTFHRGRICE D, R PRRIRIRZmE L2 &

IT FEE N ERAGFECHSRFTHIICER B L G2 R0 ) ITHEA
> 7 7w WiET BRI GE, IT EEO TR RS Tl IT FEESE
AR E RAETR AL SR TE B~ OB 2 i/ NMRICH 2 5 720 O HLRIRS
ROEETH D, IT EHFEOREZRE LIz LT OREER/IMET 5720
DRFFF ATV, BRI NZENZNE b DOENPN DRI & R~ E &
AR TELLICT DI ENEETH D,

MEREXF2UT A HANF R Llid, a—FRL—F - IR F L, FhEXZHAH=
XL T DNEFEH OIS E  ERE X2 ) T 4 OB OEENICHEE - ERT 2L,
RFFEELD R 2V T 4 TN F U AESHREE] CER 1943 H) Xkv,)
(27 ala=fr—ar] ZOWTE, BRI5 (2) 22RO &,

6



5) IT BEEICET A IERITPTREARR Y A & LHfiFd 2 L

e DEEA 7 T HEEEEIZLDLEREX 2V T o X RITEATNHD
HDEBZBNAHMN, IT FEEO TR R F % I3 R ORI B3 2 &
R0, IT FEDRK & 722 5 FEICET 2 A O[T ONTIE, i 7
HENARTDICRONBTHDH, LML, ZNBITHEROLED D DE
HRERERD OO LT, B BOEREAEOIRAZED D =
ENEETHD,

(3) BR LY DHIFKE

ARATEN GBI < BGHIAME Ko TRBEDZBIFF SO RRBIE. LT
L2 bDTH D,

B = U7 ¢ PRICEGTe KB ERIL, KA FHrREEHEA 7
FHh— R LT REF— AL ABEZ T, BONART & N
R AEFM L TS, FEBREERITE SDOENIN TV DRIEE LR
MLTRBY., HODOEHSEELZ FIERMICED TV D, &R RIS % 0
TR A EEDTEY . Z IOV TEBMMICEH CRIEEITH-> TV 5,
T2, MOBEBREROIEERRZTRE L, EWICH EMRBNIE2T52 L
MTEX D,

BEGR TFARIE IT FEER AR ORI BV T, IT FEEOSFISG U T, #ER
EOXIREREEHE L WA, fEE ED XD piEWRA AT IZ ),
F-EH LI EZRTRENEZFHBEL TS, BOOHEMRSHSISZ T,
MBI U T O BIFR AR L e 2 X 0 il O B e xfin a2 & D5 2 &3 T
x5,

FRICEHEEA V7 T HREFEIIBNTCE, Wbwwd TFRex=2U 744
NFEUR] EVWIBZITNHSICRE L, HREX= U7 0 3R ITHICHE
W AT LOWEE, EHOBLENSLET TIERL, REREOBENDL D
BMEDBPVETHLZEEZHELTEBY, VAT LOREE, EH & B¥ERE
DENENOBELENHEYNCEEGET 22T E 712> TnDb, &
7o, Bt X2 U7 4 RO RHHIZE D TN D, 7o, (i
DIEREF 2V T 4 JEOBL DO 7= DT ATRER BV FHMILA T 5 L0 )
READFEMRAIZ G S 4L D EBL 2 EERL STV D,

ZOEHNZIBNT, BEA 7 TREFETIALOFEIZBIT S IT FEE
DOFEFTRT NE LD TIERL . FHEFENOXRICEGH T BARE K T4t
HETRELDOTHDH LWV I EAE L TS, XRICERLTeBIFRE 1L IT
EORARNEDERZRECTEXTEY . LEITG U TYZIERE 056
DT H =T XD N EE L CTHMNROBERTERE G L, AKX
SUFFEAXOEHEEIT I L H 1T > TV D,

AATENRIENZ D & BAREM S L CEHEA 7 J#ICET 51
X2 U7 o RICEGHTeZ 21k - Ty IT BEEIIRAL TWHR0DD,
FAELTHERAEESCHSRFIEENCER B EL 525 L) R FEI2IX
o TR, BIREMREE L CEHEA 7 Th#ICBRA TS Z &



2

WK HRIZH G, ERICZENEE 52D L5 10> Tnb, /-, %
RFEARETOala=r—a UNEEL, IT BEEORARTEH TR
MTEDLEHITRoTWD,

HEA T THEEFRE L SHEOGENEDFCRENELTHZ LT
L5, BT EEILRD U A7 OB ZETICLEm LT, &% HEMIC
KR EMED, FTMERREEZIT) LI >TWD, 29 LI-BRN%
ROMHH 2 BEDREN )OO E D Lo TN D,

AATENFH N LS iR, R ERMOV A7 ala=r— a3,
ERSEESE 2B U T, HRES 2V T A RICET DR ERNPNEE
BIZHFEOND LI TnD, NBRERBITINEZEE 2 TREFRFE L
DAY | KV RhRARRIR D D=0 DA TS RE 2 3 L C
W5,

FRIZ, FRRERREHSC IT BEICSED U A7 IO TORGNE DI,
TIASDOXPNEE A 7 T HEZFT CIERERGAE 1. NEEE.
HEA VT THEMEES, X —H T UV OB Lo T, iR D
et & 2 OFEBNT BT T2 TR TSN FE SN D L 927> Tnd,

ko7, FBBREROBRICE S B EMARBRAITZENENOTT
LS LTRELTEY ., ZOTERANEREX 2 U 7 4 UL E K
THEINZRoTWD, ERIOEEA V7 T HEESE BEA V7 7058,
HF OB W, IT BEEO TR 2L+ 570D a I a=r—
TaryBNHEAThbNS & LB, TR ITEENREA LG AITITE
DIEBR A HEFEIT LR DO RITTE N T 72D O 72 e EN e STV 5,
Fo. ZOMHHRMIITEIRE S L TARSH, EHNICTH S s & LD
[CHBEG U CGEUIICAE SN TV,

INSDOEBBRERDE 2 DIFRE X2 U T ¢ X RICET 2 BUH A 234
EDOEHGHREREZ 250D E L THEICES L TW5,

EH &R

(1) BEBAVISEEEA VDD SEREES

[EEA 77 ElF, MR T 2 ENFE LS NEER— B X242
e D HENERT D EERAE L OESRFEETORETH Y . F OIRE
DIl AR T TR AR ATRE 2R IC K » 725 a1c. DAEOEEATE X
1T SRFIEENC S R 5 BE RIFTHEBZNDRELDH LD TH 5,

AATENEHE CIX, MES@EE) . Ty, Thze), gk, B, TR,
[BURF - AT — B2 (M5 AR Z ETe,) |, TE#E, TKE] KO Y
Wl D10 B OEE A T T A B#ENR LT D,

(B, 7 THEESE LT ERI00HICBTA2EELEDAEDI B,
BIRE 1 O TG D FHE ) ITHRESNTEE LRI DEN DR S
NaHERTH 5,



(2) BEBEAVITGH—EREEEIRT L

(B A 77— R LITEEAS 7 TREEEENRMET I —F
AR OZEDY —ERERHATH-OICHE LR~ HOFREDOH b, ERA
IECHSBRBEIRENC 5 X 2 BOEAS NV EEBE L T, FICH#ET YT L L
THEEA V7 IGBHICEDDL D THDH, ATEFE THRE LIS
BOEBEA 7 TV —ERERIK 21T, 2B, DBFICX-oTIxtg L
L7 —bE2RORFBHIOHLZRLTWDEEERH D,

(BB AT L] EiF, BEEA V7 7V —ERERMETI7-0C 0 E
B AT LD L, BEA L7 TV —ELRIIHEIDDHEOERNEEE
LC, BEA V7 TRELERBIEDD LD TH D, ATEIFETHRE 2
HEHEL AT AOFZRIRK 1 ITRT,

7ok, B 1 ROBK 2 1%, M=V T o xPRORN R E YL EE A
V7Y AK DY EEEATAIRET A 2B L TE LD
HOTIERV, T ZIWCHET TV RWVWEEAS V7 I —E AR OEERT
AIZONWT Y, ERAECHSRFIEICEEL B D2BE0WDNHLH O
IR LTI, AATEIETEICE S S IERE X 2 U 7 ¢ MRICBGH T LB B
R

(3) H—ERULRILEREELARIL

AATEF B W TIX, BEA 7 7 — B ARERAE-CH SR EFIE
& o TR ATRE/ K ECHEEMICIRE S, F-RAMETHD &R
Nk EEL [—EAL~YL) L35, —EALLIHIK2 25
BLLTHEEAN V7 TRELEBIIEDD LD ET D,

REIH A LT T HEFE TR LN AT AL EEEL LT
R ) T A BB ENEE LY, 2, P—ERXL~UL
IIKEEA 7 T FETFOREMRGGHE (BCP) OHEE LRV D
DETHZENEFE LUV,

BHEA T T — AN —EKEE TS GEIC 2 e BGExtg &
LI Ll ZOKEER THEELV~SV) T D, BB EORGE L~V &
BIAE 2 127”7

(4) ITPEE

T fEE] L1, BEEA 79— R CBWTHEAT AEE (—t
ALV B HERF T RUVREESE) o5 b, IT OERENFIEEZTHD
Thb,

TZTIT OMRERE LT, BEEI AT AXRITIULDE LEEEA V7 TY
— B R DM M B IRE RS AT AR EEFO IR Y OFERE 2 3 L 72
VVIRREZ FE T,

AITEYFHENC IS < BGLA OFFM - REECER L Cik, IT FEEO 5 HHREE
LAV BT 5 b OORAERTERIET 528 & LTND,



(5) BB

AITEFTEICEB WL, ITEELZFI ZEZ L9 28K % TR LS,
BT EHERLONH Y, X ORI HEEORMEICE - T
ex ThD0, AMTEFHE IR 3 D LBV 4 FIEAE L TV 5,

HEA 7 T HEEREIALOEEAS V7 T RAORENMIE L F
G AR T A L3R, BOD ITEENMILOEE (7 T HELSD
A 7 T —ERAORENMAE & FEGIE DML~ 72 D 7]
BEMEIC O ET D LA ETH S,

Flo, BRUIIKRELS DR THRNLEEN L EB L. EHOEE A
TIHREFRENFLER S THIRTIEEDRH D, FRCRIFEIZOWTIESD
BERE TG 2004 A RIS X D R D B D,

(6) HHREF2I T+ xE

AITERIEICB T MEHRES =2V 7 &%) ik, BEA 7 T0
IT P A E ARSI RFEIN B2 5.2 20 K 5 12T 5 72D DIRA
VLA E AT, M U 7 R IT REE ~ORFIC L T, IT
DHRER B~ORFE & GTe, EREF 2 ) 7 A HEORG L R D HEOA
A=V FROLEBY Thb,

IT PR3 A3 ] RAETE AR s Eh IS
7 e AN

TR CER A RIS AN LS IET B bR
HiEE LTS
L 70D
Tk
FRFE L UL
TN CRAE R LT 5 L
HHREXx=2U T o4
. . SR DB IR R
PR L N S

[ RAFERLHE SR FEDIC L - T
FFA ATHE 72 K HE CRERIC IR AL S
. EMMHATETHD L RS
FOTARINIS

X EHREX 2V T R BMERFEROA A—V

= U7 o RITIIRBI LT IT FHEOREA 2 TR IR D RIS
Biik9 2 PRERIRIR & . IT PEF AR OMUR 2T HEFEOMRIC LY T D5
e PREZRIR Y e/ MET D FHIERAIRR D B D

TRIHIRS R OB HIF T FE 2 5| & 2 2 3FIK & 72 D IT OFERER 4
ZObDZEWY R EZFH LD FEL . IT OFEEANEZ —EOHIPHTx

10



KL ETZEOY —EA~ORBEHIET 25K 25 L2 FIEOSTZoNn
HD, ZTILHEDWT D TFIEINE > TR EZH L DN TR L - T
W25,

ZORS, IT OMREREEZZRTHILELTWEE LT, YEEER
BOEPA T TP —EASOEEBOFNRIL L, FERAIC IT BEE 23
Bz L, FHROKERE L CURYSEREREE I R AHR
DL BEERHY 25, OO TEIEHE T, IT EEICT 5
B2 U7 4% R ERERIZ, IT OEREICHTHEREX =V T 1
RLEML TN D,

AITEN B TIIEE A 7 TRERECLDERE X2 7 xRz B
(R &L ERBURICE D1FmE 2 U 7 o 65K a TR LIRS,

(7) BARER

AATEFHENC RS W TER X 2 U 7 ¢ $RICEHHTe = & 248 FE LT
% TBREMW] X, ABERE. B2 A 7 IMEAT (BT, BB,
JEATEAE . RS, B LmE), Bt x =) 7 o BRAT (B8
T, EE., RIFEEE. EE) ., FEMWET (87, M7, L
RETT. ) . BAMRRERE (53 TH A N—7 4+ — A NICT14, AIST15,
IPA16_ Telecom-ISAC Japan., JPCERT/CC!7 %£&), B A v 7 TH¥EH
B v Sr— S =D N EE ST,

BBIR EERN S 2 OBENIS CTHEREX = U 7 ¢ PR ICED Ml
7o TR, YiZBER RSB TR fHielEn, IT X2 ¥ — L o]
STHRV T Z EXWURGERSH D, T, HHROLFITY - - T
BTG U TN B S ONBEFR A TT 25 D BEAT O 1F A IR & s 21

3 F1RITHHEDRE

e
&

b9y o

N

7o

o]

# 1 RATE B OFTH O BARIX 2 TRREHEANICER SN D RIAATH 5,
FRMRRIZUTOLEY ThDH, ZADITAITERIHOEBELHN L TV D,

(1) REEEFOERRVERE

HEA 7 7B W THEERG LK REROGFHEICINZ D & O#LE D
O, FoNEORLIEEFEORE - WEEZ XK T H72DIC, Fhtex=l
T4 XK EFE T DGE. (ODPOMUNR72ZINTWNDZ ENEE LWIE
HaEHE L TEREX 2 7T A BORESRICBWTIRE LT, ZhvalkE
2T, BOWIERMETEE LWVMERE X 2 U 7 ¢ RO KAEZ 22 HLHE
HLLTORE L, thafEimoZ b2l E 2 THREFZ#ERRED 72 H 0O
ET B, FEEORBE LE1TO & & BT, Itk LS RIE

14 NICT : JSZATEOE NG Had (s F et

15 AIST : SN TBUE N PEERT AT AT

16 TPA : JHNTAT BRI AL B HE B

17 JPCERT/CC : AMRE(EF#iEN JPCERT 2 —F 4 % — g kb & —

11



LMToi Tz, RRIEEED FLE URIL N W22 IS DR GIRILE DR
BOHEMEZBE LT, B ELZeEEED (KR RE LA 7 V&S
L7z,

(2) EREAEFI DRI

BEROLEERNEET -0 L LT, TEEA 7 7 DE#RtE
X2 U7 4 XPRITARDITENENE] O HaERE - FIRIEA B3 2 I H
(LLF T3EME] &no,) 28D, NEBERLEEEAS 7 IMEAIT L
DI HRGEHE - FHER 2 BAs L7c, MEmRit) 1 3EHE A 7 T HEEREED
KIRICET HT-ODERENBEE RN OEEA V7 7 FEFE~EMT S
ZEEETHY, MERERE ) TEEA 7 T REEEIIBITD IT BESED
HMEeEEA 7 THEEENONEEBERICERK T Z L THD,

T, FEEAS T ITHBHNICE T X —NEFINZ, S5, 87
X — [ COREMI 2 E WAL AARE & U C, BUFRERE & 13T U7z i& 8oy o]
BERNMEDSIT O T X =D U VNAIRREIND RIABLTH D,

(3) HEMKRFMHEMEN

HE A 7 T 4B OB LD 12 6D D HAk A SR~ < | T BARLEME
AT | 2980 U7, TERIOFE AARAFIEMENT ) I X > CTRICEHEE VX T A0k
DEEA T FI2EDEITERIFEL TV Do, £72. TEHEOAE B AEAT |
12 &> CTITEERNZB W CREIFERGE & & B BRI OBRER ED X 5 i
AT B EH LN LT,

(4) HEHiabrES

BERERC TAFZER9TEE ) RO THL R 18 ) 28T THEREEE 19 2 3
L7o, VBEREBRE ) iE, EEA V7 7 FHELEE, 74—, HEA 77
FrEAIT. NERBEREENSIL, BAFFICEIT 2 EHRILE - HFHEKico
WT, BRI ESEZEE LTV AICLAEE2ER L, ZNOHDE
B2l U T, ITREERARICBIT 2B WA - HHEE FIESEOMR &R
AlE % FE i L7,

4 FOEFEHEICES T IREADER

F 1 RATENRIE Tl FHEA 7 7 HEEFORMAITINZ T, 7
REWTHY 22 BLR 0 D O BGH 2 28 S LK% Th 2 D LWE RE#HET
V| OHEENED BITe, TS K> THEEAS 7 T HEEFORHA
(2. PR 2 R AN D 2 & L S EPRRWTRY 22 g0 A NIETE B IS
wHT DI ENAREE RoT, Fo, ATERIE OFSHZII L Ty A
IV EERENT D HER N ST, Lo L, ATEIGHE T3 R & RS D
NEP—ERADKMEIZHONWT, BRI R 8E 2 REES 2 720 OFR IR ITRRE

BHL LB HESIE D 1 SO YT ) A& mll S TR R 21TV R0 & I 9 2% #HH
WRKRETE « FEBROMAR O TR NSRBI AE 2 JH WO TR ICRREE Y 2 72 D D E

12



SNTWiho T,

AATEEE CIX. F 1 RITEEEOREZIERA LT, BREENH «
FLTWARBREBAWZIEN LD YLEOT A 7 VOMSNLZ BT, €0
T2, KL N E G OST D R E Y — B R DK UER AL L CHERE R 22
FEICBGHT e 7D DR 2 B 0 A A TV D, ZAUEEE 1 IRITENGHE THRESE X
iz THLWERBEET V] 2L 0ERICERSEIHDOTHD, 742
bbb, BRERZED B ENRERLAN EVORE KL T 5 X 5 1IcE#E
TEXH X9 b &, FBREEROMER] D B L) 72 BUE A 23 TEh 1
DOPAED S D% B CAHBIICRE S T2 FEE 1 LR D L2105 2 &
ZA=Ei=

Z OEO BRI AITENGIEICBE D 5 2 TCORRERE TS,
T2 b, HREEA 7 THEZTFIIBTHNE, FFHEAS T T
BOWE, BUFICKIT 2 0B ik okEL W) Lo1c, FET®
FIZHGHTe, 2O OBFHAII KA RN LED N TNEEZATHD
DN, AATEEE OPSEAIC L > TS OB DA BV AT % |
K2 DR AZ LV RO LR CTHZ L2 BT,

TS L > THEEAS V7 THEFENADLORBROA: LT, BHRER
DEEA V7 7 HFEEFORRO, BRI 72 iR Ofk5R %2, B3 5 oxt
ROUEITHAIADD L O Z 2 HIET, £/, &b TN EE
PSMTITRER SN B2 IT FEEEORRZ L BERERTIHAE L, 2%
EHTHZ L CHBREARBOE#EZ LV EERLDONERESELFELH
5,

13



HEHRRNICREOEREX U T4 0%

AATEFEHFICB W TIEU TO 5 22 FREX =2 U 7 s EOMEL LT,

Bt 2 22 6D %

1

REEEZFDERERVEE

AATEFHEHI IS W TR, FEWBEOBLE 5 O BIRRINE ORI FE %
E D FRETOALEDS T ROFREHNE DO BAREO L~ VO RE L E21T 5, £7.
HHEA 7 TEEHLED PDCA VA 7V DEEM IS F 2 1222 2%
DO OHERER EDJE EIFICE T 2 BHHADAH 72 B, EBI O SR 70 %t
REMILZOREEZKDBLEOOREA G HEMET 5,

(1) et DR E

BRI DZALTEI RIS Uy E 7Bz 72 R 2 i ek LT < 721l
REF DT - BREEE 1, M OWEIZIS C T L, £ ORRZAFRKY
HT LT D, B, FREHOUCEICET 2MENTIFAIE LT3FEIC 1 ESE
i 2bDET5H, 2L, BEIZS U CBMIICHRT 2 £ L, SER
b2 EBOOLNTGEIIIERHOWEETT) 2 & &5,

BB, HEHOBEICET OMENIHTIo o T, BEA 7 T HEEFI
BWTHEEMRETE (BCP) DORENESRDDH DRV, Tk
(BCP) (ZB9 2 [EERBUSAL ORI DL Z2 S £ 2 DD, 47 BRI 22 81
RIPLLEINTHLIMERIETE D5 L) IR ONEE KRS ELHD
E95,

KREEA 7 TREFFZORENRIGAAICE T IHEZREIEH T
WIZ, RIS N D FHEEZ [ERETHEE] & [SFFHE] (T8 L,
KIRIAH O BARLOBIREITO FIC LY, BlEmE i FEHO L ELHD
T 5,

[FRFTRIR ] E IR OE B OB A6 250 B IS TR DO EH
RVWRBOXRT D ENRLEENLIFHATH Y, BREEEITHET HHLHE
MEEDHENBRTTARIFHLET S, £/ BEFHIE] LITHEATTXK
ELTEVIADENEE LVWFEHE L, S0 MEETSE LT HHIEL
T 5,

TR FEL OB HEH L, BUTRHOEB I A, 1TEF IS <
BEEA LT ITNBROEEA V7 THEEESORMMBENOHE 55 A
e HAlE 2 e L ORENS U TCRESE TN 2 EET 5,

(2) REZEFORGHLE

FOYBHZITIL, KOS b 13 5 Ui 0 % 22 4 S SO
B, BALESEOMEN RIGE I T D & LT 5, B, BAk
HESE D RAEICIE LTI, $REHOBRSENL S N 5 HEEHOOHT - BEE DR E
BEE AT EITO DL e L, BB L CRARESDUELIT = &

14



L35,

BHREX2 T o fEICET 2RO R RET S -2, TERMBEE
KB LT TV DLREIMEEDOMIC, FHRExX =V 7 ¢ IRICEIT 5 AU
NIIBELER LY, e A TE D L) U TA BaREE L
LCEETHZLLET S,

IR TS WK OV T, B 2B T 2 BRI CTAW
WIHRE L TEBSZENEETHD, 20D, FHhex=2UT7 0 BENZX
ZHUCHYT 5 DODOEML, FHRtx=V 7 MEEUIZNITHEY T
Db DODOERED B EMRBHLALZ —BHELE L, DBOEE A 7 T FE
FEIIBTAEREX 2V 7 4 RO RIS D 5,

(3) REEEFDEE

FEEA 7 T WE, BEREFEORSGICHT T, LEEEFICTE
D BT IROHEEITIN Z T, MR A FIET D720 DBREEFEICHE D 5,

FELAODNEDD MR 280 LR EFORBEEMHELR LD L
T 5720, L EDORFBIREICET 4] &5 &S BRI
FhiT ol LT o, HEHER - FETERFICOWTL, EEAELZ1T
2T & LT D,

(4) #HEFK

7 fREEOMKRERISGE

RS OUCET, AMTEVET B OMIFEEICE T 5, o, 1HEE, LUW
FIG U TR O 08T « BGEZ1TO 2 & & L, T ORRELEITIS
U CHstoBMiRE LTEMT 2L 35,

A BEILMEE O E

KEEA V7 70T, BEEELEOMENRUGEIZED D, BFE T
RFHAIC K T A 7 T 0B O BRI A O EREEIR 21T\ 58008 -
AEDRERZ B E 2 o B ORDLC, HEA 7 T8 EOM A OUED K
PUZOWT, NEIBEENAREREHICB W T, FE 2, MEEE21TH
T 5,

v REREEORS

BHEHEA 7 T0WHE ARERET L OOREEHLED, LV —
JB DL REFEDRBIIED L, BEERMICHEEEBOREDD T
Bl 2@ ORI O F B g 2175 2 & L35,

2 EWHEEHEDME

AATEEFEIARIC BV T, B ERE THRAT 2 HHIC OV TORE
ATV, THEARAE, PSS S I L E R BRI D & & b,
Fe TSI — T F—=H UL NO B ERRIEB O S ERLEHEES D,
A S O2EBIE, IS ITRT &R0 &5,

15



(1) AFIANEHEHROEE

T EEICEIT 218 ik, HHREX= V7 o fHRICET 5 IT ke
IT OBEREAREFEICET DIRAWERTH 5,

IT BEFEIZRET D ®ICIE, D IT BEEFEORK I, 2) IT FEEOHLKREAIE -
HuH 7215 IH, 3) IT FEE O ERFE DT « MEEIC L 2 351D 3 SOl
NEEND,

KR LT HER. e RSBmO bErBE 2 - T, IRt Xa
U T ¢ BEEIE RO W BT D BEAE OPS A EE LoD, T~
WICOWTEHRZIT) 2L &T5, ZOKE, IT EFEICET 2HE®MD 350
A B F 2 72 B¢, BIREROIEECHRA T D 1FH. IEHESEIC X D
EEHRT L b, BRERORET 2IEREIC, BEEA 7 T HE
FEHEIZESTHARBROKXEFOH - (AUSEOB S S 2G04 A
U7 B Bk E) ERET AL ET S,

Fo, EWRIELE, HHREKOEEREZE LT, oM 8lIc B0
T, MERER R RIEROER Z G AE T Z L L35,

(2) FHIRH. FREBRORE

7 R E, R O R

BHHEA VT TEEFLEOY—EADHEEF - BEHNLVESIZRD X HIC
THEOITE, BEROZSERNBH N THIENEETHL EOBAND,
B 1RATENGTE O FlcBWW T, IFEE ) St 72 —0&FEzFhne L
EHRILFEH OBELZED TETEBY ., HFROLENBEINTND, Y
ZE ML IRGI ORI o7 ZATHD Z 2B R,
AATENGHENZ BT D IEHmERAL, FHOEAA X, 2 E COFRIMLH RH 2 5
Lo, BHRIEHONFTEZRELEZLD LT EHZEEEAL L, BIRIC
AT E ALK ERIEE, HFREKEITO b0 ET 5,

A HERELE, FHERRORLHE

NEE . BEA 7 IERT, B 72—, HEA 7 THEFRED
BWTE 2 PEfM L COWDIERLEFIHRDIL—NVOEEEKDZ LT D,
Elo, WEIBERNOEEA 7 T HEZFESOFHREMICONT, HEIZ
Ji U CIHERIEF ISR BN AES oM 2 1TW& IRl cifm %2 HiFd
T 5,

T2, FHCRBROILG 2L 5 72DIC, F 1 IRITENEFE CHEME LT
X T AARAFYERNT RO A, S %IThbN 5 @& ST THE 5
VDA AW R EICET 202179 & & b, BREESEOfR
TONHREEDTER 2T 22 & &35,

(3) 752 —mi&it
TSR T NS EME LTS T IRITENRHE CED ST EL T O 2

RDBARZONWTIIR S E ThafERs L. NEEZE LRI 2 HHO
EHEEHDZ L ET D,

16



DB B AT 2 R DB M BT 2 BRpk b, MR Rl OS5~
ORHREICE L. BB TAE SN — B HET 5 2 &,

@E A4 B L UM & DM 23 THE AR N (POC) MEES R
TnH Z Lk,

BB, AR, BT —ICBT AEROIE, 1R - o8, A Tot
H. T2 =0T H—h 7 ~DF[E T & Lo TR HE D B A
HrEsh b,

Fo. FE T I3 BRNOEREN R OESHW 21T O NI0NH 5 =
—F 4 F—H DOFEL, IT FEEICE S R WEFIRCHATIERER ORISR & 72
572V IT FEEDOEFUZ O TOFRIEE OMRE, 7 ¥ —e 72—
U NVEE OEHRIEAEICLEREEO R ONT, HESA T TH
EFEDOHEMREHADOF THOND Z ENEEND,

(4) ETa—ho 0L

v H =D TR, KT X=X RS D - EEOES
OHEFLADE & L CAIRZBfRTHLOTHY . MAFMEE ORA ST T 7
T A D BARN 2 F I A 5 O Sy BT e LA b s Z &
LEND,

F 7o, BUMBERISE & 13N LIS B DS Al RE L E S ITICHH 2 L b,
B OWELEDO =D ORF72 S L, ORI ETE ) L CHREMA 72
BN MEe Z ERHIFF S D, FRICEE A > 7 7 HEFRE L BUNHEE
LD NERES % —BIRD T 72OiE, WiE O’ ORI RS o
FEEDOTWS ZERNEETHDL I LD, BE A V7 T HERS L BUT
RS L OB RAHAZIT ) R EOBMAN R END Z ENEEND,

(5) HEAXK

7 HETREIFROEHE

0 9 BARB 72 E HRSFH O FIEE X, TRENOEEA 7 7058
REEORMEE IR L, NBIER, 74—, 74— v in
DK FRNFNEFNOFFAO TR D Z L ZFEAI &5,

Z OB, WHRIEFEIXERLEEG OO REEZH S 2L &L,
IT FEICET 2 H® O 3 >OMlm ZEs £ % BIfR EERORAE T 5 E®REIC,
A 7 T HEEFEIL > THRARERIBE®-OH 0 iz (HUSHEO# A
LhEDTAIAI T, BB HiERY) BEET S, HETREEFRIC
OWVWTIIHESRESCHERIFORELZ R E 2 CGHEFRETZ & L5,

A IHHIREE, S O IR

NEIERE, BlEAS 7 IEET. B 72—, Bl 7 THEEESC
BIFABEHRLAFITHREAINV—NVOELEEH LD, B ¥ —EDOEREDE
RELZEL LoD, TEME] ORBELEZITHY & Ebic, TEiME ]

20 POC : Point of Contact

17



IZHASSERIZOWTOSEGER 285 L, BUREIIRT 2 Ll L0 1E#®
AR OERO G EZXKD Z L ET5, /-, LEIZS U THERILE
23R HILHBEREE DRGGT 21TV, NEERE. EEA V7 ImEEIT. &
TH—DORIIBW AT LT 5,

IHIT, HEA T THEFEOHEREX 2V T 4 M EOTZDITHHR
IREN AT OB LA < EIEZXH Z & LT 5,

7 B2 —05l

Y 7 —DRETRIL DT OI, EICS BT X —DRESCE T X — D
IEENR IS O EM R BRI ORI 21TV, B X —05{bicE3T 5 & &
95,

3 HEEESH

AATERFE I W TR, B 1 RITEEm CEmL C&72, HOHEE
AT TR ITEENE UEGEIMO EOEE A 7 T 5B 258
WK Dh, &V ERIFIEfRAT 2k 32 & & bic, EEA 7 T
B 20 9 DM TH D 0BT 2720 OB 2179,

ZDD, GERITo T2 RO AR R ) o [EhAOAE AR AE
M) OFERZBEE 2. WIS L oL EDSo, NEEFE, BEE
AT TITERIT, BEA V7 TREREFEN L UREEED S,

B, ROPTOFRERIT, SIEHMEROL I REEA > 7 T OH — B AH
Ff - HIH~OIERP IR S NS,

D & Y Faht o EFEkGRHE (BCP) IRE LB 72 FEE B O H it

QRIS TR ARFIT 31T D IHBSENERL DY TE D 7= 8 O FLHEE K O FR

OIT FEEDOHEILRBGIED =D, BHEA 7 Z 5B O XL D 7= 9
D HAEFR AL

(1) HEKRFERZT O

HEA 7 T7DEREX 2V T A HERICHT-> TR, BEA 77 5%
M COMAMKAFEDOR TR E . FBEIZRZIKIZKIS TE DR BMETH S,
T b, MAEKRFEMRITIT, BEMRY A7 - Fo—r OB e, &
e« EEEER OIS L TO~R P A b (6B 2> hr—)L -
FERE) ITHETHD, 2D LG, AITEEHE TS FE AT
IRk RICE D e b D & T 5,

(2) £BEESTORE

KEBEA 7 I5WICEBTD ITARAN @R E L5 H, I ESE
KELTOEEAS 7 I7DFEREX 2V T 4 2R ESE TN DI,
S EPREWT Y 2RI O R . AT MERLL EICARFI R TH D, Z D7, £
NETNOEREA 7 THICHRICEZ Y 5 5B Th 50 &R
HIDDSTHITY 2L &5, ZOSNT & FE A KAFHERAT 2 &8 T 2
BRSO LIRS L& L, BEA V7 8@ IT (2B 5 EdlF, &

18



T A BREEE, WP 2R ET D0 e £ D,
(8) #HEHEK

GBI O TR, JRE 7R W 2 R ED 5720, FHFED
WOIZBHRE IS X DAREOTN U & BRI AT 24T - T, B4R ITH
T DH R EZAMEICT 5, £/, ZNHDOEICHOWTIX, BE. O
fERE £ L Ol MEELIENRT 5,

INTRERDEMEE SO D012, Ehi EOFE, Tk, e & o
HESEORE, RELAE1TO, FEME% & oEEIZEE L T, BHHoE
H, RiEICOWTHDEET D22 L &5,

INTRERIZOWTIL, BHEA 7 T —E ADOHERE, EIH~DONEH N
HEND, o, B ES OMERUGEICIE T 5130, 2B
Wi s o > U AHEREEIC KT 5, B, rEE T2 S8 0&4E T CA
SIERTHZ EnWFEESNn 5,

4 SHEEES

AATEEFEHIFIC W TIL, 3B 1 RATEEFEIZ W) TS b A7z 4 Br A M
F72 088 FIEICBET 2 A2 E 2, FEEAS 7 IIMEAIT. FEEA
VT T RELRL KEEA T ITNHO T XSO WH ST, EEA
7 T R 2 A T S, £, HE T U A ORE. HE O
FEhiz @ U, [0 BRI 22 B 63 2 sk ok < My o
KR UUHEIRIC X 2 BB oxt s isiib) . TEROE LA %2 L0 258w
WCIERAT 57200 K] BRENMEFLNHLZ LR, BRI e EE A
V7 IRE R Om EE BT, ek, BEA U7 I 0BHICBIT5BATO
EHIESCEEA V7 T HEFZORE EOMAMMAIIET LI bED,
B/ onET, ECRTEBREAICERTE S L 9. BFREILED
RAfR ERM cfi 15,

(1) DEHERETREE DX

IT FEZ5| SR ITER TH2EMICET 2RGMEIMZTEL, 215
BB D BRI 2 R A 7 T #ER RO A B L. AR
RITREERAEZIE LY T U T OME & Z Ui < BRI 72
FE 2 EZ G T2 2 Lk v, BEORM K OVEE O 72D D5
ROBIEZITO, B, HEOEMIZ Y- > T, BEA 7 T HEESL
ZHIT, HE VT ) A R OSEY) R FIEORG AT b LT 5,

EHREX =2 VT o RRICHET 2ECE ROEHRICEICHE T 238 &
EE i SN REIC OV TE, Bt aEH o RE LR EITERT S
LT, BT EE AL T TSRO EE XD,

Fo, HEA 7 T HEEFREORWYE R FIECFEM,GEHHE (BCP) 7o
ElZoWnTh, E0BNMEEICRT CE2HEL L THE VT U AT A
AT Z L2 X0 B L OB IR OB A DR R e W -
Z X DS OB ADHEEN I SN D,

19



FEEIZ, IT EE~OXGEZRAET 5 ETHENRTETHDIZ b, &
U A VERR, EE TIEE, oBAEETEE 28 U o EEEmO -
DOHFNZHOWNWT, FEEA V7 T HEEEDA D OTGHAIIEH T
HEOEEEL, BT DLy, BEEA UV THEFEDOHEREX 2
U7 4 3R Om EICET 5 Z ERMfF N5,

(2) #HEFK

EEOBR, EizE L CTELNEE TV A, RS R OESE F
L7 EIZEA T A RECH OB 21T 5

PR U7 RESOE UL, RIEIO Sy B RRIEr a0 S 0 > U A BRSO E T
EOBRGIEICKBET 5 & &b, ORI 72 LI585 b,
INHOBESCH AT, BREIO TR vEE L, KEEA T
THHOBERE X2V T 4 RO D720 DEFHA~DIE R 2 HET 5,

BIEFE{IE~ADXIG

(1

HRRIBSCHINEREZE OWRIITZ 2 E L TnAH 72D, fFltd=V
T A SROEIEE R DR B 720I101E, BREOLSICERE X2V 7 o
KR AU STV BERDH D,

oI, RS ERICH L TORHRARES, SHFAROY 27 a3
=r—var, EREESZEC T, BRERS 2 BAITEIFRIRE RS
BELRP S BREOLE 2 ZMT DRNDOM LICEDDL L LT 5, %
oo 9 LT BRERO BT LT, AFTBRHE OBl 72 0 Tl H i 5t
TR ARVEAE, NBIETHILE RIS L 725 & 5 il o bt
EITO L LT 5,

) LA

IT BEEENFEA LD L ARE/R R U M/IME 3 2 720121k, EEA
TIEEFEEICLDEREX 2V T 4 X ROEIEOA BT, ERIRI
B E ZNFHCRHSETED LR D ZELE-EETH D,

ZO1H, WBEOEEA 7 FBGEICE D 5 BR R TEN G 2K
SEFE LB AZ AR T A LIk o T, HREICKH L TCOmBEET%
Bi-g L bz, ERMGEF G E ED ETHERERNMSEOND LD
B 5, £z, INRATEEE 288 U CRITEGEICBE L2 & D E ka1
TN, LW, XEEBLITZDICHEHETH D,

JRERIEED & U CiE, ITENGHENC B D < BIR ER OB A2 &2 Web %8 215
LCRIASBIETLHZLET5, FRlC, BEEA V7 7HMEERFORE
BEHZOWTIZAIREZR IR Y AR5 2 & &35, BMRTERITIA S OBRLA
ZAREREIPH CARTHZENEE L,

Fo. ABEEE LTk, B —%0lE % L < A2 TITEI B O
NEITH &L BICERBERICED 5, iz, Web #{EH L TERZZ T
. InETEEImOHEEDSE L5 L L b, [TEFEHEO RE L O
BhE LTIERT 5,

20



(2) YRUAZS 25— 3 DREE

MR TEERNENOHEELZED H7-DIITV AV ala=r—va %
FEIVEDLIEDEETHD, VAZaIa=r—var&id HHtx
2 U7 4 RICBOCHEHEE T N BEREM T, U A 72OV TORMOH
RREZMME L., EREEREMTRIELH O Y RAZICHOWTORME LA
THEOOaIa=r—raryThbd, JTiUlLo T, HEL T4
XU R RRROFIEIZOWTOIERBAIHFOLND EHIT, HREx=
VT 4R RICBWCEESIRAE O DL N TE D LHEENS, £ &
D BRE BRSSO N D LIRS LD,

FOD, BRERMOBEREN aIa=r—2a VOB DOIERE K
HZEETH,

B, VAV a3 a=r—a IR TEERE CHEREPE T ) R
HLOTHH> T, BIZITHEEHFRICY 202 fRICHERTHZ L EE2E
K LTWAHLDOTIEAR, HReN5, BRT 52 LIk TEBENET
ZEMBRESNDHEMICOWNTIE, RIS CTEERBENEZETLHH 0
ThD,

(3) EFE#HEOHE

FEERACIE, TEEERA 77 EMEEINABEDO T T, ZO#DT-
DORANT T I T 4 ADERED SN TWD, BARIDIZIE, EEFHR
AT T HXZDHENEHY AT DESOBRDO OB DRA N
T T 4 ADOFRL, BEERA 7 T MO BARGFMEDRITEIZ DN T
DFEMNITON TN D, NEEFEIX, EEEEE 2 BT 5 BB RO
W%, EERESEOMERES & OX G4 E U ChRolEim 2 g L,
EEROBIWEICEE LoD, [HHRILEIZED 5,

(4) BFHEX2) T4 EBORIL

BT o OO DIZ, AMER., BFZEEss. ik~
NORRHAZE ZNENHEET L L LT 5,

MNMBRIZOWTIE, Y - FIE eI —E2B U T, &ERIT X
XLVEATHANMOERREZHL,

FEBRFEIC DWW TIE, TERE X =2 U T ( ICB T 2 HFZER % - BeffrBe s ik
MEDSLRIZEE L, EEA 7 7128105 IT HEEDORK E /20 5 5 IT O
FERE~ORKRERICET HEREMNGT D2 L2k, BEA~OXIGHE
T DOFRAITE T HAFSERR 2Rt T 5,

Hilgk L~V OBGRAIC DWW TIEL, BIfR T 2 BURF G 38R, Hu s a3t
MR, BEEA V7 T FEEER OB OEHRE 2V 7 ¢ BRHEERE o
AL A S OGS - B ORI 2 . BUR ORH] & EE) 4 58 CHRE L D 3
T DHFICED D,

(5) HEHFK
T RN ED

21



NEEEEREX 2V T 422 —0 Web A & FFEIE, AfT8EhEH
IS < FERICEIE T 2 IR ERIC —EMIZ T 7 BATE D L5127 5,
RIS, R OHERR DL, R & OE R OMGERE S, [t X2V 7 o
SHRICBIE T 5B DIFRICOWTIL, FTRERIR Y AFIZE D 5,

A4 VRV aIa=hr—ra ORE

B ERIIE A MBEREH OV RV aia=r—vaiiZwb Ll
BT, ARTHZEDEL L Z2WEIPFHTHHREX =2 U 7 4 RRIZONT
DOBIRIZEED 5,

v [ERREEE OHEE

[EBRHEEEIZ DWW TIX, Sl &SRS EEA 7 T RED T O B - B
Ry P —IRRA VT 4 T V2K NOECDICRBITAEE A V7T
BHREIZBET 2 EFEM R BRLAICZH L TV 2 95, ZHIZ k- TRE
ShE L EE L, BRAEOB AR E X EREX 2V T o RIS T D5
A NT T 7T 4 AOVERRR LRI E S O EREZEE A X 5,

T fHHtF= VT o Aok

#H B EERDNHEOBAN O, WBIRH ORAE, LR EORE . A
DB RIPHFEF TR 2 FHICHMBAYICHGHTe & & bIZ, T ORI 2 IR
B CHEREYNIC AT D,

21 WEERA 7 TP L Tl 1T 9 BHBR 7 +— 7 &, REOHBEEFRA 7 T0#
BORHEYEDNRE VR EIT O, B 1ENEE (VY =y P) THfESh7ZZ &5, Meridian
(FH#) LRI TV D,

22



I BEREFECESVWTRETREEE

1

HE A (A

AATEVRHENC R L7efE i X2 U 7 0 R OfEIE, BEA 7 T HES
BB L LERBFREEFEN LD ZENEE LWEENRRE . A
BREZ2HLhE LeBUNBREREEIC B W TEMT 2 FENEE LWIEHRIC X
S THXABND, BMBRERIETNENLUTOREZERE LT, FHhtx
2 U T 4 R HEET 52 F RS D,

NEIE L, BEREEROH N Z2G T, FEEAS 7 T 58Iy
BRI FE ki 9~ E i SRICHU T, £/ BIREEOWH N 24T, HEA
¥ 7 T BREICE T OB RO USRI AL S AT R O Befig 2 #EdE 5, £ 72,
HERO#ERR ) DM EE2SHET 5,

BHEA V7 TITERITIL, BMBEEKE LTEES V7 T2 #T 572
DIz, WEEEMNMT O iR &oddh U= RIChTe, 72, BEEA 7T
FEESOBEREX 2 ) T 4 ICETHREBIOMREICED D & &b, BE
A7 T EEREFE~OERIEML, B, HEFICHET,

Bt x=V 7 0 BREITIX. ABIEREZFLE LEEBES2KE LT
DEEA 7 7 B5#IZE T 2 iR (B Te,

FEAETIE, ABRIEREZ L& LIEREPAERELE L TOERE A 7
7 WIRE AR &3 2 MR (i T,

BAMRHEER X, BAEREOEE A 7 T BGH#EH ORIL D 1= D O &
OS5 L Bk p,

HEA 7 THEREFIT, ARE R TIT O MR &l U726 RIS U 2
BEREEOENEZEHDODL L IBOL R END, £, BT ¥ —
KOBTZ—=D0 U NDIEHIH AT L2 LRSS,

vk, BEA T IHEICET DB OENOERIEE ORFEITE

WL ERMIFFSND, o, NRIBERELOEEA 7 IHEAT & ON
WMEFOFREICEDD L L BT, B FHX =BT VB, Bk
W72 TR OHEEIC D 5 Z LI SN D,

v I E =TT L, B X — OB 22 G R o A O HEE A
X5z LR ENn5,

23



2 BIEROmIEH

(1) NEEEBD’EE

) TRAIEE O NRE ) (BT 5 R

D4, HEHOSPT + k% T 5 = &SI T, AR IO
BOWBENIE UC, REMOMGEICET B RFE R L. 2D O RE
AT

DIEHD AT - BIEDIE RPIBERAATORE R AT 5 2 LHIT LY |
SEEA 27 T BO% A NS ORI % 4R

@EEA v 7 FHERITOWNE B0, B, HFEEA L7 T NS
1 % 5% 2 B ORI UG D IR 2 AR T 5 72 1 O A S L
ERIN

QEREA v 7 FTEEITOWN B2, B, RIS ORBRBS
DFEEFHIL, #ER 2 A%

1) TEFRILA ARG O] (BT D HER

a) AT NXHFROEM

OBMREERDOWH 125>, HE KRG LT H1EREOEOIH HFIEOKE
M, Flo, MBIV SERIZAN LB BRI L & i

QO LB XNRET HERE O OIF FIEE S BRERND
DIEREEN L, BEA 7 T FEFLEA~OFRIEM 2 T

QIAH T REIFWOIHE OB T S L= _E Ol 2 98

b) fEMIEHE, FHLEE DO FTE

OB EEROWH 2G> e A T 28O LE LEOSE 1 RITH)
SHE A U7 BB ORI EE O = 6 e T E | O /s L
% it

@ I E ) OFERAERE RTSEEGERZREL, HEA 7 TEER
TFOWMhEE> S, BEIS D, B 72 —CEE A 7 T HEREITE

g3l
@ I3k E | L OBEBEEHZHOW T, BREERDH 215>, #kER
H L % 3

DEZEA 7 TEAITICB T DR, BREgoMYEL ) = v
ELTHHEBERICIHMET 2%0 BUFN O EEA V7 T HEFSE~ONFE
BRALE IR OMERF

©®©7 o BfRIER, ZEREFICET o E R, HBFELOEBFEICET 51
W, BEA V7T HEEEIRMET REFEROEN

OTE#REx = VT ¢ BRE T, FRAET | BIRFEREE ) D OIF ML,
BHEA 7 THEEFREDPLOEFREAEEICE S HEA V7 T FES
ZRE U CIERIE AL A i, Z OB, 55 1 IRITENRHE TS L 72 ALK
LEVERRAT K OSAA T B G 18 C 3 3~ 2 il i oy B S 7= il 4 i
B3 % o7 & S

DEATRMEEEZE O F T 5 1 HrikRE O IE i O et & FEhtE

@FETA 7 T HERZE~OBEREMICEBIT D IEREHFITRD S D

24



RESE (B . BREM ORF S b5) ([2oW T, MBS CEE A 7 Tt
BEIT, BT =L b LoD, MatE FEhE

OIEHRIEE DT IO T, FHRE X 2 U T ¢ BUREIT. FLRIE TR
BALRHERE & D2 b5 & & bIC FREX = U T 1 I2BT 5 IEE)
ZAT O FEBASE & DR DO JEFE DT & Eli

ORIFRIEBISE I 361 2 W U) 72 R JE AR O ICE T~ 5 728 Bt KD
a5 BRI STk L TN E RO EE A 7 5
oy B OEY ) F AR

OFEEA 7 ITFEETOWI1 %25 >0 EHH L NE 7 ¥ —DRDIZIE
UTC, 7% —OERILEERH OHERE - ) LD 7= 1ERELEHEE D
R DR 7 R

c) B HZ—om5afk

DOFEEA 7 TTEAT O I1 %215 >0, EMIMIIA T 7 % — ORERECTE
BRI Z TR T D720 ORE - e 7V v /%A FE

Q) 2 7 2 — DOHSRECTE B DR

d) E7%—hv

DY DM, B 72— TV NVOFEEREED D

QBT H =T IEBINT BT X — L L oo JEE K ONERNC
9% 3R & Eif

@ T X =D NVDIEFOFEL K Y U OFEELHLF D=0
W 7R BREE D FE A & F i

e) FDih
DOE RSk L CHRE 23 5 720 Alfee i T% 7 2 — KO
v I H =BT VDB I DN T DR & E it

) 3@t (BT o5k

DfGAE, BB A L 7 SHEE DS ML\ HS S IER HEF 2 ek

QLB B DV T DREGIIFTHA « 5T

QIR DA FERERE ST A < W1 2 R & | [RIBFFEHEES & D3I L 0 oFr N
KOE %M =

@Y LA ICABASE & B A V7 T FEFS L O 7 s, B R B0
% e

OB T HIEEEZ Y £ & BREMEEI T D EMER & LT,
FIEEA T T OEEMNEHE (BCP) i Ligrl s LT
it

) [ EpREMra0EE ) 1B DR

O BREMIEOBEE O v U A, Ehi51E, Ml 2l L, 5 BRI
AT % S

@y B REWTROTE T OS2 15 L CL @B BT OFE R O RRFE K OV E
A7 THEEFRGEMERBITT O IT BREERARFO RHE IR FIE - FEHKE
fGeatmE (BCP) OREtORILHRYE 2 i L, = OfER 2 Y 2 nE

25



TR
@4y BPREWTH T o 1A B
@5y BRI BT O S ht 7L BT 2 A RO - HHE

) BB b ~DOxtIG) (B9 2tk

OBV A7 ZEORMEACICEE T 2 THERINEIZE O R ERNH D &
RBOOLNDELGEX, BEA U7 IMERTOWNZ5T, Ziuzxhin

QOEREx 2V T 4 MRITOVTDOILMATEIZE T 5 Web Y1 k& HER

Q@QEHEA 7 ITHEFLEDY A ala=lr—ra ik

@ E . MBRH)T 1S~ DO %S & OB AH] DR E

OFIME DA N T Z 7T 4 AEWEETHE L HIT EREXT 2 U T 1B
RAZBE 3 2 EBEHEES o Bl O HE L O B [\ 2 HE 4R

OEREA &5 - MEFITETT IR T D EHIMNE LTV, BIRR R

DB AME OB ES M ONEIBEAEES & s U 72228 & | IR 2 o [# B
LT DO ETETEA 7 T EFERLE TR

@M FE 2B Uz, mEREHREX =2V 7 0 AMOER

77) B S ORERETRILIZ B3 2 Huk A4

O MEREX =V 7 ¢ BEICBET BT O&E] - BEEED RE LIZANT T
(CFRk 16 2 12 H 7 B IT BIEATRIRE) 125 5 TEUFHEEE O F 554l
Bz BT - i L7 IF R oTE H

QOFEEA 7 T 3HIZBIT 2 EEFREZW S 72D, AB - WERRYAImE
D6 Y E OBEE ORFF AR U BEMEO B W ERRELZITH> Z & DT
& D BRE O

OIT EEDORARERERNCRBIT D EEA 7 7 FEFEM O LT
Ik —RERED FE5E

DEREX = V7 4 X RICHE R BREROZ(LCER EERO R Rz
W T OFHEIEEN O FEE

(2) EBA VI SBEET DR

7)) PR YEE O M ORE | (ST 5 iR

Oz ERHEEL L THTIIMEST L Z ENARREERDTA R T4
VBT D IR 2 NEE B

Q@A LNLEEREFEORE LR TH L HE T, EHRIC, KeEkHEFEDS
Br - MRREZ M™% Z & ITMA T, BEIDS U T, REREFEOUE %
it

@H LNEEEEEDREFERTRVGHIXFEEAS 7 I 5B L0
LIRS DI - BRRIE & Sk

WHHEA 7 THEFFITG L TORRERIET D70 ORIz & Lo
LRI DR S & FE

OfF, NRE R 5 % EFEMEE ORI UGS ORI I /)

O, WHE RIS % %2 eHENEE ORGIRILE ORI )

A) M ES ot (2B 55k

26



a) HEHTREEFEHROER

OIA 55 LT DIER L T O HEOEIEA~DH 7

OIERB LT HIEREETOIEHFTIEOERZ 7 X2 — M B IZEET
HEEICH - L, B X —% XiE

b) BROEHREM, HHEEOFTE

O OMY) 22U - #2646 - G 217 5 (Kllsboi=d 0, NEERE & O
L

QFEE A 7 T HELE L OBRBRIRERIA R OHER:

@FHA L T ITERTLE T —OB M OEE A 7 FSHEE T E
WA 7 T REFLEOMICTE T DIEHMIAE NV — L OHERRIE ONC T S
Hl Lo#EE2XDZEEED-SEDHE

OFFmIgdt, HHEiEORE, EHBGED = OIZNBEENT O [SEH
Hl OREL, FEhHE] OERIRLZBEERORE, WD
LhETH—ROEEA T T HEEFEA~B T D00

OFEHEA 7 T HEEE~OBRIBMICB T 2 HERIEFITRD LN D
REsE (f . KRB OB 125V T, BREIZS U2 — & D
TORE O Eii L O BB B ORRF~D 1)

OFEFEA V7 THELEENLD IT BEEIHRDIBEICOWT, [SEZHEME
MOEEA 7 7 HEZE L OB OIEFHRILA L —VIZHI> THNEE F
DO B % T

ONBEE RO ORI ONT, TEEME | kOt %—L& Do
A L — ] > TR 7 H —~DIE R AL % i

OFRA T DHRES) < BEREITIE U7, A V7 7 FEF IR T REEH
(7 & BERIE ), BRFEICET 2 H, WEFIELOEIHFEICET S
fEHRE) OIUE

ONBEE &7 & — O REFBHEEES DK 2RI 256 O

c) B2 —oHL

ONHEEENERT DK 7 % —OEEECIFENR I 28R T 5 72D DO
TV TE~OWT]

@t 7 & —DOEREFTE R ~D R

d) 7% —hoo v
DB FE—T I I~D K
QBT E =N IS DEEANG S TG, B RASHAS & Ei

v) @& (BT D R

OEEA 7 THEREELENEERENHERB IR ZHETE 58D
B T TR E LR

QIR BT & B & T D BGH A RRICEE D H. & 25 Wik, had
BRI\ Z B T i 2 PR B 5 L R i

@I T O Fe & U TR S 7 5 HAEE B O R

OIB R SIAT OFE R & L TR S 1 % SEEE B O fii K~ DiE H]

27



) [ EpREraOEE ) 1B DR

O5r BFREWTII R ORI E L 72 5 HE O 4, HE
AEHEICE T D E A NEE B2

Qo BREMTROBEE O v U A, ERiFVE, AL O, 4 BRI
HE O i ~D W)

@43 BRI AO = ~D S0

DT & — K OEEA 7 T HFEFE O AW E ~ DO IN % 38

B4 B RRITHYTEE O FEBET~D W

OMEIZIS U T, B REW A S FE R O R ~DIE HIZ 0 2

it 5%, FREE

I) [BREEZAb~D %] (B3 5 a5k

OEREF =2V T 4 JRICOWDTOILRAFICE T D IERENEEEIC
fRfit

QEFEA LT THELELED) AV aS o=l —2 g VBT

@K WFHT a2~ %t & OB AR DO RS

(3) FHtEF21)TAEARETDRRE

7) MEREE RS O] (2B A HER

ORAT HHES - EEITIS U, 7 o BIEEHR, &S CBT 2 1EH, W
FIER OE B TFIEICB T A W& oI E

QIEHMOULE, Mk, H 21T 5 (KHITRIL D 7= > O NBIE 5 & OB & HE
L, NEEFEIZRT 2 B0 72 G Wik 2 526

OTEFMIEML, HFHREE O K RZ M OEALEO T DICNEEENT O 5
AE ORELA~DWHI

DT L=V DEENG ST 5E . B RS & Ef

1) B 5 ORETRIIZEI T 2 B A4
OXALEE I DIf) B2 FHRE X 2 U 7 ¢ BIRE T2 BT 2 BULA Ok RY
VA=Y ]

(4) EXERNETORRK

7)) MEmIEEEI o) (2B B R

ORAT DHES - RIS U, 7 o BIFRIEH, &S BT 25,
FEKROVEIHFEICET A 5% o IUE

OrEmOIE, ik, £H T KGIRIbO DD, NEERE & %
HEE L. PNBIE RS 2 B 7o 1 i it & i

QT MIRML, FHEE O TR OEALED 7= DICNEE BT D [ El
HEH] OREL~OWHD

DT H—=H T DIVNEEEND - 25, B RASHS & £

A) B b OREREFRILIZBEY 2 Bk A

OXFRRES DI L5, YA N—=T 0 EAOILIARD | FRSLETTIER
VT 2 B2 Dilkige ) 7 3 it

28



(5) BEAFRHEEDBEENLTEMEAE LTHFI SEE

7)) TEHRILE RS o8k (2B B MER & OV} 3R

ONBIEEMTO AR LT HEMEZOIAEFIELEHRTH7-00
B A% 3 2 1 )

Ot WA, HFHEEoRTE, EHEEDOTZOICNEEENT O [ Ehui
Bl ORBELIZKT 287

QOWNEE IR LT, B e Gk oo F i

ODFERILAEITHOEREA 7 THETE I — L DEREITESL
FHSER) 72 AL O FE i

OWNBIE FE 0 EMT 25 oW RE D sRIL ORRFHI X L CO W/

@t T X =TT VIV BEEND - T2A . B RS & i

A ) TAEPREMT RO ) (BT 2 Jit R K Ok ok
O BRI ML E L 72 D IT FEEZ A I 558, IT FEERAS
Bl B3 A5 WA NEE B It

) EWREX 2V T 0 XPRICE T B B B AR BE 5 oD Bk 2

OELLT Y A N— 7+ — A X, BSHEEEE M EDOIER N 2T b & &
HIZ, EERIT AXVEETAH A 5% ER

@NICT 1%, YA —Z2f] ETRAET D4R BRI 5 FaiktE, 1 v
T v bR, FRXRICE D DR A B O FEBR % & it

@AIST (X, "— Ko =T, Y7 U=7, EEZITHOOLNTVWDEF
FHEA O X 2 U T 1 TS LOGHEE X 2 U 7 o« Bl o
RE . RAEBIRI TR & S

@IPA 1., IT FEEEF] & ZIBb 5 RBROLE 2 EET 57O DOFH
AR - pATRERE A 5 & & BT, BT A T A OEENME L E &RV FEMN
THEZOOLBBY 77 L AT ETEHY T 2T V=T
U > 7 FEOBRSCHER Y AT L OEEMER EX R L OERE =V
TAXKEFEET AT ODEESRITICEL LT =7 U R NEEZK
B 7o, IHRABENNEREBRICE#RE X 2 U 7 4 IZET 25X 50
HHAZRITEET D L BICFEATVELEZBOTERES =2 U T
BT B FERIE B E 2B U, B E R A i, S 50, BEA T
T TOREY AT LAOEREX 2 U T 0 H O — B R ke B |2
DWTENADIERIUE - 5T E1TO & & bIC, BEA V7 THELESE
AR E LEERYEx 2V T 4 LOBHEARIESICET AR RIGE A
Fht

®Telecom-ISAC Japan %, EXUEEFHXE T L T HFXEERMOE
WX VT 4 RO ZRML L Ry N —T A T ME®R
DULEE « o« HEFEhi, 72, = F2—¥F~DFx vy hU—7 k%
2 VT4 VT T o—mEE L LEEE~OERMEC. *y hU—2F
X2 U7 4 \NMOBRIER~ORBZ BIET & & I IFHREEx v b
T — 7 DT OFANTEFE - FEREERR % F i

@®JPCERT/CC X, BHE A v 7 7 HEHED D OIFRIBACR KL
DEATT U IHIGOTEDOFREROa—T 4 x—Ta 0, K

29



DB, RIRORGFHIB T 2 I # 2 Eht, £7-. HlER T A
FARLY 7 Ny 78 a s a U BT A M M R SR E O
P A B ~OEBIEHRE O LB #EER A A IWE oL, EEA V7
TREFLELOFRFIOAEICKE ST, BHEREHR) & LT, HEA
VI THRERE TH— BT XU UV IINEIE BRI,
SOOI EHEA VT THREFGE LR LR T 4 LOEH
AR T B3 A SR IE 8) 2 2

(6) EBEA VISEEFZDEIMALANKRE LTHHI S FIE

7)) TZELEFEOREFHMONRE ] (ZBT 555K

OA LNLEREFEORE LR THLHET. EHRIC, KeEkHEFEDL
A+ BRAIEZ S 2 SHITMMA T, BEIZS U T BEEEFEOUE £ F
i

Q@B OGN ZEEEFEDORE LR TH HHEIL. BE. NEEENPERT S
2 R UESE DOk UE OIRDLIEE (2 )

@LEHEF LI E X MMt F =V 7T RO FERMOR R RS 57
O DERETHE A & FR

O =2 U7 0 BEASUIZ U Y T2 b OO IR, il = Y
T A WS EITAUSHHGE T 5 b OOIERE 2 H BB A L LT
Fhid D Z L AR

Ot x = U 7T 4 RO IMIIRHAD FEFITEF D %

O©fE, WEE B IS 2 22 0ES ORGIRIE DT /)

1) AR oMk (BT 5 %%

Ot 7% —ANOEREF N LV— IV ONEEZEYNGEMA T L &bz, &7
X —fE B & L CoiREh & £l

OTEWRISA RS 2 4R U, IT BEERAERNILEIIS U CEHERS 2 3 i

ORAT HEESN) - EEIZIG UTe, BE A 7 7 HEFFITRMIET X FH
(7 2 BAMRIEH., BRI AW, B FELOMEIRFEICET S
TEHE) DOUNLE

ORIFRBERE & DA BITEE S < #isEmI 22 i ®IL A © i

OB T2 =T b OEE TS L COIEEO FE

v) @B (B D xR

O, B OBHEMTHON4 2 Z L NEET, @@ s L Totrd 51
D & % H e L@ BB OB A5 & LTS

QWEER. MO, LEE O THIENSR & 22 D0MHITERES & DM
Iefiamscth, BRSO SR

@@ B BT IS L EE 72 SR 72 1 A . A (S PR 55 (A it

@@ BB D+ BENI S

QILWE BT ORR & U THRAE S 1 5 B G B O FEAT

@I Z T Ot Fe & U TR S 1 2 A oS- 56 ke it E (BCP)
A DIEH]

30



=) [ BPREMrnOBEE | ICBE 3 5 B A

O5r BFREWTII R ORI E L 72 5 HE O 4, HE
AEHEICE T D E A NEE B2

Qo BREMTROBEE O v U A, ERiFVE, AL O, 4 BRI
HE O i ~D W)

@43 BRI AO = ~D S0

@55 B REITAO TS o 1) R~ D W/

OXEIZE LT, BHHO IT ERARFO RIE IR FIE, FEKpE
(BCP) ZE~DEGHAITR L, 2 BRI R i R OIS HICE D 5

it 5%, FREE

) TBREEZAb~D% ] ([CRET 55658

OfF#HREx = VT (0 I2BET B4 Z E RIS T2 2 & 2t

QEEA 7TV —EADEREF 2V T P FICEBERERT D IR
TRV aia=l—2alOREIIED D

(7) 72 —0BEMLERERE LTHFT HFE

7)) TMEHRISEEEI o k) (2B 5 %R

QEEA 7 IMEATEEEEL 7Y —NTEET L ERLOES
2 —WNTOE FEOFEBEO TN, 7=, LEIZL Y FERBIZAILZ AR
L % Ffiti

QOFH L 7 1ML OMERIBE O IH HFIEICE SV 7 ¥ — N RO E
7 a2 — L ORITOF R - G O I

OF Wi, HHhEiE O RE L ERALEDO - OIZNBEEFE T O [
AE ORELA~DWHI

DEEA 7 T HEEEE~OEFREMICBIT 2 ERILAITRD N5
AE%E (] : KRB H O BALEE) 1oV T, NBIERESCEEA 7 7T
EAITHAT O BEt~DW )

O HEEIERE O E M 7e el

ONBEEES) D OBFHRIEMIC W T, v 7 ¥ —NOBEH IR\ L—
> TEHEA 7 7 FEHE~OIFRZML L FEhi

DBIFBERT & DA IS < #5222 i ®ILA © i

®t 7% —ogaeiilt - 5

ONBIEFENET 258 7 X2 —OBEECIEENRI 2 R8T 5 72O D
e TV TEADHT

W7 H—h 2 I ~DBN

A) B ERSIHT ) (ZBEd D R
OIBEEIHTICET 2 EHEA 7 T FEFEEDO A LR BB

v) [ BPRATROBEE ) 1B D AR
O B AW TS ~ D2

(8) T A —AHIUYIILOBEMLEXEE LTHEFIT HEIE
7)) MEmILGEH o) (B9 5% 5%

31



DA 3G LT WL OF DA T EDOEE O FE i

ONBIEENEM TS [EfEME ] ORE L. 2EEROMERREICBIT
HUEDRRE NEEENOEEA 7 T HEEE~DEREEMT S
R DOEIAR DR EIT H T EFEIZ OV T OMRG % £t

ONMEENEEA 7 7 HEFFE~OFREMIICB N TRD N D
A% (] : BAREETEI DK 5L5E) ORGEIIFIC IS T 2 EF BT DMt
D F i

@OFFR U7 6B LT DML ONZF O Hika £ 2 72 AR E PR K
ORR NS T 7T 4 AEO BRI 2 EH OFRILE T X 20 Bl
7oA OHELE

OB & O FIEIR 2R 5 726 BUMEEEEZE 0> 5 O BEFE UTH B
DOREINZL Y HEORNEFHGEOIF 2 ED D12 DDOE RAHEDHE
it

32



V FHE - BREEEREL
{TBHETIE O HEHE (A

(1) TEIETEOES KT OFME - #R:E

AATEN G D < B2 & 8 EITHED | F 72k iIcdeg ST <
72, £ OEIRBTUZ SV TOFHMT « BREEZAT O, Ak R BE TR W
T, BREERZN TN OBGA Z2 8 U otz 1TEhE 0o Ba4R
FHEOERETIA L, TLEND TN TN DR DUEETIEPED L9
(T D2 EEHEMAT L, ITHEEFRIER TS O TH LA, IT FHHEZ v
PR, IT FEFE VA LB B 2 [RE L72BE, Th Aik%
FrkotgE LTENT_NE LD THL I L2l T2 I ENEETH D,

WK b IT EEZ /A SN HE T DOJEN & BAEOFHEZ 47
L., BODOEMAZWET LL B0 &EbDTHD, LnL., KITH
FIE ORI - BREEICRB W T, FREEEEZBLT LI LICERTLOT
372 < T LSRR A 7R & 2R O B A D SGE I TR 78 % 206 2 filn
L., INZBEREEOETNENDOEMADUFITKILTHEOICTLHI L
ZLIRET D,

AATENGHE ORI ORI - MEEIL, Hx OFERE X2V 7 ¢ &N
EDXIBRERED T =00 nd THE (TU 7y b)) 25880
&L AP ERICEOREHE L TR RGBITESN 0N E WD THEE
(7 FAL) ZRAELS OST-OOWRSTEETe, ~ OB, AlE/R R
D BB 7 2 W2 MRE 2 1T o 72 B C, FHMIICERHTe Z & 295,

B, ATEFEICB VLTI, THEE] & 135 % OBFLRIZ W TE Dk
PRI BT 2 BB EELZBIELZ AV CHERT 22 & & L, £7-., T3]
T BRI L CEORADOR YA RETZ L 235,

R (7o N7y b)) BRAHEE DO OREEX, AITENFHEICES
MEBIDOERE X = VT 4 ROFEICHEH LTITH, AITEEHE IS
fFEdlREXa U7 o fROET, WITNOEEOBRERICL D ZEEEZ
L TWDTED, MEEDTZ D DFRE L SR b ONB 25503, KAIL T
WTEEA V7 THFEELZIZLDRBROMIEDT-D DR & BB
L DMRORAED =D DIEEZRET HZ L& T5, ZNOOMRGET, &
AT THEEEENOEEA 7 TEEITOW ST, NEEEN
179,

RO EEA 7 T FEFEIZLDHKOFMIZHONTIL, TN HEE
72 b D THDHHFITEL, AT EFEEE LTI 2L 2T 5, /-,
BB X MR OFHIIIE R X =V 7 A BORREN T 2 & & T
Do

ZOB, XY T 4 ROEEOREIC OV T, T OKEA K
DEE, HEHIZE LD DOTIERL, TOREOBEWRT D & 2 A%EY)
IR T 2 ENEETH D,

33



S (7 ML) ZRIDEA] 25 OFME - MRAEX. AITEIEHE O
AR B & T HRERMGICH S LTIT 9, 1TEIRFENCE S < BRx 22t
X2 U7 xRV AICEEL THRREZRTHOTHD Z L ICEA, f@5]
DOIERE X = U7 ¢ XISk U TRl » FMREEZA1T 5 O TiEZe <, Fltkx
2 U T 4 ROEIE, T30 bARITEN G O AT L TREIIDD 5
WricitTo 2 & &4 5,

Fo, ATEEIEOPSEA ORI 21T 5 BRICIX, e x =2V 7 1 %KD
e OE B O RS T2T TRz L 22 iR b sEglicifiz L TiTtH 2 &
MEETHDH, OO, FHMIICHLE L R D HER R ERENET L7
2, WisEHaEEE T LT 5,

KR OBERRFE, $iR OBCRBGE, MciRATFIC 1T, Flt¥a)
TABOREHENFERT L L L L, TORDICHLERHERFNIEE A
7 IETERIT O RS TEEA T THEMEERTIT,

F7-. TEEFENIC IS < BULAOFE R OFHEIL. = OME EEEDEL
FiBo THELICHEREZRHFNT 2 ENRETHHZ Enb, 3FIC1
B X2V T2 CEMT LI E L, ZODITLERRER
FHIEEA 7 TPEAT O G TEEAS 7 IHMEERTIT I,

(2) HERDERREE

HEA VT THEELEEITIEEA T T RADORENER I — R
FEEAILOLE LT, AHXxEREX =2 7 o :RICEVAATHND, =
DEGE A Zfkfe L D5 F B2 ] 720lc, FEEA 7 T FER
HEORFLANIKT T DB OXEREZ L0 R o~ LESETNL
DI, AVBAEREX =2 VT 4 kRO E A2 BBIIIRAET 5 Z &0
HETH D,

KPR O RERRREEIL, ATEFHE O B TH 25 11T FEDERAECHS
RBEIEENCERREEEZ LTSRNV EICTH L 2B Ex, HEHEA
7T DO HEICHREERNRE LI-EE A 7 I —E RO T, MEELX
VLT IT BEEOFR AR A MREET 52 & &35, MitxtSR e 45 HE
AT T —ERERIEL VTR 2 1R T B0 295, BEARA
L, BRELV L 28l 5 IT FEEFFIO O GINEEE R LT H O
D 10 B IR TORE LT 5,

72k, EBIOFEZHEEEDOIR NS 2 OREEHIWNIZ S < B ENRARE
Gt O THHLLE, FHEESE TSmO IT EEOFANRD 2 i L
THRIREFMET 22 I3 AREY THD, 07D, MROFHNITEE A
TIREEFICIDHCIHMEICL Db DL L, Kx OFEEFLENE LLE
IR EREY TH D, £, FIHE THIVUXE R O SEhEk I % B
HENZTDHZENEE LY,

(3) RO R

AATEFFROMRIZOICRLIZEBY THLIN, Zndblindng B
AT TERELELECLDEREF 2V T A AEONEEZEZD DD DhEE

34



THhHD, F1RTEFEHBEICE T, 2D OlaR OF A DREERIC
FHENBONTD, RITEEHEICEB WV TIL Z ORI OREEE N FHE @ Y 58
TTHRIARTHD Z ExEEE 2. BHRONFEORIEZE TT 5,

MER DRCRIRFETlE, ZNENOEREX =2V 7 4 R OFEEIC, BEE
AT THREFEILDEREX 2V T AR~ DHFEERIET D & &
T 5, HARREEIILL T LB L4 5,

T AR UES DR N ONR

(R RIEEEDOREN N NRE ) ICHIfFF S o RIE, EEAS 7 T HE
FHEIIBITODEEOMROERALFTREL, TOEERERFIEETHL, DT
W, FEEE L ERMEEOITEH OFEFE L, HPIFEELEOL LIS LS
W B A DREE R EREICE H LICEIEA R ET 5, AR EEIX, 15
R OSEGERNCEREE LT RPRIE B, B EFIZE SV TEMBN |
CRFEICE D A TWHEEAS V7 THELSOK, fBHtoEE, 7T
FEEEIZ L HFMEE T 5,

A) TFHILA K O5R(E

Mg A AR o k) (X0 IS D ECRIE, BIFR TR TIA T
DIFHRICONWTOEEN RS, e, [HHis S 02 R B B
EPERL, ST — ¥ T XY= T 0B ERRIEENIN B FEMRIL
SNTAERE LT, BEA 7 THEZFENLERERZ2Z L, EHT
DL TNDH L THD, TOIZD, B S HILA A &
A SNIIEROTEICHER LR 2R ET 5. HENRIERZ. NHE
BENEGE LIFeitE, v 72 —%TifFasnciFmiisk, Ashc
THWMATEREFT 2 ) 7 4 ARICET D LAl LICHE S 7 T HEEFD
LI o,

7)) @R

(@& AT ISR S DRI, FREF ORI SE M O HE A 7
T HEREF IR 2 FEMcAE (BCP) SREFITE T L ARG B 2 2 it
THIETHD, DD, BEEYYNS, HEA V7 THEREEDOMLE
PEZ 2 U CRE S 2 0@ o i O Rt 1 BT 4 2 4R BRI AL 0D 22 Rk
FICHER LR RET 5, BMARIZRIEIRIE, F L7t B L
FTRRETREROEEA 7 T HERFIZL DR &5,

=) S EPARWTR

(53 BPRRIETAOTEE | (S SV ORISR, HEA 7 T HEREFO IT [
HIRAR O RYIE IHFIE, 3 GeEHE (BCP) ORRGEEZR E164 2% HEk
Thod, HETHEONTHMRAELEED IT FEERAER OE K, FI01E H
EINZRANTTER TE 2D LT 5701, L0 BEDORILUTITVH
HORBNPELETHY, TLThOREZHET 52 DT LA T—DF
MREE L, ZDT, HEZMEDYLR LHE TRONIZFRS, &
A7 TREFEFEORMMAICHBR L2 E D NER LR 2R ET
Do BARRIZRFRRRIL, B DIEA~SINEK L HE TE LN AR
TOMMMDERE X2 VT A MRICET D LRl LIEHE A 7 THER

35



FOKET D,

7)) BB bA~D %G

[BREEZALA~OX S| A\ZET TR D 5 B TRRARES) ) ([ZHiffSh
BT, ATER B OOV TIAS BROBMEZGH Z L & RITHE)
FHE~DW HE ZBRERLSNCBIERTH 2 Th D, ED2d, KIT
HEHE O F RS ORFEIE D LIRIE LR ET D, BRI 2 F51EIL. Web
A b T Y OREE, ITEFE AR LI FT—F0REE T
X8

Fo. BREZL~ORG) IR TF R0 > B, VA7 a3 a=r—
va IR S D AURIT, BIR BRI TR W OIEEI~OBfEO M L L |
HEEZ XY ST WVWREOEK TH D, 07, BEREERMO=aI 2=/
— v a VS ORFICER LIEEEZRET 5, BENREETX. 874
— 1T YR I RER R E FOBRERM O I a = —2 3 VO
XOBRMEREE T 5,

1) FHEIEENOFEHE

INOORRNEEA 7 TRHREFLEONRICE HIEN SN2 R
THZEIFEETHS, NEBERITEGEERNSA EMICE O TV DHGE
BHRONEZEDH L L HIC, BOORBIEHOREL ML & LT 5,
Z OB, FEROXMRA~OIEE LV EmOH LD, NEEBERITEREA 7
THREFZEOT —ERALVLORERNE FIRE eI CIET 2 2 L &5
Do TP, ZORR, BEA LT THREFFITWEOAHEZNT RN L SR
BT AENLETHD,

(4) HROFMD-HDFHTRAE

FEEE 2 W BCRBGEIX R Z R A DDA AR D TH LN, €
NT—MEZEZ DS DITEE 2V, AMTEFHEOBHFT L8R (77 b
A ) OFfHilia £ 0 FZRICHIT X I3 2720ic, fBETIEEALAZRN
M Z M 7EICHE T 2 ENRETH D, ZDlD, IT EEFOREHNIZD
WA SERR A &2 i L. ARTTENGHENC RS < iR & XK 2 3+ 5 72 4
BagsZsed s,

MEMAIT A 1 EITS 28 & L, JHEMR L rTRERHEME TART 5,

(5) 17EhETEICE D < BN A DFER O

AAITENGH B OB & T D0k 2 F 2 ¢, 1TEhEHE 23S < BEA O
FE R ORI Bk T e,

HIEE T HPRRIBICE B T2 & ARIOXERCMER DR Z DOfE R
FNENEORRERER L2 E2oNrICRHMET 5 Z L IxR#ETH D, £,
{851 D %F 3R CHE R DL FE R IZHE OO £ TIIERFHZERH Y . 22
DO BGHA Z2 — IR CRER Y TR 2 2 & b3 Y TldZew, £ 2 T,
AATENGFHE O & ORRCOR RN EDORREFIR L 7= 2 ERNZ o83 5 DT
1372, TR TH DITEIFHIZ O DO EREMICTMET 52 & &

36



T 5,

ITENFHE OFE RO TIL., IR OMGE, iR ORGE, #lisSiiA DR R
ZRNEBERETEY LD, TEEMEICE S BUHAD, &KL L TARITH
HEORE (T 7 FH L) OFERICHEST-LDTHLEINEIMTH, 2D
BEL BRI DX RSCMER DML NWEDOAIZEH T HDOTiE R, &L LAE
RONT A% Bz ECHICEEAZ BIE ST 5720123 89 THER W
MEWVIHIEICHLERTDHIENEETHD,

(6) ITEFTEINDREL

AATENFHENZ DWW TIX, JIROE., MR OF., MEiid. MmN
7w (DUF TEHlissE) Lvwo,) &2Ex. £7-. &, IT BEE, IT 258 H
LY — AR HEER SRS L2 5 2. SERUILEID
JEU, RELZ1TH, AMTEEFEHMICE T, D7 ELREND 2
FEBPL 12 7 AT TRETZ & T2,

FRICRBE LOER R0, BIEE ZIUCES S EARW RGN, &H
WA T T REZTFORNGRE, BRFERE T RE RO SREE, xR
RNR OBIMPBFE L, FBETREBFHOBIR, HFRETREEEAS T T
P —EZOHM, F—E AL~ FREEL UL FHlfRIEE DR EE TH D,
F- 2SO T, BEHEOERITEIFH ORI REFHICHONTH, M3
WIS THRELEZITO b D L35,

AATENGHE O FLE LIZERE LTI, &0 B OFECBGHLIRDLIC B RE LoD,
FHEFORHMANH FMHICESS DO TH L Z L2 EXT-RiT21TH> =
EMMETH D, £, ATEEIEINEE LER Do T-FHRN A LS
BIEINICHIETE DL LT HILEDREETH S,

ITEIRHE O BE LITEE A > 7 JHEMEERICBWTTY) 2 &L, &
BEoAELZRT, Hltx 2V 7 0 BURSHE Tl RITEIR B 2R ET
HHDET 5,

2 BIFOEHRAFES L DEE

R 2 AR PES SE R RIS W TIE, AITEIRHE OfF HILAT DO FSH I D
lic b, BEFORHRILEAERGIND 5, 2 b OFEHRIEAERFIAHE LT
LHFEREDO L & IT EENREAE LIGEIIE. 2 b IFERILA AR & o
LEND, 0, BRTHNET O 25 TEHRLA Ol ELim
FlBET 21T 28 LT D,

37



G FEIRE - HEREKIZONNT
1 ITEEICEET 5183k

1T FEFICET 288 &k, IT FEE, IT OEARE%ICET 5 1H#H
XU T 4 ARICET DMRENMERTH D,

IT [EEICBE S DI, D IT FEEORKRBI L, 2) IT FEE DIk -
ORI, 3) IT FEHE OERF O « BEEIC & 5 31D 3 > Ol
PNEEN, BUNFITEEA 7 THEZFIOH LEE - WONIERME L, =
TeBYEA 7 T HERFR A EEAFIED O HHEA 7 T 3B IS
BOTIINOEREILATLEH 2T 5 LBBETH D,

ITREEICRETAEROSMAEE LTI TO L) Rt 0OREEN 5,

1) ARIRPIIE EEFEEDOHBIAR D I (BT RS2 & Te)
2) YERPIIE - 1B BEFFEAER OB TR L OEIRICE T 5 #
3) IR 1L FRONTITE T 2 16 WO ILFULEE M O3 AT - BREE D 2R

2 ERAVISEFEF DEHREH
(1) FHRREREOHMRETIEESA VI SEXEFOHHA

WEBE RN DEEA 7 7 HEREFE~ONRIRIEOFMIL, fFRiEHT
PN T ORI IEHRILA FRERHEIHO 5 b, WEEREN SERICBERT S &
BRADBEEA T I RHET D, B, FREH T RS RILA T RE R
#HiPH 2B TIHEREA T DLENH L ENHERERRO L HEICE. £0
HAAFH DL LN OV TERIEM T & ORI TR 21T ) Z LR TE 5,

(2) BERE‘OAR

fEitix, Fmtx=U 7« BRET. FERXWET, BRI
SR SN DMEIENFHRIZONT, B, OWFZITV, HEA T TH
EEFEOEREF 2V T A MRICADLEBZAONDBDIZHONTITI D
£95,

o, HEA 7 THEFEFRED D OIEHERE RIS T 2 OIOITE%
BT 556, HHEREIToTLEEAS 7 THEELEENTFREHKD 20
o, IEHEREE LIeBEAS 7 THEEEENRFE SRV I D F@Rz N
T 5%t e fE 25 Ul ECHHRIRIEEZIT I b0 LT 5,

Otx a2V T 4R —ART 0T T L XNTEIETLIEREAF LSS

FThHho T, MOEEAS 7 THEEFICBWTHLLOFHRICEART S

MENECL DB TN DD EROLNLEE

QY A N—KEORAEXIIKEOTERD HGE. KB HWENTH
SNHGEE, MOEEA 7 TREEFEOEEL AT ABGRIZE S

38



SNTVDL ERDOENDHE
(3) FHIRMHDILHEH

NEEEPOEEA V7 IPEE T 2@ L TEEA V7 T HEFEFITE
HIEHIBHEOFIRIILL TO LB &5,

OANBEENMERIEMEZ1T O 561, BEA 7 IFEAITICB WO THTE
B EICEEs ) =Y (WBIBERIME) 28 CTIT 5, TOE,
HIROZIMAIZ L > TOERIEROTEMEAEHILT HZ L2 BIIC, £
D EHEELNEFITIE CI2F WO /3B M Ol P2 — B TRk T &
DX 9. WMHITEOUEEND Z L LT D,

QEEA V7 IERITOY = N3t 7F—0EN (POC) Zxf LTI
WAIET D,

@t 7% —it, B X—%ERTHEEAS 7 T HEEFZOMTHERILE
X5,

ORI ERAFTRE ThH > TRICBEIMEZ AT 5%6121%, (3) O~Q@DF
NEIZ 23220 67, WRIEREDEZEY 77 —SUIEBIEE A 7 T 53
FHHENMERET DL LB, HEA VT THERITO ) Y UIZRET S,
eiZ L. @RITEOEEAICOWTIE, OOFIRICET LD LT D,

k., FHEAERFICOVTIE, TOMPNITHERLZE S D &
5. TEERIRHEE L NREE & ORI THE RO BT 5D RONE
BEINTWDLZLaRkMtLd 2,

(4) TRERMED 1= DEHE R
NEEFEIX, BEA 7 IEET 28 0 THEA V7 7 HEAF

I DIHEMOENI M OEEA 7 T HEEFE~OFRZBIZHTZY | 1§
X VT o BRE T, ERMLET. PRI &EE T 5,

T
H
OfFHtx=U 7 0 BREAIT. HRMLET, BIRER» SRS IE

JRWE SO,

Q@QHBENT 1IZL Db DL BN D LA DM IIERT DORE LY
FE~DORR N OB FIEFREOH R X = U 7 1 BIRE T~

OEHRDOER « DTN TIT, BHEIIS U, ARSI ERE S 2 25,

@HRFITBT DIF BRI OV TIE, NEERE. NR RO BIERE TR OB
DIF BRI AR O T TH#wZ R L OIA,

39



(5) IFBNEDEIL (DiEHR. HEEF)

3

BB BRIV T SO RE BB Lo, ZOHORILER S,
DA S A5 2 &I X BHEDN b
@ Z AU S S HEE - B O

@% 1 RATENFHE T Fh S V7oA EARAF VAR X OV4 4% Sl S 2 3k
BT IS < ST

I

OO EH A 7 T30 Y— b 25 1k - K TR TRA Lz IT FEESS
BB RN BT A I L W BE L ITEEICOWT, ZONE. #
Bz X0 A AR 2 48R

EEA VISEREFH O DEHRER

(1) BEEREITIBE LERT HIFH

THEEAS D LE L R 55813, UTOoO»L@IZHITF 256 Th - T,
ERETHRENPRE ST ONTWDEE, KUEHEA 7 7 HERENF
RERRGOL L THEEZEST D LW LGS TH S,

OV A N—KELIZ LD LT 25 BERERIC L DROGE
7) ITREENRE LGS
A) YA NR—BEEZE R LI25E IR BED T ENH - 1256
7)) YA NI X HHE AR LA
) IT OHRERRBBEL LISa, BEARE LSa, © O
BRRLDOTH> T MOEEAS 7 THELEEONRICETDLEE
2N E

QOIEEXMERNC L D RDOEGH
7) ITBEEREELIZEA
1) IT OB RSN L LIS 6 . RO EE LTSS, £ OMFrR
BERZ2HDTHS CMMOEEA 7 THEFLZORNKRIZETDHEE
2 oND%E

@K ELHIRIC L HRDOBGE
7) IT BEENREE LSS
A) QIRPWEICLD ITHEENRAET D EEZONDIEA
7) IT OWER BN L2 E . B RE LG E. £ OMmFrR
HRRHLDTHo C MMDEEAL 7 THEFLEORRICETH EE
2 ONDHEAE

@2 B DFEZED S O KIZ L DR DS
7)) IT EENFEA LTSS

40



1) IT ORERENBEA LG, BRI BE LT E. Ok R
BHRRLDTHo C MOEES 7 THEEEZORNRIZETDH EE
2D %E

k. FRICEY LAVWESICBWTY, FEEA 7 THEFELEDRE
ENMOEEA 7 T FEFEO ITREEICHE & H D VI ELZ KIET R0
W LA E, IT EEORKR L, EOILRHIEEIZETHEEZXD
NAHEAERERRICENS T 20 E ) WARARGEEICOWTIL, BEEA 7T
& A T SUINBEE IS L CTHRET 2 Z EnEE L,

(2) FHREBOAE

RS ONEIT, IT FEERAERNCB T 2F)H AT feZ0dis B, miigH
MELEOHEE MR T DT ODEFEREMLALE T DHIENL, Z ORETHI
LTCWHIEREMRFERT L2 L ET5, ZORE, &F2VHIAT 25 R10W
FHI IR ER LD ThHo THEL XA NWED ET 5,

7ok, BEA T TEITEAIT L NEE RIS RERE 21T O BRI LB e
IT FEECET A IEONEEL O T IV OFELE TN T D 5 [EhEfE )
WZEDbD LT 5, ok, TEMME ] (2O T, FFEEA 7 7 HES
LOEAMEELHEL, LEIOSUTRELEITY,

(3) EEERDILMEH

HEA L 7T HELENLEEA L 7 IEAITEBE L CHEERICE
HIEHREREOFIEIILL T EBY L35,

OEZEA 7 THELFIL, B4 IR S IERSIRH A D & HE A
v 7 TR TICERS T D,

QEEA V7 THEFENLZUTTZHEEIIONTIL, BEA 7 TAEA
FFOMEABHLY DY = Ut . NEEREICEKT 5,

@M EFIE, i S oA m YA E B L, 1§ Bl o i e+
D IEWILAE ORI TR H S bD LT %,

(4) ERSINFEHROBREWVIZEATSEZA

AL < BRI IV THHE S LM O B MCHSW T, NBEERE

KOG 2 2 S HEA 7 TIEAITIE, IETFICEDNH D856 T
BAGZAT O BEA 7 THREEFOTEAND D56 2kkE . JRAIE LTT
BOEB O RA T DIF MO RBHIIB T DI CPAk 11 FFEHE 42 5, 2UT
MEHABIE] L D,) 355 &5 2 5 ICHET S e (EEFRAEH)
ELTHOES b LT %, b, HEMAIERABRIES 5 KH 2 oA
AELESITHET H2HBRICZ LT 25E8IE, AShL ZLhd D,

41



Al#E 1

MREEBIEBEAVIFEEEVAT LA

»E ITEECZOZEDH WREGDEBAVISEEEEFCGE L) NRELDEERATLHIGE 2)
1BEEE BRBEY—ERADEILE FERESBEESRES BRI =IOV AT L
CBRBEY—EFRORL -RERMBICHT IREE EELBERES FR—2a HIR—b U RT L
HREY—ERDEL S a—R-EHREES AT A
R BTV RT L
S | R1T BEEOIVLEHL IRAZFESHE. EEKOFEL -RIT.IERSE. ERMEE. RERR | -BERVATLA
EHRIE-18 | -REREOZIMEL He%E - BEIMHERVAT L
ERE BT EDEL % -ERRIE-EERE- ST F EERVRTL
HIE E = - R R ESIFT =2 FIMERR AT A
SRS ARG RIREHBRT L
i GEEEEIVRT L
3 E Y &N %
(A—=ToRvbT—0FFALIEY—EREED,)
finze SERDEIE. X A EHMEEREESE SBMRY RAT L
REMOREERICHTEIRES “FHEREVRATL
BEVRAT L
EMY AT LA
‘ErXEEWEER AR MMZEEHRT L
RERBERVRATLA
BB -5 EEITOREIE, EIK ‘R BEHBUVAFEMBESEETZD | JIHETEECATLA
FEOREREMEICHT EXESE FELGHEEESE BHEEVRT LA
EEFHORT L
£y -BABROEL —RERBEE. BRARFARE®R) | - RT LA
CBHTSUrDREERICHT HXES RUERRH () SBEREHRVRT L
HZ HRAOEBEDEL EELHREBEE TSRS RT Ls
HRISUMDREBRIZH T HXES SERRER- IS AT A
BRF- TR —E R ‘B TRY—ERICHT 5K E - B RTET BRRETRUMAXAEARDOBERRATL(E
EANERORR., K. KA -Hh 528 EEE FHRE-BFBEARAER~DXE)
£33 DENIESMICB TR EB~ADXES - EEHEE CBFHLTEEORT LA
-EREES AT LA
K& IKEIZRBKDEEADELE KEFEERVKERKBHEIESE | KERERCKEKDEHRSRTL
FELLKEDKDOME & (FzFZL MREREDOERL) KEHEEROFIES R T LE
Wik A DEE-FIE REMREESE CEREHES T L
- EY) 0 P 7E 1B 6 R CEWBIY R T A
CBEEEVRATLA

T 1 BT TVAHMERERER. ERMICHRERRIREEE(ISEXEEFTHY . THHEORELORIC. FXRREOELRY IT ~OKREFEDERFEREFTA . HRETIEFREDOREL

EI1O2EET S,

T2 WREGDIEBVATLDFMIOVTIE. IT BEECZOZEOHERFR. EBEIVISEEEZFIIBLTED D,

42




A2 BEEAOISY—ERERIALANIL GIEHSR)

o

BRI —ER(FHEEET) CD)

BEELANIL

FEFR

Y—ER(FHREZEL) DA
(BEY HIER)

W& IKHE

"%

BEHEE

AR

I FF - 47 B
H—ER

ER

KE

Wik

EARTHHEOBENS. TE2FALTOENY—ERITDONTIEH RS

43




R#E 3

ITREEZ5ISE-ITEBOH

ERDER

221040

HEEARTHIEAZENSEB

BERDEEAISEZEEEN
Il EEOTHINT DB

QA N—KEZIFL

DHEMMICEET IV EATRRE, FEE

FERA. T—ERSA-BIR. FEITURRFT, 04

EIEHERFERETORRTHEALTWSLD)
+

HETHERWER | A EEFHMODEER F JLVAE  H—E AR EEE (DoS: Denial of Service) .
BFHRREAL, EEBHROFEN. NEFE F
QIIFERMER KIVELIRE-BREIR. TOTSLEORME N | BE-REIR,. TOATSLLEDORMGNT)  AvTFY
) AT FUORATMENFREEINZUSIRBELERDL | AT H. NS -NEBEEEEDO TG, N HERTEED
HIEDRIE (] : FHE 2000 E£[HERE. BESDEBIIE. | TlE. IRTAVDO KRG, stz &
IPv6 ~D1T) &F
QK E KR RIBELGHE KEW - HHBEETHE. TIIOL | HE. KE.ZF. AKFOKEIZLSIEHEZEDNIE
E)CKDPBENHRIEDEE, BERBOEIE., KE | 1B, BERFEOIRE, KEXRFDIEE, avE1—421E
HiEDEE. aEF1—42HEERDIEE F BDiEE F
@D REFDOEEMNS | KRELEHBRBORE, BEDORIE. KERED | EHBKBORE. BEDORE. KERKDRIE(FHEE
DRR RKEFEEBFTORETHERALTWSLD) F

44




A4 ITEERERICETHEREHE
FEA(750F BE7F D E R AR ITEEHRERICHITERARE0ERASF BRBTICEIT5 X1 T EREDOBRIHAF
1BEREE (1) EBAVISEEES B (NEBAVISEEES-H DAV AREEDBERHEFARHTEFTALTE
CBREBEZFEZXCEI EBOFELZOREREAD | -BEOERKHEEZTALTER i
wE COBF-EBEAUISBEES
KERNFERZKIZE I KBRARKRICBTIERREIE | -T-CEPTOAR OEMREAFIZERAL TER
HEOHERRERE HUEIZH T HEREF AR OERAFIZFRAL
OER IR EERKEEHEFORBE~NDER TEHE
(2) BFF—~EEBAVISEEES B (UJSEEEEN | -BEOERKHZEZEFRALTER
TN AREERAEREERARVKREELELOBTE
|-HE
&Fh | BT Q) EBAVISEEESBF ) EBAVISEEESBF 2ERTHS. (M) ERBEHRIATLEVS
iR CEEICED H—EREBE-EULHEZORNERERE (27 | -BEOERKHETALTER —(FISC)ENEXEFAEELTEIE
BERE F)~DIRE 2) B—EBEA(VI5BEEE
ENE-F-Lan (2) BFF—EEBAVISEEES EE(UISBEESEM | -#R17%5 CEPTOAR OERAFIZERAL TEHE
+ R & R - 5% CEPTOAR M:E#AHIZERHLTER
EE - @ {RIR CEPTOAR DE#AHIZERL TREIE
-8 E{R[& CEPTOAR DE#KHIZFERLTEM
- ZOMBEEAREEZELCTER
finze (1) EBAVISEEES-BHF (1) EBAVISEEES B
SRZRICE I MTEHOBEREFICEIIELRBEREN | -EHREFIBEFOERIREAHICKYERE,
DR CEWICESHRWNTEEIZELTIL, ITEEOER
(2) BFF—-EEBEAVISREEBSF. EE(UISBEEFEH | AHICKYER,
ATEEICETEREOFN%E (2) BMIF—-EEALISEEES
MERLRFHOFESICETEREEFREETER (£ | -MELFICHTS CEPTOAR DERIAFIZE R
B Hf) LT
CEREOEELCEBAVISBEEE~NERE
EHK
#aE (1) EBAVISEEZE-BF. BR—EBAUI75F% | (1) EBAVISEEES K. BFF—EE4

5%

SREEMERESRAICE O SEEEEREICETSE
TRBEBREADHE

[ATEECRET 5EKIAH

(2) EEAVISEEEERN

HFIZAL

VISEEEE
BB IBRFEOBHRRERFIZKYEE,
- $%38 CEPTOAR D E#{AFIZERALTEMR

45




BEEAVISNEH B @R AR IT EERERITE T2 R2E O ERAKHT BRHIZEITE X 1) T4/ KEDOREHAH
BN (1) EBEAVISEEBEHH (1) BEBEAVIZBEEFEESBAF EBEERAEELTER
CERERRERAICE O HRXEERZFICETIRE | -BFEOERAHEFALTER
EEXRE~DERK (2) BMFEF—-EEALISE4ES
(2) BFF—-EEBEALVISREEBS . EE(UISBEEFEH | -BENITH T 1T BEEICRIER*E - D HHEE
AL DERAHZERALTERR
-EEERAEEBELCTER
HA (1) EBEAVISEEFE B (1) EBEAVISEEBE B ERNOZEREFRLTER
HRBEEBITRAZE I —EREOHRBHRIES | -BEFEOERAHEFTALTER
DR BEERKE~DHKE (2) BMIF—-EEALISEEES
(2) BF—~EBAUI772XEE EEAUITFEEEFEM | -GAS CEPTOAR O:ERAFIZFRALTER
KEBICKYHRBAIENRELEEEHICH D AR | -EEEAKERLTER
B IEHEBEEM IICHOCERRNER
B -fTRY—ER | (1) EFEF-HNEERE 1) EFEF—>AEER. NEER-&FEFT | -BUFSRERAEH TERIE
TEATFHEE DB AT LICET 2B ABOERE(COL | -BUTFERERAH TER
TIZEDIGERE (2) HANHEFER—KAT. BAF— #7522 HEK
(2 NEERE-BFERT - BJA{A CEPTOAR DE#MAFIZERLTERR
TR DER AT LICET 2R 0EREFICOL | -BEOERAHZERELTERE
TIHZEDERIZ
(3) HANEFEK—EAT
T A A EFARDER AT LAIZRIBREBE0ERZEIZD
DTHZE D ERIZ M
(4) Bpi—-thAAEEE
T A AEFARDER AT LAIZBRIBREBEDEREICD
DT HZE D ERIZ
E& 1) EBAVISEEES-BFS (1) EBEAVISEERSEBASE
(2) BMIFE-EEALVISEEES (2) BMIFE-EEAVISHEES
-EfE CEPTOAR M:E#RAHIZE AL TEE
K& (1) EEAVISEERSEBASE (1) EEAVISEERST-BASE
(2) BMIFE-EEAVISEEES (2) BMIFE-EEALVISHEES
-7k CEPTOAR M:E#&AHIZE AL TEIE
i 1) EEAVISHEERS B (1) EBAVISEEES-BF EEEFAARZEECTER

REERFICE I ERFOELIXBEBRE~ADRE
(2) BR-EEAUISFEESE
-RERF KERREREICTEDHDIETE L R

(2) BMFF—~EEALI75%ES
¥t CEPTOAR D E#RAFIZERAL TEMR

46




RS (R HES

o> FERMOEF

RERDNDIZE O
KE®RF F \

N\
wEhrOcizs0 T RREER &

EEt+ 17 «BERERF
|
STEREIEE T EER §

BEIRFEER F

v

BHEEFE F

/[ B ]

HEEEFE®R
EIEFEER F

NEERE FRt*1VTF1t 52—

|

LREEZ0:ER

XEEAVISEXEFZFOBEN
FIERICEIED

N

HBEEIM \

BExAER  SEEEER BEEHIER %

BIRFEFER F

v

ERA 7 SMESER

v7&-ho N ] \
I

s D)

................................................

EHEEEIRER

&l

ERLEFER

B #t C#t D #t

ERA779%

47

BFEFE®R F

HEBEAVISELEERY

75 -CEFREEENE
BCEIFHEMLBER
#*H

AR EEMVISOY-EADH
H-BIEFICETRERE. EUICE
BAVISEEEREICRMB-EFET
SARFDIE, SHERELTIKAE
BRMOFNERLELD, BEH. HE
KENI(--2>) 1220\ TIE . KEERARD
RN TEHZD, HDEENDAEE
AT LEMENL, SEFTICE



	Ⅰ　総論
	１　目標
	２　定義と対象範囲
	３　第１次行動計画の成果
	４　本行動計画期間における取組みの要点

	Ⅱ　計画期間内に取組む情報セキュリティ対策
	１　安全基準等の整備及び浸透
	２　情報共有体制の強化
	３　共通脅威分析
	４　分野横断的演習
	５　環境変化への対応

	Ⅲ　関係主体において取組むべき事項
	１　推進体制
	２　各主体の取組み

	Ⅳ　評価・検証と見直し
	１　行動計画の推進体制
	２　既存の情報共有体制との連携

	別添：情報提供・情報連絡について
	１　IT障害に関する情報
	２　重要インフラ事業者等への情報提供
	３　重要インフラ事業者等からの情報連絡

	別紙１　対象となる重要インフラと重要システム
	別紙２　重要インフラサービスと検証レベル（別資料参照）
	別紙３　IT障害を引き起こす脅威の例
	別紙４　IT障害発生時における連絡体制等
	別紙５　情報共有体制

